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Cexiuga — KoMnbrOTepHbI€ TEXHOJIOTHN B HHKEHEPHOU
MOJAr0OTOBKE

YK 621.396
3apaitueHKkoB Mapk MakcuMoBH4

POJIb KOMIIBIOTEPHBIX BA3 JAHHBIX B UH)KEHEPHOM
ITPAKTUKE

B cospemennom mupe komnvromepHvle 6a3vl OAHHLIX AGISAIOMC HEOMBEMAEMOT
yacmwio undcenepHou npaxmuxu. OHu ueparom Kuoyedyro poib 8 YNPAeieHUulU, XpaHe-
HUU U 00pabomie OAHHbIX, MO N0360J5em UHICEHEPAM IPDEeKMUBHO peulams ClLONC-
Hble 3a0auu U NOBBIUAMb KAYeCmE0 CEOUX Npoekmos. B oannoil cmamve mwvl pac-
CMOMPUM POIb KOMNLIOMEPHLIX OA3 OAHHBIX 8 UHIICEHEPHOU NPAKMUKe, UX npumeHe-

HUe U npeumyuiecmea onst UHIICEHEDOB.

Zaraichenkov Mark Maksimovich

THE ROLE OF COMPUTER DATABASES IN ENGINEERING
PRACTICE

In today's world, computer databases are an integral part of engineering prac-
tice. They play a key role in data management, storage and processing, which allows
engineers to effectively solve complex problems and improve the quality of their pro-
jects. In this article, we will discuss the role of computer databases in engineering
practice, their applications and benefits for engineers.

Bsenenne

Kowmmbrotepasie 6a3pl qanubix (Kb/I) npencraBisior co00i MHCTPYMEHTHI,
pa3paboTaHHbBIE IJISi OpPTaHU3AIUU, XPAHEHHUS] U 00pabOTKU OONBIINX 00BEMOB
naHHBIX. OHU MUPOKO MPUMEHSIIOTCS B PAa3JIMUHBIX 00JaCTsIX, BKIIOYAsT WHKeE-
HepHyto npakTuky. KBJl mo3BonsioT mH)XeHepaMm ympaBisTh U o0pabaThiBaTh
pazHo00pa3Hyr0 HHGOPMAIIHIO, OT CXEM U YEPTEKEH 10 TEXHUIECKUX CIerupu-
Kalluil U Pe3yJbTaTOB MCIBITAHUN. B 3TOM cTarbe Mbl paCCMOTPUM POJIb KOM-
MBIOTEPHBIX 0a3 JTaHHBIX B WHKCHEPHOW MPAKTHUKE M PACCMOTPUM UX Ba)KHBIC
aCIEeKThI U NPEUMYIIIECTBA.

Hentpamm3anus ganasix B KBJ[ Takke oOecrieunBaeT 6€30MacHOCTh U I1e-
JOCTHOCTHh MH(popMaIuu. BaxxHo, 4ToObI JaHHbIE OBLIM XpaHEHBI B 3AIUIICH-
HOHM cpefie, C OTPAaHUYEHHBIM JOCTYIIOM TOJBKO JJIsi aBTOPU30BAHHBIX MOJIH30-



Bareyie. DTO MO3BOJISET MPEAOTBPATUTh HECAHKIIMOHMPOBAHHBIN NOCTYII, IO-
BpexkaeHre win notepro naHHbIX. KB/l Takxke obecnieunBaloT MEXaHU3MBI pe-
3€pBHOTO KOMUPOBAHUS U BOCCTAHOBJICHUS NAHHBIX, YTO TAPAHTHPYET UX CO-
XPaHHOCTH B CIydae COOEB CUCTEMbI UJTU YEIOBEYECKUX OIIUOOK.

Kpome Toro, nucnons3oBanue Kb/l B HH)XEHEPHOU ITPAKTHKE MO3BOJISET aAB-
TOMAaTU3UPOBATh MpoIlecChl 00pabOTKKU AaHHBIX. Hampumep, WHKEHEPBHl MOTYT
CO3/1aTh IPOTPAaMMHBIE€ CKPHUIITHI WJIM 3aIIPOCHI, KOTOPHIE MMO3BOJISAT aBTOMaTHYe-
CKH aHAJIM3UPOBATH U 00pabaThIBaTh OOJBIINE OOBEMBI TAHHBIX. DTO MO3BOJISIET
COKOHOMUTH BPEMS U PECypChl, KOTOphIE paHee ObUTH Obl 3aTpadeHbl HA PYYHYIO
00paboTKy nH(pOpMaIUy.

Paccmotpum npumep npumeHeHHs KommbloTepHbix 0a3 gaHHbix (KBJl) B
VHXCHEPHOM NPAKTUKE HA CIydac MPOCKTUPOBAHUS U CTPOUTEIBCTBA KPYITHOTO
MEKIYHApOIHOI0 a3ponopra.

B mnpouecce mpoeKTUpPOBaHHMS U CTPOUTENIBCTBA a3POINOPTA BO3HUKAET
MHO>XECTBO CJIO)KHOCTEH U TpeOOBaHUM, KOTOpPhIE HEOOXOIUMO YUYUTHIBATH.
KB/l mo3BOJSAIOT YNpaBiIsSITh BCEMHU IAHHBIMU, CBS3aHHBIMH C TIPOEKTOM, H
obecrnieunBath UX 3(HEKTUBHOE XPAHEHHE, TOCTY U OOMEH MEXy y4aCTHHUKA-
MU IPOEKTHOM KOMaHAbl. BOT Heckoybko npumepoB npuMeHeHus: Kb/[ B aTtom
KOHTEKCTE:

[lenTpanu3oBanHoe xpaHeHue yepTexend n JokymeHtaunu: B Kb/l MmoxHO
XpaHUTh BCE YEPTEXKU, CHCHUPUKAIMK U TEXHUYECKYIO JOKYMEHTAIUIO, CBS-
3aHHYIO C a’ponopToM. KaXXablil MHKEHEP WIM apXUTEKTOP MOKET MOJYYUTh
JOCTYIl K 3TUM JaHHBIM W TMOJYYWTh aKTyalbHYI0 HH(QOPMAIUIO O TMPOEKTE.
Hanpumep, nnxkeHepbl, 3aHUMAKOIIMECS TPOSKTUPOBAHUEM DJIEKTPUYECKON CH-
CTEMBI, MOTYT MOJYYUTh JOCTYII K UepTekam, celupuKaimsiM 1 pyKoBOJICTBaM
10 YCTaHOBKE, YTOOBI MPABMIIBHO pa3pad0oTaTh U Peain30BaTh CUCTEMY.

VYmpasnenue undopmarmeit o matepuanax u ooopynosanuu: KbJ[ moxer
comepxkaTh WHGOPMAIMIO O JOCTYMHBIX MaTepuaiax W OOOPYIOBaHWUU IS
CTPOUTEINIbCTBA a’ponoprta. MHxkeHepsl MoryT ucnonb3oBars KbJ[ mis otcne-
’KUBAHUS 3aIIaCOB MAaTEPUAJIOB, CPOKOB MOCTaBKH U MH(POPMAIIUU O MOCTABIIH-
kax. Hampumep, ecnu CTpOUTENBCTBO TpeOyeT OOJBIIOTO KOJWYECTBA CTaJIH,
WHXXEHEPbl MOTYT ucnob3oBaTh Kb/l mid nmoucka HaleKHBIX MOCTABIIUKOB U
OLCHKH UX MPEITOKEHHM.

VYmpasnenue 6romxeTrom U pacxogamu: KbBJ[ moxer BkimtouaTs nH(pOpMa-
M0 0 OIO/DKETE MPOEKTa, pacxojax M 3aTpaTax Ha pa3IUdHbIC ITAmbl CTPOU-
TenbCcTBA. MHXKeHephl U (PMHAHCOBBIE CIIEIUANTUCTHI MOTYT Hcmosb3oBath KBJ|
JUTSL OTCJICKMBAHUS 3aTpaTr, aHAIM3a PacxXOJOB WM IUIAHUPOBAHUS (DUHAHCOBBIX



pecypcoB. Hampumep, oHM MOTYT NPOBOJUTH AHAIU3 CTOMMOCTH Pa3IMYHBIX
CTPOMTENBHBIX PEIICHUH W ONTUMH3UPOBATh Pacxoibl B paMKaxX 3aJaHHOTO
OroKeTa.

VYnpasnenue rpapukom BeinonHeHus padot: Kb/ Moxer ucnonb3zoBaThCs
IUIA CO3JAaHUS U YIIpaBJIeHUs I'padUKOM BBINOIHEHUs paOoT. HxKeHepbl MOTYT
OTCJIEKUBATh IPOTPECC KAXKIOIO 3Tara MPOEKTa, YCTaHABIMBATh 3aBUCHUMOCTH
MEXly 3ajjauaMi U KOHTPOJIMPOBAaTh CPOKU BbINOJHEHUs. Hanpumep, oHu mo-
ryT ucnois3zoBatb KB/ 11st onpenenenus nathl 3aBepIICHUs ONpeAesIEHHON (a-
3bl CTPOUTEIBCTBA U YBEIOMIICHUS O BO3MOKHBIX 33JI€PKKAX.

[IpMeHeHrne KOMITBIOTEPHBIX 0a3 JaHHBIX B MHKEHEPHOU MPAKTUKE TAKXKE
CHOCOOCTBYET palMOHAIM3aMY U ONTUMU3AINKU pabounx mpoueccoB. MHxeHe-
pbl MOTyT ucnoib3oBaTh KB/l 1 oTciexxuBaHus cTaTyca MPOEKTOB, KOHTPOJIS
CPOKOB BBINOJHEHUS 3a/1a4 U ynpasieHus pecypcamu. Hampumep, KB/ moxer
PEIOCTaBIATh UH(POPMALIMIO O HAIUMYMK HEOOXOAUMBIX MaTEpUajoB, JOCTYII-
HOCTU 000pPY/0BaHUS WM BBIJEJIEHHBIX OOIKETHBIX CPEACTBAX. ITO MO3BOJISET
3¢ (EeKTUBHO IaHUPOBATh paboOTy, U30eraTh MPOCTOEB U ONTUMU3UPOBATH HC-
H0JIb30BaHUE PECYPCOB.

Panmonanuzanust pabounx MpoOIECCOB BKIIOYAET B ce0si M3yUEHUE TEKY-
MUX paboYMX MPOLECCOB C LEIbIO BBISBICHUS HEAOCTATKOB, N30BITOUHOCTH U
HEA(PPEKTUBHOCTH. DTO MOXKET BKJIIOYATh aHAIMU3 MOCIIEI0BATEIbHOCTH OIepa-
11, UCIIOJIb30BAHUE PECYPCOB, MEPETPY3Ky 3ajladyaMH, HEAOCTATOYHYIO aBTO-
MaTH3alUI0 U ApyTrue NpoodieMbl, KOTOpPbIE MOTYT 3aMeAJIsATh pabodmiil mporecc
WM TIPUBOAUTH K ommnOkam. [Tytem naeHTudukamm 3Tux npo0aeM UHKEHEPHI
MOTYT NPEIJIOKUTh U BHEIPUTh U3MEHEHUsI, KOTOPBIE MMO3BOJIAT YIYUIIUTh MPO-
U3BOJUTENLHOCTD U KAYECTBO PAOOTHI.

OnTumuzanus paboyux MPOLECCOB, C APYrod CTOPOHBI, O3HAYAET MOUCK
HAWIYYILEro crnoco0a BBIMOJIHEHHUsI paboThl C MCIOJNb30BAaHUEM Haumbosee 3¢-
(GexTuBHBIX pecypcoB. OHa OCHOBaHA Ha aHAJIM3€ TEKYIIUX MPOLIECCOB U OIpe-
JIeJICHUU ONTHUMAJIbHOW IOCJIEN0BATEILHOCTH ONEpaluid, paclpeaeaeHlu pe-
CYpCOB, aBTOMATHU3alUU U APYTUX (PAKTOPOB, KOTOPHIE MOTYT COKPaTUTh BpeMsl
BBIMOJHEHHUS 3aJa4d M TOBBICUTH 3(PPeKTUBHOCTH mporecca. OnTuMu3arus
MOKET TaK)K€ BKJIIOYATh BHEJAPEHUE HOBBIX TEXHOJIOTMH M MHCTPYMEHTOB, KO-
TOpBIE MOTYT YJIy4IINUTh IPOLECC PAOOTHI.

[Ipumepom panmoHaIM3alMy U ONTUMHU3ALUU pabOyuX IMPOLECCOB B UH-
KEHEPHOM MPAKTHUKE MOXET OBITh BHEAPEHHWE KOMIBIOTEPHBIX 0a3 JaHHBIX
(KBM) nns ynpasnenus uadopmanuent o mpoekTax, MaTepuanax, 000py10BaHUH
u npyrux pecypcax. Kb/ obecnieunBaeT 1eHTpaan30BaHHOE XpaHEHHUE JTaHHBIX,
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JIETKUU TOCTYN K MHGOPMAIMU U BO3MOXKHOCTh aBTOMAaTH3allMy MPOIECCOB, Ta-
KUX KakK OTCJECKHBAaHUE 3alacoB, IUIAHUPOBAHUE 3aJa4 U KOOpAHUHALMS PaloT.
DTO MO3BOJSIET MHXKEHEpPAM COKpPATUTh BpEMsl, 3aTpaulMBacMoO€ Ha IMOUCK HH-
dbopmanuu, ¥ COCPEeTIOTOUYNTHCS Ha 00JIee BaXKHBIX aCIEeKTaxX MPOEKTa.

Jpyrum npumMepoM MOXKET ObITh MPUMEHEHHE AJITOPUTMOB U MPOTPAMMHO-
ro oOecrnedeHus i ONTUMU3ALMKN PACcyETOB, MOJICTUPOBAHUS U CUMYJIALIUU B
WHKEHEPHBIX NIpoekTax. Hampumep, MCnosib30BaHUE YUCICHHBIX METOJIOB U Ma-
TEMaTUYECKUX MOJeJIel MO3BOJSET MHKEHEPAM MPOBOJAUTH TOYHBIE PACUETHI U
aHanu3 B 0oJjiee KOPOTKHE CPOKH. ITO MOMKET CYHIECTBEHHO COKPATHUTh BpeMs
IPOEKTUPOBAHUS U Pa3pabO0TKH, a TAKXKE YIYUIIUTh TOYHOCTh PE3YIbTaTOB.

Hakonen, KB/ Taike urparoT Ba)KHYIO pOJib B aHAJUTUKE M MPUHSATHU
pemeHuii. HxkeHepsl MOTYT UCIOJIb30BaTh JaHHble, XpaHsmuecs B KB/, nms
aHaJM3a MPOU3BOJICTBEHHBIX MIPOIIECCOB, BBIABICHUS TEHACHIINHN, TPEICKa3aHUs
MOTEHIIMAIBHBIX MPOOJIEM U ONpeesieHUs] ONTUMANIbHBIX perieHuil. Hampumep,
aHaJIN3 JTAaHHBIX O MPOU3BOJUTEIHHOCTA 000PYIOBAHUS MOKET TOMOYb B OIpe-
neneHun HauOosiee A(H(PEKTUBHBIX METOJOB OOCTY>KMBAHMS M TUIAHUPOBAHUS
PEMOHTHBIX padoT.

Takum oOpa3oM, poiib KOMIBIOTEPHBIX 0a3 TaHHBIX B MHXKEHEPHOU TpaK-
TUKE HEBO3MOKHO HEIOOIECHUTh. OHU 00€CTIeUnBAIOT IEHTPAIU3AIUIO, YIIPaB-
JICHUE W OPTaHU3aIMIO JaHHBIX, YMPOIIAIOT COBMECTHYIO PabOTy, MOBBIIIAIOT
0€30macHOCTh U IEJI0CTHOCTh MH(GOPMAIINH, aBTOMAaTU3UPYIOT MIPOIIECCH 00pa-
OOTKM JTaHHBIX, ONITUMHU3UPYIOT paboyne MPOIECCHl U MPETOCTABISIOT BO3ZMOXK-
HOCTH JJI1 aHAIUTUKU U TPUHSTHS 000CHOBAaHHBIX pemeHuid. [Ipumepsl nmpume-
HeHust Kb/ BKkIIFO9arOT MpoeKThl B 00JIACTH MHKEHEPHUHU, CTPOUTEIbCTBA, MPO-
U3BOJICTBA, TPAHCIIOPTA U APYTHX OTpacisaX, rae 3h(EeKTUBHOE yIpaBieHUE U
aHaIN3 JaHHBIX SBIISIOTCS KIIOYEBBIMU (haKTOpaMu ycrexa.

BUBJINOI' PAOUYECKHI CITUCOK

1. bapanosa E.A. (2018). Ponb xoMIblOTepHBIX 0633 TaHHBIX B ONTUMU3AIUNA WH-
JKEHEpHBIX pemieHud. Hayunsle BenoMoctu benropoackoro rocynapcTBeHHOrO
yHuBepcurera. Cepusi: KomnerorepHsle Hayku, 2(266), 51-56.

2. Taspunose A.A. (2015). IlpumeHeHre KOMIBIOTEPHBIX 0a3 JAHHBIX B MH)XKEHEP-
HOM npakTtuke. Haydynele BenoMocTu benropoackoro rocyJapCTBEHHOIO yHU-
Bepcuteta. Cepusi: Komnberotepusie Hayku, 1(205), 10-15.

3. Ko3zvipes B.B. (2014). Posibp KOMIBIOTEPHBIX 0a3 JaHHBIX B IPOEKTUPOBAHUU U

yYHpaBJICHUN WHXXCHCPHBIMH CHUCTCMaMMU. Bectauk HCpMCKOFO HannuOHaJIBHOI'O

11



UCCJIEIOBATENIBCKOTO MOJUTEXHUYECKOT0 yHUBepcuTeTra. MHpopmaTuka U BbI-
quCIUTENbHas TexHuKa, 2(10), 38-43.

4. Maxcumos A.B., Kapenun J[.U. (2019). [IpuMeHeHHEe KOMIIBIOTEPHBIX 0a3 daH-
HBIX B MH)KEHEPHBIX cucTeMmax. Tpynabl MHCTUTYyTa CHCTEMHOTO IPOrpPaMMHUPO-
Banus PAH, 26(3), 153-165.

5. Pwbaxosé A.B., lllaposé J.C. (2017). Ponbp KOMMBIOTEpHBIX 0a3 MaHHBIX B
yIpaBlieHUd WH(OPMAIIMOHHBIMU TOTOKaMU B MH)KEHEPHOW MpakTuke. Bect-
HuK Poccuiickoro yHuBepcurera apysxx0sl HapogoB. Cepusi: HdopManimoHHbIe
cucTeMbl u TexHojoruw, 21(1), 126-133.

6. Cmuprnos B.U., Hsanos I1.H. (2016). KomnbloTepHbie 0a3bl JaHHBIX B WHXKE-
HEpHOM MpakTuke: mpobyieMbl U nepcnekTuBbl. BectHuk CeBepo-KaBkaszckoro
dbenepanpHoro yHuBepcuteta. Cepus: Texnuueckue Hayku, 2(141), 61-67.

7. Tapacos /I.B., Ilemposa H.A. (2020). Ucnonbp3oBaHUE KOMIIBIOTEPHBIX 0a3
JMAHHBIX B MHXKEHEPHOW MPAKTUKE JJI ONTUMHU3AINH MPOILIECCOB MPOESKTUPOBa-
Husl.  HayuHo-TexHuWYeckuid  BECTHUK  HMH(POPMAIMOHHBIX  TEXHOJOTHH,
MexaHuku 1 ontuku, 20(5), 892-900.

VIIK 621.396

3apaiiuenkoB CtanuciaB MakCUMOBUY

BUPTYAJIBHASA U JOITOJTHEHHAS PEAJIBHOCTD:
IHOTEHIHUAJI U OT'PAHUYEHUE B PASHBIX COEPAX
INPUMEHEHMUWA

B oamnnoii cmamwve npedcmasneno ucciedosarue GIUAHUS SUPMYATbHOU U 00-
NOJIHEHHOU PealbHOCMU HA 00pa3oeanue, MeOUyuHy, paseieyerus u opyeue cgepeol.
IIposeden amanuz ux nomenyuana u 02PAHUYEHUll, HA OCHOBE DPe3YTbmamos co8pe-
MEHHBIX UCCNe008AHUL U NPUMEPOE UCNONb308AHUSL OAHHBIX MEXHONOUU 8 PealbHOU
oHcusHu. B pesynomame ModiCHO coenamb 61600, YMO GUPMYANbHASL U OONOJHEHHAS
PEATbHOCIb UMEIOM 02POMHBIU NOMEHYUA NPUMEHEHUST 8 PA3IUYHBIX 001ACMSX, HO
OOHOBPEMEHHO CYWecmayem pso 02PAHUYEHUN, CA3AHHBIX C DMUKOU U 6e30NaCHO-
Cmbio.

,ZZOI’IOJZHQHHG}Z PEAIbHOCNb, AR'me)CHOJZOZI/lu, sUpmMYyajlbHasl pealbHOCmMb.
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Zaraychenkov Stanislav Maksimovich

VIRTUAL AND AUGMENTED REALITY: POTENTIAL AND
CAPTURE IN DIFFERENT AREAS

In this article we explore the impact of virtual and augmented reality on educa-
tion, medicine, entertainment, and other fields. We analyze their potential and limita-
tions based on current research and examples of the use of these technologies in real
life. As a result, we conclude that virtual and augmented reality have enormous poten-
tial for application in various fields, but there are also serious ethical and safety limi-
tations.

Augmented reality, AR technology, virtual reality.

Bsenenne

BupTyanbHas W [ONMONHEHHAs PEATBHOCTh - 3TO TEXHOJIOTHUHU, KOTOPBIE
OBICTPO Pa3BUBAIOTCA W HAXOAST NMPUMEHEHHUE B PA3IMUHBIX cdepax >KU3HH.
OHU UMEIOT OTPOMHBIN MOTEHITUANT ISl 00pa30BaHUs, METUIIMHBI, Pa3BICUCHUI
u npyrux chep. OnHaKko, BMECTE ¢ BOZMOXKHOCTSIMH, CBSI3aHHBIMHU C 3TUMH TEX-
HOJIOTHSIMH, CYIIIECTBYIOT M OTPaHUYCHHUsSI, B TOM YHCIIe dTUYECKHE U Oe3omac-
HOCTHBIE.

BupTtyanbHas peaqbHOCTh MO3BOJISIET CO3/1aBaTh UCKYCCTBEHHBIE MUPBI, B

KOTOPBIX MOJIb30BATENIb MOKET HAXOJUTHCS M B3aUMOJICHCTBOBATH C OKPYIKaro-
el cpeoi. ITO0 OTKPHIBAET HOBBIE BO3MOXHOCTH JUIsi 0OyYEHUSs, HApUMED,
CO3/IaHUE CUMYJISINMU JUIl TPEHUPOBKU BpadeH, MUJIOTOB WJIM BOEHHBIX. TakKxe,
BUPTYyaJIbHas PEAIbHOCTh MOXKET OBITh MCIIOJIb30BaHA /I CO3JaHUs WHTEPAK-
TUBHBIX  YpPOKOB,  4YTO  cHaellaeT  oOydeHwe  Ooyiee  yBJIEKaTelb-
HBIM U MIOHATHBIM JIJI1 YYEHUKOB.
VR MoXxeT moMo4Yb MEAUIIMHCKUM CTYJI€HTAM YJIYUYIIUTh CBOU HABBIKU U OIIBIT,
co3/1aBasi TPEXMEPHbIE MOJIEIN OPTaHOB U CUCTEM TeJla. ITO MO3BOJISIET CTYACH-
TaM YYWUTHCS HA TIPAKTUKE W HUMETh OOJbIIE BO3MOXKHOCTEH MJisi OIIMOOK,
0e3 prcKa MOBPEKICHUS KUBBIX TKaHEH.

OcHoBHas YyacTh

[Tporpamma VirtaMed ArthroS™ mo3BOiSIET MEIUIIMHCKUM CTYJIEHTaM
TPEHUPOBATHCSI B XUPYPTrUUECKOM JICYEHUU TPaBM KOJIEHHOI'O CyCTaBa, UCIOJb-
3ysa VR-cumymsannio. Bo Bpemsi TpEHUPOBKHM CTYAEHTbI MOTYT INPAaKTUKOBATh
pa3JIMuHbIEe MPOLEAYPhl, TAKHE KaK YCTPAHEHUE MOBPEKJICHHOTO MEHUCKA WJIN
PEMOHT CBSI30K, U MOJIy4aTh OOPATHYIO CBSI3b O CBOEH padoTe. [8]
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[Tpunoxenue 3D Organon VR Anatomy mno3BoisieT MEIUUHUHCKAM CTY-
JNE€HTaM HM3y4aThb aHATOMHUIO YEJIOBEUECKOTO Te€ja B BUPTYaJbHOM PEATbHOCTH.
OHH MOTYT HCCIENOBAaTh TPEXMEPHBIE MOJEIN OPTraHOB U CHUCTEM TElla, U3ydas
ux GyHKUMU U CBA3U. [IpuioxeHue Takke MpPeIOCTaBISET JOMOTHUTEIbHYIO
uH(popmMaIuio o 00JIE3HIX U COCTOSHUAX OpraHoB. [9]

SimX VR Simulation Platform - 310 mporpammuoe obecniedenue s

oOydeHus: Bpaued u MeauIMHCKuXx cectep. OHO ucnoib3yer VR-TexHonoruo,
9YTOOBI CO3/IaTh CIICHAPUN MEAMIIMHCKUX CIy4aeB U TPEHUPOBATh MEIUIIMHCKUIA
NEPCOHAJ B PEIICHUH PA3JIMYHBIX MEIUIMHCKUX MpobieM. ClieHapuu BKIHOYa-
10T B ce0sl Takue 3aJlayM, KaKk MPOBEJICHUE peaHUMAaIluU MallueHTa, YIpaBicHue
MAIMEHTOM C CepJICYHO-COCYIUCTHIMU MPOOJIeMaMU M TUArHOCTHKA TMAlUEHTa C
ocTpbiMu 00se3HaMHu.[10]
Hpyroit o6macTeio mpuMeHeHUs: VR sBisercs ncuxoTepanus. TeXHHUKaA KCIO-
3UIMOHHOM Tepanuvy B BUPTYaJbHOM PEATIbHOCTH, KOTJA MAIMEHT MOCTEIEHHO
U3Yy4aeT U NMPUBBIKAECT K CTPAIIHBIM CUTyalUsIM, MOKET IOMOYb JIOJAM, CTpa-
JaomuM oT (oOUi U TPEBOKHBIX PACCTPOMCTB, 0€3 HEOOXOAUMOCTH (PU3NYe-
CKOW DKCIIO3ULIMH.

VYuusepcurer FOxnoit Kamudopuuu paspaboran mporpammy Virtual
[rag/Afghanistan, koTopas momoraet BeTepaHaM, CTPaJAIOIIMM OT MOCTTPaBMa-
tudeckoro crpeccoBoro pacctpoiictBa (IITCP). C momomisto VR-cumyssiiuu
BETEPaHbl MOTYT MTOCTENEHHO U3y4aTh U MPUBBIKATH K CUTYaIIUsIM, KOTOPBIE MO-
T'YT BBI3bIBATh Y HUX CTPECC U TPEBOTY, TAKUM KaK B3PbIBbI HJIM OTOHb. DTO MO3-
BOJISIET UM CHU3HUTH CBOIO PEAKIIMIO HA CTPECCOBBIE CUTYALUH U YIYUIIUTh CBOIO
MICUXOJIOTUYECKYIO0 KOMPOPTHOCTH.[11]

[Tpunoxenue Fearless mpennaraer VR-tepanuto ansa nrojaeut, ctpanaro-
IIIUX OT BHICOKOYPOBHEBON TPEBOXKHOCTU W colaibHOU Gobun. [Ipunoxenue
ucnonb3yeT VR-cumyssiuio, 4ToObl MOMOYb MalleHTaM MPHUBBIKHYTH K pas-
JTUYHBIM CUTYAIUsIM, TAKUM KaK TOBOPUTH Ha IMyOJIMKE WJIM BECTH MEPETOBOPHI.
[TanieHTHl MOTYT MPAKTUKOBATh B3aWMOJICUCTBUE C BUPTYAJIbHBIMH IEPCOHA-
’KaMH U MoJTydaTh oOpaTHYIO CBA3b O CBoei padoTte.[12]

VYuuBepcurerckuii MmeaunuHCKu 1nentp Komymbum paspaboTtan mporpam-
My Bravemind, kotopast momoraet BerepanaMm, crpagatomnum ot [ITCP. C mo-
MolIbl0 VR-cUMyIISIMu BeTepaHbl MOTYT MPAKTUKOBATh PAa3jINYHbIC CIIEHAPUH,
CBSI3aHHBIC C WX CIIy’)KOOH, Takve KaK MaTpyJIHpOBaHUE, TPOBEICHUE PACCIIEIO-
BaHWI M ydacTue B OOEBBIX JEHCTBUAX. DTO MOMOTAET UM CHHU3UTH CBOIO PEaK-
OUI0 Ha CTpeCC M YIYUYIIUTh CBOE ICHUXOJIOTMYECKOE  COCTOSHHUE.
JlononHeHHast peajJbHOCTh, B CBOIO OYEPEIb, TO3BOJISIET JOOABISATH B PEATBbHBIN
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MUp HUPPOBBIE OOBEKTHI, YIYUIIAIOIMIUE BOCIPHUSTHE OKPYXKAIOIIEH Cpebl.
Hampumep, ucnosb3oBaHue AOMOTHEHHOW pEAaJbHOCTH B MEIUIIMHE MOXKET
YIPOCTUTH MPOIIECC JICUEHUS U TUArHOCTUKH, MTO3BOJISIS BpayaM MpoCcMaTpUBaTh
BHYTPEHHHE OpraHbl MallMeHTa B PEKUME PEaTbHOTO BPEMEHH, U JaKe MPOBO-
JUTH OTIepallii C UCIIOJIb30BAaHUEM JIOTIOJTHEHHOU peanbHOCTH.[13]

Heo6xoaumMo 0TMETUTh, 4YTO BMECTE C BOBMOXKHOCTSIMU, CYIIIECTBYIOT U
OrpaHUYeHMs] UX NMpUMeHeHHs. Vcrnoab30BaHne BUPTYaJTbHON peaqbHOCTH MO-
KET MPUBECTH K SMOLMOHAIBHBIM M TICUXOJIOTHYECKUM MpobieMaM y MoJIb30Ba-
Tenel, 0COOCHHO y JeTeH.

OmHuM W3 TPUMEPOB, KOTJA HMCIOJIb30BAaHWE BHUPTYAIbHOW PpEaIbHOCTH
MOJKET MPUBECTU K MICUXOJOTUYECKUM IMpobiieMaM y JeTeH, SIBISICTCS UCCIIe0-
BaHue, onyOnukoBanHoe B KypHaie "Cyberpsychology, Behavior, and Social
Networking". B uccienoBanuu ObIJI0 MOKa3aHO, YTO JETH, KOTOPHIE MPOBOJISAT
MHOTO BPEMEHH B BUPTYaJIbHOW PEAIbHOCTH, MOTYT UCIBITHIBATH MOBBIIICHHBIH
YPOBEHb TPEBOTHU M Jenpeccuu. boisio 00HapyKeHO, UYTO JETH, KOTOPbIE UTPaIH
B KOMIIBIOTEPHBIE UTPHI BUPTYAJIbHON pPEalIbHOCTH, 00Jiee CKIOHHBI K CHMIITO-
MaM TPEBOXHOCTH, Ye€M JIETH, UTPAIOlIie B OOBIYHBIC KOMIBIOTEPHBIC UTPHI.
OTO MOXET OBITh CBA3aHO C TEM, YTO B BUPTyaJIIbHOW PEAIbHOCTU MOTYT OBIThH
Co3/1aHbl 00JIee PEATMCTUYHBIE U YCTPAIIAIOIINE CIIEHBI U MEPCOHAXKH, KOTOPHIE
MOTYT BBI3bIBATh Yy JIeTel OoJiee CHIIbHBIC YMOIMOHAIIbHBIE peakiuu. [14]

3akioueHue

Kpome Toro, ucronp3oBaHue BUPTYyaJIbHOW W JOMNOJHEHHOW PEAIIbHOCTHU
BJICYET 3a COOOM HEKOTOpbIe dTUUYECKHe Mpobiembl. Hampumep, cozmanue uc-
KYCCTBEHHBIX MHUPOB MOKET MPUBECTH K 3aMEIICHUIO PEaIbHOM >KU3HH, YTO
MO>KET HETaTUBHO TMOBJHUATH HAa COIMAILHOE B3aMMOJICHCTBHUE U 37I0POBHE MOJTb-
30BaTeIIei.

OnHuM U3 MPUMEPOB HETAaTUBHOTO BIUSHUS BUPTYaJIbHOW peaTbHOCTH HA
COIMAJIBHOE B3aMMOJICHCTBHE U 3/I0POBHE TMOJIH30BATENCH SBISICTCS HCCIICIOBA-
Hue, nposenenHoe B 2019 rony B Yauepcutete [lypasio (Purdue University).
B xoze uccnenoBanus O6b1710 0OHAPYIKEHO, UTO y CTYJIEHTOB, KOTOPbIE TTPOBOTHU-
U OoJbIlle BPEMEHHM B BHPTYaJIbHOW pPEaTbHOCTH, ObUIO MEHBIIE dMMATHH U
MEXJIMYHOCTHBIX HABBIKOB, YEM y T€X CTYJCHTOB, KOTOPBIC TIPOBOMIA MEHBIIIE
BPEMEHU B BUPTYAJTLHOM MHUpE. ITO MOXET YKa3bIBaTh HAa TO, YTO MCIIOJIH30Ba-
HUE BUPTYaJIbHOW PEATbHOCTH MOKET MPUBOJIUTHh K YMEHBIIICHUIO CITOCOOHOCTH
moen K HYMOIMOHAIEHOMY BOCITPHUSITHIO " COIMAITh-
HOU alanTaiuu B peaJIbHOM MHDE.

B 3axmouenun xoTenock ObI CKa3aTh, UTO BUPTyaldbHAs M JOTMOJHEHHAS Peallb-
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HOCTB - 9TO TCXHOJIOTHUHU, KOTOPBIC UMCIOT OFpOMHBIﬁ IHoTCHIMAJI AJIA UCIIOJIB30-

BaHU:A B PA3JIMYHBIX O6J'IaCTSIX, BKJIrO4as O6p&30BaHI/Ie, MCIUIINHY, PA3BJICUCHHA

u apyrue cdepsl. OIHaKO, BMECTE C BO3MOXKHOCTSIMH, CYIIECTBYIOT U OTpaHU-

YCHUS, KOTOPBIC OOJIZKHBI OBITH YUYTCHBI IIPpHU HUCIIOJIb30BAHUHN 3THX TEXHOJIOTH.

Heo6xonumo mpoBoauTh Oosiee TTyOOKHE HCCIIEIOBAHMS, YTOOBI MOHATH 3(-

(deKThl BUPTYyaIbHOM U JTOMIOJHEHHON pealbHOCTH Ha IMOJb30BaTesel u ollie-

CTBO B II€JIOM, U pa3pab0TaTh COOTBETCTBYIOIINE MEPHI I PEIICHUS dTHICCKUX
1 O€30IMaCHOCTHBIX MTPOOJIEM.

10.
11.
12.
13.
14.
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VirtaMed ArthroS:https://www.virtamed.com/en/simulators/arthros

3D Organon VR Anatomy: https://www.3dorganon.com/

SimX VR Simulation Platform: https://simxar.com/

Irag/Afghanistan https://ict.usc.edu/projects/virtual-iraq-afghanistan/
Fearless - https://www.fearless.app/

Bravemind - https://www.bravemind.org/

"Cyberpsychology Behavior and Social Networking"
https://www.liebertpub.com/doi/10.1089/cyber.2013.0092

16


https://www.virtamed.com/en/simulators/arthros
https://www.3dorganon.com/
https://simxar.com/
https://ict.usc.edu/projects/virtual-iraq-afghanistan/
https://www.fearless.app/
https://www.bravemind.org/
https://www.liebertpub.com/doi/10.1089/cyber.2013.0092

15. Bailenson J. N., Blascovich J., Beall A. C., Loomis J. M. (2003). Interpersonal
distance in immersive virtual environments. Personality and Social Psycholo-
gy Bulletin, 29(7), 819-833.

3apaiiuenkoB CtanuciaaB MakcumoBud, ctyaeHT [ (punmana) JII'TY B r. Taran-
pore, Poccus, ropoa Taraupor, ynuna ®@pynze 112, 347904, tenedon: +7 (952) 602-
71-79, email: royultra77@gmail.com.

Zaraychenkov Stanislav Maksimovich, student of the PI (branch) of the DSTU in
Taganrog, Russia, Taganrog city, Frunze street 112, 347904, phone: +7 (952) 602-71-
79, email: royultra77@gmail.com.

YK 004.27:004.056.55
I'ymanckuii Cepreit Muxaiinosuy, Kosznosckas Mapusi AnekceeBHa,
KopoGetinukoBa Hatanus MuxaiiioBHa

K ITPOBJIEME JEKOI'EPEHTHOCTH ITPOLHECCA KOPPEKIIU
KBAHTOBBIX OIIIMBOK

Hacmosawas paboma noceswena npobieme 0exocepeHmHOCmu, KOmMopas Mo-
JHcem BO3HUKHYMb 8 pe3yibmame 63auMo0etcmeus K6AHMoBoU CUCTEMbL U OKPYHCA-
towetl cpeovl. TlooobHoe 83aumodeticmeue nPUBOOUM K 603HUKHOBEHUIO KEAHMOBHIX
OWUOOK, YUMO OKA3bl8aem GIUSHUE HA UCNPABHOE QYHKYUOHUPOBAHUE KEAHMOBOU CU-
cmembl. B 0annoii cmamve npednosiceno peutenue, 0CHOBAHHOE HA NPUMEHEHUU KOp-
pekmupyloueco mpexxKyoumogo2o haun-kooa, Komopoe cnocoOHo yCmpanums mako-
20 8U0A OUUOKU.
Keanmosas cpeda, oexocepenmnocmv, Keanmogvle OWUOKU, OUMOBbIL @haun
KOO.

Gushansky Sergey Mikhailovich, Kozlovskaya Maria Alekseevna,
Korobeynikova Natalia Mikhailovna

ON THE PROBLEM OF DECOHERENCE OF THE QUANTUM ERROR
CORRECTION PROCESS

This work is devoted to the problem of decoherence, which may arise because of
the interaction of a quantum system and the environment. Such an interaction leads to
the occurrence of quantum errors, which affects the correct functioning of the quan-
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tum system. This article proposes a solution based on the use of a corrective three-bit
flip code that can eliminate this type of error.
Quantum environment, decoherence, quantum errors, bit flip code.

BBenenue

[Tox neKorepeHTHOCThIO TOHUMAETCS T. H. «pa3pyIIeHUe» CYNepIo3UlIuH,
T. €. IePEX0J] OT KBAHTOBO-MEXaHUYECKON CUCTEeMBbI K Kiaccuueckoil [1]. B3au-
MOJICCTBHUSI KBAHTOBOW CHUCTEMBI C OKPY’KaIOIIeH cpefioil MPUBOAUT K BO3HHUK-
HOBEHUIO JICKOT€PEHTHOCTH, U BEPOSTHOCTH €€ MOSIBICHHS BO3PACTACT C yBEJIH-
YeHUEM pa3Mepa KBAaHTOBOW CHUCTEMbI, MOITOMY HEOOXOJIMMO H30JIUPOBATh
KBaHTOBYIO CHCTEMY OT BO3CHCTBUS OKpY>Karoliero Mmupa [2].

Nudopmarus, xpassinascs B KBAHTOBOU CUCTEME, KOPPEIUPYETC MEKITY
KyOuTamMu M OKpyxartomiei cpenoil. Ilpu BO3HMKHOBEHUU JEKOT€PEHTHOCTH
IpOBEJICHUE TPeoO0pa3oBaHUN KBAHTOBOM CHCTEMbl HE MPEACTABISIETCS BO3-
MOXXHBIM. bojiee Toro, BO3HUKAIOT OMUOKH, KOTOPBIE MPUBOIAT K MOTEPE Xpa-
HUMOM uHbopmanuu [3, 5].

Cnenaem mpeanoiaoKeHrue 0 TOM, 4YTO B Ipoliecce XpaHeHus: nHbopMaIuu
OIMUOKHA HE BO3HHUKAIOT, OJTHAKO KaXK/10€ YHUTAPHOE MPeoOpa3oBaHKe BKIIIOYAET
B ce0s1 OIIMOKY, UMEIONTYIO BU/I;

U =Uy(1+0(e). (1)

CymiecTByeT BbICOKasi BEpOSITHOCTh TOTO, UTO MOCJE CpadaThIBaHUS reiTa

1
— BO3HUKHET Cepbe3Has OIMOKa.
&

Kaaccuyeckasi TpexkyOuToBasi koppexkuusi ommudok. IIpencrasnser
co0O0l OJIMH U3 ONTHUMAJIbHBIX CIIOCOOOB MCIPABIEHUS KBAHTOBBIX OLIMOOK, 3a-
KJIFOYAIOIIMICS B UCIOJIB30BAHUM TPEX KyOMTOB BMECTO OJHOro. Takum oOpa-
30M, €CJIM OJJUH U3 TpeX KyOUTOB OYyJET COJAEpKaTh OLIMOKY, TO €ro BBINOJIHE-
HUE HE OKaXXET KPUTHYECKOTO BO3JCUCTBUS, OJHAKO, €CIIU JIBa UM TPU KyOuTa
OIIHUOOYHBI, TO KOHEUHBIN pe3ybTaT OyAEeT COAEPKATh OLINOKY.

[Ipeamnomnoxxum, 4TO BEPOSITHOCTh OAHOW ONMIMOKK paBHA €. BeposTHOCTH
JOCTHXKEHHUS TTPABUIIBHOTO TPEXKYOUTOBOTO pe3yjbTaTa OyJeT BbILIE, YEM JI0-
CTH)KEHHUE MPABWIIBHOTO OHOKYOUTHOTO pe3yJibTaTa, eCiu:

£<- 2)

OcHOBHasi OCOOEHHOCTh JTAHHOTO KOPPEKTUPYIOIIEr0 KOJa COCTOUT B
TOM, YTO KaXk/Jasl OTAesibHas KyOMTOBas OIIMOKAa MMEET OJUHAKOBYIO BEpOSIT-
HOCTh. OHAKO MOTYT BO3HUKHYTh OIIMOKH, KOTOpbIE BKJIIOYAIOT B ceOsl He-
CKOJIbKO KyOUTOB OJHOBpeMEeHHO. TeM He MeHee HCHOJb30BaHHE TaKOro KOp-
PEKTUPYIOUIETO KOJla MPUHOCUT YJIy4IlIeHUsI B pa00Ty KBAaHTOBOM CUCTEMBI [4].
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Ipennoxkenust M0 MCIPABJIECHHI0 KBAHTOBBLIX omuO0K. HeoOxoamumo
UCIOJb30BaTh KBaHTOBOE cocrostaue |P) = a|000) +bh|111). Eciu mpousso-
JIMTh U3MEPEHHs OJHOr0 KyOMTa, TO B Pe3yJbTare Oy[eT MOIy4eH, JU00 TedT
|000), mu6o reiit [111). DT0 03HAUAET, YTO HET BO3MOXKHOCTH U3MEPHUTH OMH
KyOUT, HE YHUYTOKHUB HHPOPMALIUIO B IBYX APYTHUX.

@
[§) = al0) +b][1)

[y') = |0) |y} = a]00) +b|11)

=y

Puc. 1. Keanmosas cxema cocmosinus |Y)

CrnemyeT OTMETUTD, YTO, KaK M B KJIACCUYECKUX KOMIIBIOTEpaX, BOZHUKA-
10T OITMOKKM OUTOBOTO (hiIuma:
|0) - [1),
|1) — |0).
(3)
Kpome Toro, Bo3HUKarOT pa3oBbIC OITUOKH:
|0) - [0),
|1) - —|1).
4)
da3oBbIc ONTMOKH MPHUBOAAT K CEPbE3HBIM HETAaTUBHBIM IOCIIEICTBHUSM,

1
TaK Kak COCTOSHHE —= (]0) + |1)) mpeobpasyercs B OPTOrOHAIBLHOE COCTOSIHHE

1
\/_E(l()) — |1)). Kiaccudeckoe koaupoBaHHEe ONIMOOK HE MPEAOCTABIIICT HHUKA-
KUX KOPPEKTUPYIOMIMX CXEM JJisi perieHus nomaoOHoil mpobiemsbl. [losTomy
CIIEIyEeT PaCCMOTPETh KyOUTHYIO KOPPEKIIUIO ONTUOOK TP OUTOBOM (hIIHIIE.

KyOutHasi koppekuus ommn0ok npu 6uroBom ¢uune. [Ipu Hanmuum
TpPeX COCTOSHUM KyOUTOB ((q1, G2, q3 ) HEOOXOAUMO ONPEIETUTh B KAKOM MECTO
BO3HHKJIA ONTUOKA U UCTIPABUTH €€. Tak Kak HeT BO3MOKHOCTH BBITIOJIHUTH TPO-
CTO€ M3MEpPEHUEe OJHOr0 KyOwTa (3TO MpHUBEIO Obl K YHUUTOXKECHHIO WH(DOpMa-
M), HEOOXOUMO M3MEpPUTh JBa KyOuTa OJHOBPEMEHHO, HANPUMEpP, (iU (.
Takum obpasom umeeM: |q,) = |q; Bq,).

Heo0xoaumo BBINOTHUTE U3MEPEHHE KyOuToB (g4, q, ) U (q4, q3 ). U3 no-
Jy4YEHHBIX PE3yJIbTaTOB CTAHET BO3MOXKHBIM OMNPEICIUTh B KAKOM MECTE IMpO-
u3onuia omuoOka. Haumnaem c¢ [P) = a|000) +b|111). [anee ciaemyer pac-
CMOTPETh OJHO W3 YETBIPEX COCTOSHUN — COCTOSIHME 0€3 OIMOKU WM TPH CO-
CTOSIHUSA, B KOTOPBIX MPUCYTCTBYET OJJHA KyOUT-OIIHOKA:
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a|000) +b|111),a|100) +b|011), +a|010) +b|101), +a|001) +b|110), (5)
rae [q2) = g1 Dqz).
a|000) +b|101),a|110) +b|011), +a|010) +b|111), +a|001) +b|100). (6)
Jlanee cienyeT BBIOJIHUTH H3MEPEHHE KyOuTa q,. [locie atoro, Ha 3a-
KJIIOYHTEIBHOM 3Tare MPUHUMAEM COCTOsIHKE |q3) = |q, D qs).
a|000) +b|100),a|111) +b|011),+a|010) +b|110), +a|001) +b|101).
Bremonaum npeodpa3zoBaHue: (7)
(al0) + b[1))[00), (al1) + b|0))[11),a|0) + b[1))[10),al0) + b|1))[01). (B)
N3 (8) BUIHO — KyOUT g1 HE COJIEPIKUT OIIUOKY.
Jlasiee HEOOXOUMO OCYIIECTBUTH ITOBTOP TaKOH oIepamuu i KyOuTOB

q; 1 qs.

I be3
al0) + b[1) Omubxa ; ¢ OIIHOKH
l0) l —> O M—O)] —
|0) ¢ @& M J%;Ifg

a|000) + b|111)

(0,0)
m= (1’0}
(0.1)
(L1)
IloaroroBka IIponecc xoppexknnn
TPEeXKYOHMTHOTO COCTOSTHHS ONIHOKH

Puc. 2. Ksanmosas cxema mpexxyoumuoi Koppexyuu oumudoK npu 603HUKHOGe-
HUU bumoego2o ¢auna

N300pakénHas Ha puc. 2 KBAHTOBAs CXeMa TPEXKYOUTHON KOPPEKIIUU OIIIH-
OOK Mpu BO3HUKHOBEHUH OUTOBOTO (PIIMIIA OCYIIECTBIISIET KOPPEKIIUIO KBAHTO-
BBIX OIMUOOK, a TAKXKE YCTPaHseT (ha30BbIE OITHOKH.
3akiiouenue. B crathe Obl1a paccMoTpeHa npodiieMa 1eKOTepeHTHOCTH,
KOTOpasi MPUBOAUT K BOSHUKHOBEHHIO KBAHTOBBIX OIMMMOOK B KBAHTOBOW CHUCTE-
Me, YTO SIBJISIETCS TIOMEXOW ISl KOPPEKTHOTO (YyHKIIMOHUPOBAHMS TaKOW CH-
cTeMBbI. J{71s1 KOPPEKIIMK KBAHTOBBIX OITHOOK MPEIJIOKEeHA TPEXKyOUTOBasI KBaH-
TOBas CXe€Ma, COCTOSIINAs U3 IBYX OCHOBHBIX YacTel, Kak MOKa3aHo Ha pucC.2: Ha
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NIEPBOM 3Tarle MPOUCXOAUT MOATOTOBKA TPEXKYOUTHOT'O COCTOSIHMSI, & TAK¥KE BbI-
ABIIIETCSL OIIMOKA, KOTOpasik KOPPEKTUPYETCS Ha BTOPOM dTarne. 3a cuéT mpesyia-
raeMoro penieHus MosBIsSETCS BOZMOKHOCTh YCTPAHUTh MIPOOJIEMY, CBSI3aHHYIO C
JIEKOT€PEHTHOCTBIO.
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HCIIOJIb30BAHME CAIIP DJIEKTPOHHBIX YCTPOMCTB
DELTA DESIGN B IOAI'OTOBKE PAIMONH XEHEPOB

Obcyacoaemes onvim ucnoavzosanusi omedecmeennou CAIIP snekmponHblx
yempoticms Delta Design 6 pamkax uzyuenus oucyuniutvl « OCHO8bI KOHCMPYUPOBaA-
HUSL U MEXHONI02UU NPOEKMUPOBAHUSL PAOUOIIEKMPOHHBIX CPEOCMB), 8X00sueli 8 Co-
cmas 005A3amenvbHol 4acmu OCHOBHOU NPOhecCUOHATbHOU 00pa308amenbHOU Npo-
epammul Hanpasnenus nooeomosxku oaxanaspuama 11.03.01 Paduomexnuxa, npoghuo
«Paouomexnuueckue cpedcmea céasu, 1okayuu u 3auumsel ungopmayuuy. Ommeuenvl
ocobennocmu 6sedenus oannou CAIIP 6 yueOuwlii npoyecc KaxK umMnopmozameuaro-
we2o0 NPOSPAMMHO20 0becneyetUs.

CAIIP, unoicenepnoe obpazosanue, umMnopmosameujeHue.
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Aleksandr Viktorovich Maksimov, Sergey Andreevich Panychev,
Andrey Ivanovich Panychev, Dmitriy Aleksandrovich Maksimov

USAGE OF CAD ELECTRONIC DEVICES DELTA DESIGN
IN THE RADIO ENGINEERS TRAINING

The experience of using the domestic CAD of electronic devices Delta Design as
part of the study of the discipline "Fundamentals of design and technology of design of
electronic means" is discussed, which is part of the mandatory part of the main profes-
sional educational program of the bachelor's degree 11.03.01 Radio Engineering, pro-
file "Radio communications, location and information protection™. The features of this
CAD introduction into the educational process as an import substituting software are
noted.

CAD, engineering education, import substitution.

Bsenenne

B cooTBercTBUU ¢ AecTBYIONMM (eepabHbBIM TOCYAapCTBEHHBIM 00pa-
30BaTENIbHBIM CTAHJAPTOM BBICIIEr0 00pa3oBaHUsl — OakajlaBpuaTa Mo Harpas-
nenuto noaroroBku 11.03.01 Pagnorexnuka u pazpadborannoii B IOxuom dene-
panbHOM yHHBepcutere (FODY) ocHoBHOM mpodeccroHansHOi 00pa3oBaTelb-
HOM MpOrpamMMoOil 3TOTO HAmpaBlIeHUs MOATOTOBKH, npoduib «PaguoTexnuue-
CKHE€ CPEJICTBA CBSI3U, JIOKALUU U 3alTUTHI HHGOPMALIHI, YUeOHas JUCITUTUTHHA
«OCHOBBI KOHCTPYHUPOBAHUSI U TEXHOJIOTUU MPOEKTHUPOBAHUS PAAUOIIICKTPOH-
HBIX CPEJICTB» OTHOCUTCS K 00s3aTeIbHON YacTH 00pa30BaTEIbLHOM MPOTPaMMBI.

OnHOM M3 OCHOBHBIX 33724 JUCLUUILIUHBI SIBISIETCS OCBOEHUE KOHCTPYK-
TOPCKOTO MPOEKTUPOBAHMS IMeUYaTHBIX Tuiat (aHri. printed circuit board, PCB)
pannoanekTpoHHbIX cpenctB (POC), pasmenieHus KOMIIOHEHTOB U Pa3BOJKHU
MEYaTHOM IUIaThl B CPENI€ CUCTEMbl aBTOMATH3UPOBAHHOTO MPOEKTHUPOBAHUS
(CAIIP, anrn. computer-aided design, CAD) 351eKTpOHHBIX yCTPOKNCTB.

Eue HenaBHO ykazaHHas 3ajaya penianach ¢ HCIOJb30BAHUEM UMIIOPTHBIX
CAIIP, noctynueix no jnuneH3usm IO®PY. OnHako B CBSI3U C OT3bIBOM JIMIICH-
31 BO3HHUKJIA HEOOXOIUMOCTh B KpaT4yaiIire CPOKH BHEJIPUTH B YUEOHBINH TPO-
necc oreuecTBeHHYI0 CAIIP 31eKTpOHHBIX YCTPOMCTB.

00630p CAIIP 3/1eKTPOHHBIX YCTPOICTB

JlocTaToOyHO TMOJIHBIM HAOOp MOCTynmHBIX B Hactosiiee Bpemsi CAIIP mnsa
Pa3BOJIKM TIEYATHBIX IUIAT C YKa3aHUEM HX OCHOBHBIX MMOTPEOUTEITHCKHIX
CBOMCTB mpuBeneH B [1] u npencrasieH B Taba. 1. PaspaboTunky mpukiiagHoro
IPOrpaMMHOT0 00ecrevyeHns MpeiaraloT caMblii pa3HOOOPa3HBINA CIIEKTp pas-
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pabOTKM MEYaTHBIX IJIAT: OT MPOPECCUOHAIBHBIX CUCTEM aBTOMATU3UPOBAHHO-
ro0 IPOEKTUPOBAHHUS, TPEAOCTABISAIOMIMNX IUPOYANIINE BO3MOXKHOCTHU MO CO3/a-
HUIO 3JIEKTPOHHBIX YCTPOUCTB, 10 mpocTermux onnaid CAIIP.

Taomuma 1

OcnoBublie CATIIP 1151 pa3BOJIKU MEYATHBIX IJIAT

HazBaunue

Kpartkoe onucanue

P-CAD

JlerennapHasi cUCTEMa aBTOMaTHU3UPOBAHHOTO IPOEKTUPOBAHUS T1E-
YaTHBIX 11T PaJAMOIEKTPOHHBIX U BBIUNCIUTEIBHBIX YCTpOHCTB. I1o-

ciennsis opurmansHas Bepcus P-CAD 2006 SP2 Beimia B 2006 roay

Altium Designer

[IpodeccronanpHast cucTeMa aBTOMaTU3HPOBAHHOTO MTPOSKTUPOBAHUS
MeYaTHBIX IUIaT OT pa3paboTuukoB nerenaapuoro P-CAD, npengocTas-

Jromas HIHpO‘laﬁHIHG BO3MOXHOCTH 110 CO3JaHHIO 3JICKTPOHHBIX

YCTPOMCTB

TARGET 3001! Momnas CAD-niporpaMma Jitst pa3paOOTKU CXEM M MeYaTHBIX IJIaT.
EcTb 1eMoBepcus ¢ orpaHUYEHUsIMU

VUTRAX Momurnas CAD-nporpaMma Jutst pa3paOOTKU CXEM H MeYaTHBIX IJIaT

CADintPCB Moutnbiiit CAD-UHCTpYMEHT Julsl pa3pabO0TKH MEeYaTHbIX IJIaT

NI Ultiboard [MomynsipHBII pOrpaMMHBIN KOMIUIEKC JUIs pa3pabOTKH U OArOTOBKU
K ITPOU3BOJICTBY MEYATHBIX ILJIAT

Delta Design CoBpeMeHHas 0TEUECTBEHHAs CUCTEMA aBTOMAaTU3UPOBAHHOTO
MIPOEKTUPOBAHUS NEUATHBIX IUIAT, peau3yIolias CKBO3HOU IIUKII ITPO-
EKTUPOBaHMS

Mentor Graphics | [IpodeccruoHanbHbIil HHCTPYMEHT IPOSKTUPOBAHUS MEYATHBIX IUIAT,

PADS BKJIIOYAIOIIUI BCce HEOOX0IMMOE JJIsl CO3JJaHMsI CXEMBI, pa3MeIIeHUs

KOMITOHCHTOB, TPACCUPOBKU, MOACITIUPOBAHUS, IIPOBCPKHU IJICKTpOMaAr-
HUTHOH COBMCCTUMOCTHU, HCIIOCTHOCTHU CUTHAJIOB, HABOAOK N OKOHYa-
TEIbHOM IMMOATOTOBKH K IIPOU3BOJACTBY. Ectb OecruiatHas 30-,Z[HGBH3.$I

O3HAKOMMUTCJIbHAA BEPCUA

PCB-Investigator

HpOTpaMMHOC obecrnieucHue AJI1 aHaJIn34a, pCIaKTUPOBaHUA, CPABHC-
HHA, BU3yalIM3allui U IOATOTOBKU K ITPONU3BOACTBY NNCUATHLIX IIJIAT

PCB. Ectb o3nakomutenbHas 30-tu nHeBHas Trial-Bepcus

EDWinXP

[IporpamMmMHOe obecrieueHue Al IPOSKTUPOBAHUS AIEKTPOHHBIX
YCTPOMCTB, BKIIFOUYAIOIIEE BCE OCHOBHBIE ITAIBI MOJEIIUPOBAHHUS U
pa3paboTku nevatHbix wiat. B cocraB PCB Layout Editor BxonsT aB-
torpaccupoBimku Arizona, SPECCTRA u MaxRoute. Ects 6ecrnat-

Has 14-n1HeBHasi O3HAKOMUTEJIbHAsI BEpCUs

CAM350

Habop MHCTPYMEHTOB /Jisi aBTOMATU3HUPOBAHHON MOJITOTOBKY MEYaT-
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HBIX IJIAT K IPOU3BOACTBY. Ectp ACMOBCpCHUA

TopoR

BpICOKOTTPON3BOIUTENBHBIN aBTOMATHYECKUM TPACCUPOBIIUK U PEIAK-

TOp TOMOJIOTH MeyaTHbIX miat. Poccuiickas pa3paboTka

BoardMaker3

WuTerpupoBanHasi cpejia Juist pa3padO0TKU MEeYaTHbIX IUIAT

Layol PCB

IIporpaMMHO€E CpeCTBO, IPEAHA3HAYEHHOE AJIs aBTOMATUYECKON
TPACCHPOBKM I€YaTHBIX IUIAaT. B nemMoBepcun Helb3s COXpaHUTD pe-

3yJbTaThl pabOTHI

DesignSpark PCB

Moruinas u ynoOHast cucteMa MpoeKTUPOBaHUS I PO eCcCHOHAIb-
HOT'O CO3JIaHUS CXEM U MEUYaTHBIX IUIAT C (PyHKIMENH aBTOTPACCUPOBKH.

[ToxnepxkuBaeTcst IKCHOPT B Spice-cumyisaTopbl. becrmataast

PCB Elegance

HpOFpaMMHHﬁ KOMILJICKC AJIsA pa3pa60TKH IICYaTHHBIX IJIAT KaK aHaJIo-

TOBOM, TaK M IU(POBOU ANEKTPOHUKHU

Kicad

CAIIP ckBO3HOTO IPOEKTUPOBAHMS, IO3BOJIAIONIAS CO3/1aBaTh IIPO-
(beccruoHaIbHBIC AIEKTPUUYECKUE CXEMBI U pa3padaThIBaTh I HUX T1e-
yaTHble 11aThl. CylecTBYeT BO3MOKHOCTh UCIIOJIb30BAaTh BHELLIHUE
TpaccupOBILUMKH, Hantpumep, FreeRouter u TopoR, ects kanbKyasaTop
MEYaTHBIX IJIAT ¥ ONLHKS ABTOMAaTUYECKOTO U PyYHOTO Pa3MEIICHUs

KOMIIOHEHTOB. becmniarHas

DipTrace

Cucrtema aBTOMaTU3MPOBAHHOTO CKBO3HOTO ITPOEKTUPOBAHMS JJIEK-
TPUUYECKUX CXEM M Pa3BOJKHU MeyaTHbIX IuaT. COCTOUT U3 MOJyJIeH:
Schematic u PCB Layout (a5 pa3paOoTKH I1J1aT € TOMOIIbIO PYYHOMH
WM aBTOMAaTHUYeCKON TpaccupoBkH). EcTk OecruiaTtHas Bepcust ¢ orpa-

HHUYCHUAMHU

Eagle

[Tonynsapuoe 1O st uepueHus IEKTPUUIECKUX CXEM U MOCIENYOLIEH
aBTOTPACCUPOBKH MevaTHBIX 1maaT. EcTe OecruiatHas BepcHs ¢ orpaHu-

YCHUSAMU

FreePCB

IIporpaMMHBII MAaKET ¢ OTKPHITHIM UCXOAHBIM KOJIOM, CIIELUAIU3UPY-
IoLIHiics Ha MPO(hecCHOHATBHON pa3paboTKe U MPOSKTUPOBAHUY TI€-

YaTHBIX I1aT. becniaTHas

Sprint-Layout

ITpoctoii u 3¢ deKTUBHBIN MPOrpaMMHBIN MAKeT AJIs MPOSKTUPOBAHUS
Y Pa3BOJIKM IIE€YATHBIX IIJIAT MAJION U CPeHEN ciokHOCTU. [lonyisapen

cpemu paguontoduTeneil. becrmatHas

ZofzPCB 3D Manenbkoe 1o pa3Mepy, HO y100HO€ B UCTIOJIb30BaHUH NPUIIOKEHHE,

Gerber Viewer co3nanHoe s uTeHus ¢ainoB popmaroB Gerber u Excellon u 0T006-
pakeHHs eyaTHbIX miaT B 3D

ExpressPCB [Ipocras B u3ydeHuu u yao0Hast B paboTe CHCTEMa PYyYHOTO MPOEKTH-

POBaHUA NCYATHBIX I1JIAT. OCHOBHBIE JOCTOMHCTBA. JICTKOCTH OCBOC-
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HUs, OBICTPOTA CO3aHUS COOCTBEHHOMN 0a3bl paioieTaneii U MUKPO-

CXeM, KOPPEKTHOCTh paboThl porpaMMel. becrmaTHast

PCB123 [IporpammHoe obecnieueHue, MO3BOJISIONIEE PUCOBATH CXEMBI, TPOEK-
THUPOBATh U PAa3BOAUTH MEYATHBIC TUIAaThl. ECTh GYHKIMS TOCTPOCHHS
00bpeMHOr0 3D-n300paskeHus miaThl Oy IyIero ycTpoucTBa, BO3MO-
xeH umnopt DXF ¢aiinos. becimarnas

ZenitPCB [Ipocras CAD-cuctema, npeHa3HaueHHasi 711 CO3/IaHUs IPUHLUITU-
JIBHBIX CXEM U IPOCKTHPOBAHUS MEYaTHBIX I1aT. becriaTHas

SoloPCB Design | HeGompIas nporpaMma Jijisi pa3paOOTKH MEYaTHBIX IUIAT

Pad2Pad Hebomnb1oe u yao6HOE IporpaMMHOe 00ecIiedeHue JIJIsl KOHCTPYHUPO-
BaHUS MEYATHBIX TUIAT PA3IMYHON CTENeHH CI0XKHOCTH. EcTh Oec-
TUTaTHAs] BEPCHsSI C OTPaHUYCHUSIMH

PCB Artist [IporpamMMHBIH akeT JUIsl YepUEHUs JIEKTPOHHBIX CXEM U MOATNOTOBKU
K ITPOM3BOJICTBY NeYaTHbIX Iu1aT. becriarHas

CADSTAR Bapuant nporpammuoro o6ecnieuenus CADSTAR — mMomHoro kom-

Express IJIEKCa aBTOMaTU3UPOBAHHOTO MIPOEKTUPOBAHMSI OT KoMIaHuu Zuken.
becmuiatHas

PCBWeb OmnnaiiH cuctemMa aBTOMaTU3MPOBAHHOTO TPOSKTUPOBAHUS AJIS1 HAUep-
TaHMSI CXEM U CO3/[aHMs NIeUaTHBIX IUIAT 3JEKTPOHHBIX YCTPOMCTB.
becmuiatHas

CometCAD IIpocreiimas cucreMa aBTOMaTU3MPOBAHHOTO MTPOSKTUPOBAHUS JJIst
PHUCOBaHMS MPUHLMIHAIBHBIX CXEM U pa3BOJIKM MeYaTHBIX IU1atT. EcTh
OecruiaTHasi BEpCHsl C OTpaHUYEHUSIMU

GerberLogix IIpoctoe npunoxxeHue i mpocMoTpa (aiinos B popmare Gerber.

becruiatHas

IHocranoBka 3agaum u Bo10op CAIIP
B cBsi3u ¢ Bo3HMKIIIEH HEOOXOIUMOCTBIO OTIEPATUBHON 3aMEHBI HCIOJIb3Y-

emoil B 1abopatopHoMm mnpaktukyme CAIIP 3ieKTpOHHBIX YCTPOWCTB ObLT MpO-

BCIACH HpC)IBapI/ITCHBHBII\/'I aHalIn3 UMIIOPTO3aMCIIAOINX CUCTEM ITPOCKTHPOBA-

HHUA C TOYKH 3PCHUA HUX ®YHKHHOH3HBHBIX BO3MOKHOCTEH U HarjIsiAiHOCTHU HUH-

Tepdeiica.

[Ipaktuuecku Bce mpombinuieHHble CAIIP umeroT nHPpOpMaTUBHBINA U J10-
TMYHO CTPYKTYpUpPOBaHHbIM uHTEepdelic padoueil 00sacTd U MO3BOJSIOT
HapaBHE C YCBOCHUEM OCHOBHBIX HABBIKOB IIPOEKTUPOBAHUS Pa3BUBATh TBOPYE-
CKUI NOJXOJ K pa3pabdOTKe MeYaTHbIX IJIaT PaAHOIEKTPOHHBIX YCTPOMCTB.
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B pesynbrare npoBeAeHHOTO aHAIKM3a JUIsl UCIIOJIb30BAaHUSI B YU€OHOM TIpo-
1ecce BblOpaHa cucTeMa aBTOMaTU3MPOBAHHOTO MpoekThpoBanus Delta Design
[2]. Ha nam B3risin, nanHas CAIIP sBnsieTcst yHUBEpCAIbHBIM MHCTPYMEHTOM
pa3pabOTKU AJIEKTPOHHBIX YCTPOMCTB, OOBEAMHSIONIMM pa3JIMYHBbIE CPEJICTBA
ABTOMATU3UPOBAHHOTO IMPOEKTUPOBAHUS, XAPAKTEPU3ZYETCS ONTUMAIIBHBIM CO-
YeTaHUEM MHTYUTUBHO MOHATHOTO MHTEp(deiica, rpaMOTHON CTPYKTYpOH MEHIO,
pa3BUTON OMOJMOTEKON PAIMOAIEKTPOHHBIX KOMIIOHEHTOB, 3((EKTUBHBIMU
cpelncTBamMu U(PPOBOrO M aHAIOTOBOI'O MOJICTUPOBAHMSI, BO3MOKHOCTBIO aBTO-
MaTHYE€CKON U MHTEPAKTUBHON TPACCUPOBKH IEUYATHBIX IJIAT, APYTUMH TE€XHU-
YECKUMU CPEACTBAMM.

Ananu3 BHeapeHus Delta Design B yueOHbIil nponecc

Ha puc. 1 ykazana ctpykrypa CAIIP snextponnsix yctpoictB Delta De-
sign. bnarogaps nannoi crpykrype [10O obecrnieunBaeTcst OCBOCHHE CTYIEHTaMU
0a30BbIX 3HAHUH, HABBIKOB U YMEHHUN, HEOOXOAUMBIX JJIS BBITIOJTHEHUS MOJTHOTO
IIMKJIa aBTOMATU3UPOBAHHOMN pa3pabOTKU IJIEKTPOHHBIX YCTPOUCTB.

Onucanme KoMmnoHenTon Menegxep 6ubnuorex

. ~ % Bepenue Gaswi
] [«] |@] |2) = uiBerty PAAMOINEKTPOHHBIX KOMNOHEHTOB
: L3
Uudposoe mogenmposanme Pepaxrop cxem Pepaxrop nnar

= simt '8 ) Flexys W

. -
I - Wnrepakruenan AsTomaruueckan

t TPACCMPOBKA TPpaccupoBKa
ANanorosoe MoaeNMpoBanne Pepaxrop npasmn E RightPC8 s TopoR
< —

[@ simone <) ORM

PN
K,> KOMNNeKT AOKYMENTAUMK Ha YCTPOUCTBO

Puc. 1. Cmpyxmypa CAIIP snexmponnwvix yempoticme Delta Design

[Tpumenenne CAIIP Delta Design B mabopaTopHOM MpaKkTUKYME JUCIIH-
IMHB «OCHOBBI KOHCTPYMPOBAHUS M TEXHOJOTHU TMPOCKTUPOBAHHS PaJHO-
ANIEKTPOHHBIX CPEJCTB» 00ECIeYMBAET OCBOCHHUE CIIEMYIONIUX OCHOBHBIX OIle-
panuii pa3pabOTKH IeYaTHOM IUIaThl (3TH BO3MOXXKHOCTH HCIOJIb30BaHusA Delta
Design B yueOHOM TIpoliecce 0TMeqaroTcst Takxke B [3]):

- popMupoBanue 0a3pl TaHHBIX PAJAHOIICKTPOHHBIX KOMIIOHEHTOB M TOJ-
JIep’)KaHNE €€ B aKTyaJTbHOM COCTOSTHUU;

- pa3paboTKa CXeM dJIEKTPUUECKUX TPUHIIUITHATHHBIX;
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- POBEJICHUE MOJICIIMPOBAHUS aHAJIOTOBBIX U IU(PPOBBIX CXEM; aHATU3 Pe-
3yJIbTaTOB MOJIEJINPOBAHUS;

- pa3paboTKa KOHCTPYKIIUU NIEYATHBIX TJIAT;

- pacnoJioKEHNE KOMIOHEHTOB U MPOBEJICHUE MOJyaBTOMAaTUYECKOW U aAB-
TOMAaTUYECKON TPACCUPOBKHU IEYATHBIX IJIaT;

- BBIIYCK KOHCTPYKTOPCKOM JTOKYMEHTallMu (B COOTBETCTBHM CO CTaHAAp-
TaMH);

- BBIIIYCK MPOU3BOJICTBEHHON JOKYMEHTAIIMU, B TOM YHCJIE JJI1 aBTOMaTH-
3UPOBAHHBIX MPOU3BOACTBEHHBIX JTUHUN;

- MOJITOTOBKA JAHHBIX ISl COCTABIICHUS MEPEUHS 3aKyIaeMbIX H3JCIUN U
MaTepHaIoB, HEOOXOAUMBIX JJI PeaTu3alliy MPOCKTa;

- UCIIOJIb30BAHUE MHHOBALlMOHHOW MOJIEJIM KOMIIOHEHTOB; IPOCTOE CO3/1a-
HUe 0a3bl IAaHHBIX JIEKTPOPATUONIICITHM.

Hapsiny ¢ monoxutensupiM MHeHHEM 0 CAIIP Delta Design cienyet ot-
MEHUTh HEKOTOPBIE METOAUYECKHUE CIIOKHOCTHU, BO3HUKIIHUE IIPU BBINOJIHEHUU
71a60pPaTOPHOTO MPAKTUKYMa B CETEBOW BEPCUU MTPOTPAMMBI:

- HEJIOCTaTOYHAasl TMOKOCTh HACTPOMKH TMPaB JOCTYIA JUIsl pa3IMYHbIX KaTe-
ropuii nojp3oBaTtenel (mpenoaaBaTesb, CTyACHT, HHXXEHED);

- B CBSI3M OOIIUM JOCTYIIOM K OMOJIMOTEKE KOMIIOHEHTOB €CTh BEPOSITHOCTh
€€ HECAaHKLIMOHUPOBAHHOW KOPPEKTUPOBKU CTYJIEHTAMH, YTO HEBO3MOXKHO OIle-
PaTUBHO OTCIEAUTHh AJIMUHUCTPATOPY CUCTEMBI BBHIY OTCYTCTBUS MHAMKATOPA
U3MECHCHUN;

- ISl UCKJIFOUYEHMsI HECAaHKIIMOHWPOBAHHOTO JOCTyNa K mankaM u Qaitnam
WX BIIAJCIbIIbl IOJDKHBI HACTpauBaTh MpaBa JOCTYIIA, YTO HEYJI00HO B yUeOHOM
nporecce.

BoiBOABI

OmnbIT KCMNONB30BaHUA B MOATOTOBKE PaJUOMHKEHEPOB OTEYECTBEHHOMU
ummnoprosamenrarorieit CAIIP snextponnsix yctporictB Delta Design moarsep-
it 3GGEeKTUBHOCTH JAHHOW MPOMBINIJICHHOW CUCTEMBI aBTOMATH3WPOBAHHOTO
MIPOEKTUPOBaHMS B yueOHOM mporiecce. OqHaKo 0OHAPYKEHBI HEKOTOPHIE METO-
JTUYECKUE CJIOKHOCTH, 3aKJIIOYAIONIUecs, B OCHOBHOM, B HEOOXOJIUMOCTH
HAaCTPOWKH MPaB JOCTYIAa Pa3HbIX KaTETOPU MOJIb30BATENCH, UX TAINOK U ¢aii-
JIOB.
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Cexiusa — UHPOKOMMYHUKAIUOHHBIEC TEXHOJIOTUH

YK 621.396
ArapkoBa Exareprna BnaagumupoBHa

MOBBIIIEHUE DO®PEKTUBHOCTU OBPA30OBATEJIBLHOI'O
IMPOILIECCA C IOMOILBIO HEMPOHHBIX CETEN

B cmamve pazobpanvl npeumyuecmea ucnonb308aHusi HeUpPOHHbIX cemel 6 00-
pazosanuu. Llenvio cmamvu paccmompems B03MONCHOCMU NPUMEHEHUsS. HEeUPOHHBIX
cemetl 01 NOGbIUIEHUSL I hekmusHocmu 0opazo8amesbHo20 npoyecca. 3aoadeli uc-
C1e006aHUs ABNAEMCS OYeHKA NePCNeKMUSHOCMU UCNOIb3068AHUS HEUPOHHBIX cemell
0JIs1 nepcoHanuzayuu 00pa3o6aHus U onMuUMU3ayuU pabomsl nedazo208. B xode ana-
JU3A UCNONb308AHUSL HEUPOHHBIX cemell 6 cmambve Obliu 8bl0eNieHbl OCHOGHble Nep-
CNeKmMuBbl HeOPEeHUsI MAUWUHHO20 00YYeHUs 8 00PA308amMenbHYI0 cepy.

Hetiponnvie cemu, mawunnoe obyuenue, oOpazosamue, NepcoHAIUUPOBAHHOE
00yueHue, ONMUMU3AYUS NPOYECCO8.

Agarkova Ekaterina Vladimirovna

IMPROVING THE EFFICIENCY OF THE EDUCATIONAL PROCESS
WITH THE HELP OF NEURAL NETWORKS

The article examines the advantages of using neural networks in education. The
purpose of the article is to consider the possibilities of using neural networks to im-
prove the efficiency of the educational process. The objective of the study is to assess
the prospects of using neural networks to personalize education and optimize the work
of teachers. During the analysis of the use of neural networks, the article highlighted
the main prospects for the introduction of machine learning in the educational sphere.

Neural networks, machine learning, education, personalized learning, process
optimization.

BBenenue

CoBpemMeHHOE OO0IIECTBO CTAJIKHUBAETCA C OIPOMHBIMH W3MEHEHUSIMU, BBI-
3BAaHHBIMHU OBICTPBIM TEMIIOM TEXHOJOTHYECKOTO MpOorpecca, 4To UMEET HeMa-
JIbIe TIOCJIENICTBUSL Ha BCce cephl )KM3HM, BKIItoUasi oOpazoBanue. [lepen coBpe-
MEHHOU CHCTeMOI 00pa3oBaHUs CTOUT 3a7ada HE TOJBKO CIIEIUTh, YTOOBI yue-
HUKH MOJy4YaJId JOCTATOYHOE KOJWYECTBO 3HAHUM, HO U 00ECIIEUUTh UX MepPCo-
HaJU3UPOBaHHOE OOyUYeHHe. DTO O3HAYaeT, YTO 0Opa3oBaTEIbHbBIE MPOTPAMMBI
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HE JOJKHBI ObITh OJIMHAKOBBIMU M YHUBEPCAILHBIMH, & JIOJHKHBI YUUTHIBATH HH-
JTUBUTyaJIbHbIE TIOTPEOHOCTH KaXA0ro yueHuka. IMeHHO 3/1ech HEHpOHHBIE ce-
TH UTPAIOT KIKOYEBYIO POJIb.

OcHoBHas YyacTh

Heliponnble ceTn — 3TO MPOTrpaMMBbl, KOTOpPbIE MOAPAXKAIOT pabOTe YeI0Be-
YECKOIro MO3ra U MOTyT 00pa0aThiBaTh M aHAJIM3UPOBATH OOJIBIIOE KOJIUYECTBO
uHpopmaimu. B oOpa3zoBaHMKM OHU MOTYT OBITh MPUMEHEHBI B HECKOJbKUX
HanpaBieHusX. OJHUM U3 OCHOBHBIX SIBJISIETCS MEPCOHAIM3UPOBAHHOE 00ydye-
HUE.

[Tepconanu3upoBanHoe 00y4eHHE SBJISIETCSI OJJHUM M3 HauOoJiee MepCreK-
TUBHBIX HANpPaBJICHUM B 00pa30BaHUM, KOTOPOE HAIPABJICHO HA MHAMBUIYAJb-
HYIO aJanTaiui y4eOHOro mpoliecca Moja MOTPEOHOCTH KaKIOro YYECHHKA.
HeilipoHHbIE ceTH MOTYT MCHOJIb30BAaThCS MJIA CO3AaHUSI MHIWBUAYAJIBHOU MPO-
rpaMMbl 00pa3oBaHus IJIsl Kaka0ro yueHruka. CucremMa nepcoHaIn3upoBaHHOTO
00y4eHHsI Ha OCHOBE aJTOPUTMOB MAIIMHHOTO 00Y4YEHUsI MOXKET 1MoJ00paTh Of-
TUMAJIbHBIM YPOBEHb CIOKHOCTH M IIPU 3TOM OHJIAWH HAXOJUTHCS B ONPEIECIICH-
HOM paMKe, COOTBETCTBYIOIIEH YPOBHIO YUEHUKA. JTO O3HAYAET, UTO YUCHUK
OyJIeT moy4yaTh 3HAHUS UMEHHO B T€X 00J1acTsIX, B KOTOPBIX HYXKIAETCS U Ha
TOM YPOBHE, KOTOPBI €My COOTBETCTBYET. HEHPOHHBIE CETH MOTYT TaKXKE MO-
HUTOPUTH yCIIEBAEMOCTh YYEHUKOB U JaBaTh PEKOMEHIAIMU IO MOBBIIICHUIO
3HAHUH B CJIIOKHBIX 00JACTSIX.

['maBHas 3amavya MCMOJIB30BAaHUA HEMPOHHBIX CETEW B IIKOJAX — 3TO CO-
3JIaHM€ aJIallTUBHOW MporpamMMbl oOydenus. [lpu ucmonp30BaHUM Takou Mpo-
rpaMMbl, HEHPOHHAsI CETh AHAIM3UPYET MPOUJIEHHbIE WM HEOOXOIUMBIC IS
JanbHeero ooyueHus yuyeOHble MaTepuasibl, U OMpPENeNsieT CHIbHBIC U Clia-
Oble CTOPOHBI KaXA0ro yuarierocs. Ha ocHoBe 3Toii nndopmaiuu, HeHpoHHAS
ceTb MOAM(UIMPYET TporpaMmy OOy4eHHUsS WHAMBUAYAIbHO, YTOOBI OHA MakK-
CUMAaJIbHO COOTBETCTBOBAJIA €T0 YUEOHBIM MOTPEOHOCTSM U BO3MOKHOCTSIM.

Takas amanTuBHas mporpamMma OOy4Y€HHUs CIIOCOOHAa HE TOJIBKO MOMOYb
y4eHUKaM, HO U yuuTtenssM. Hampumep, HEiipOHHasi CETh MOXET CTaTh OTIWY-
HBIM UHCTPYMEHTOM JIJI aHaJIN3a Mporpecca KaKI0ro YYeHUKa. Y YUTENsl MOTYT
MOJYYUTh AOCTYI K OTYETAM O TOM, KaK YUYEHUKH BBIMOJIHSAIOT 3a1aHUs, & TAKKE
MOJIyYUTh 00JIe€ TOUHBIE M OOBEKTHUBHBIC pe3yJbTaThl OIEHKU. Kpome TorO,
aJanTUBHAS TPOTpaMMa OOyYEHUS MOXKET IMOMOYb YUUTEJSIM B OINPEICICHUH
60see 3pdeKTUBHBIX MOAXOA0B K MPENOJaBaHuI0, O1aroaps 4eMy OHU CMOTYT
0oJiee TOUYHO OMPEENSITh, KAKOW THIT MaTepraia, METOJUKA U TEMIT IOCTATOUHBI
JUTSL KOKJIOTO YUEHHUKA.
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Bonee Toro, HelipoHHBIE CETH MOTYT MTOMOYb YUUTENSIM JIy4llle MOHSTH IO~
TPeOHOCTU CBOMX YYEHHMKOB M MOAXOAUTH K HUM Oosiee WUHIMBHIyanbHO. Mc-
M0JIb30BaHUE AJITOPUTMOB MAIIMHHOTO OOYy4YEHHS! MO3BOJISET BBIICIUTH WHIU-
BUIyaJIbHbIE OCOOCHHOCTH KaXKJIOTO YYEHUKAa W co3AaTh JJIsi Hero Haubosee
HNOJXOMSIIYI0 TPOrpaMMy OOyYeHHs. DTO OCOOCHHO Ba)XHO JUISI YUEHHKOB C
pa3HbIMU (OopMaMy HApyUICHUI pa3BUTHS, KOTOPhIE MOTYT UMETh O0COObIE TO-
TPEOHOCTH B 0OYUYEHUH.

HelipoHHbsle ceTd MOTYT HMCIOJIB30BATHCS JJIsl MPOTHO3UPOBAHUS yCIIEBae-
MOCTH Y4eHUKOB. C MOMOIIBIO aJTOPUTMOB MAIIMHHOTO OOY4Y€HHS CHCTEeMa
aHAJIM3UPYET JIaHHbIE 00 YCIEBAEMOCTH YUYEHUKOB B IMPOILIOM, aHAIU3UPYET
Iporpecc B TEKyIee BpeMsi U JeJaeT MPOrHO3, KaKOW YCIEeBAEMOCTH MOXHO
OKUJIaTh B OyIylieM. DTO MO3BOJISET YUYUTEISIM HE TOJIBKO ONEPATUBHO pearu-
pOBaTh Ha BO3HHUKAIOUIUE MPOOJIEMBI, HO U MPEANPUHUMATH MEPBI JJIA MPEA0T-
BpaIlleHUs] UX BO3HUKHOBEHMs 3apaHee. Tak ke CeTh MOTYT aHaJM3UpPOBaTh KO-
JUYECTBO U CTPYKTYPY YPOKOB, YTO MO3BOJIAET ONPEACIUTh ONTUMAIILHYIO JIJTU-
TEIBHOCTh U MOPSAOK MPOBEICHUS YPOKOB.

BaxxHo moHMMaTh, YTO MCMHOJb30BaHUE HEHPOHHBIX CETEl B 0Opa3oBaHUU
HE SIBJISICTCS MaHAIlee U HE MOXET 3aMEHUTh TPATUIIMOHHBIN OAX01 K 00yde-
Huto. HelipoHHbIe ceTn MOTyT OMOYb ONITUMU3UPOBATH MIPOLIECC O0yUeHHUsI, HO
HUKOT/Ia HE 3aMEHST POJIM yUWTeNsl B mpernojaBanuu. HelipoHHbIe ceTH MOTYT
OBITh MCTIOJIb30BaHbl KAK MHCTPYMEHT, KOTOPBIM MOMOTAET YUUTEIIO JyUIIe IMo-
HSITh CBOMX YYEHHKOB, M CO3/1aTh JUIsl HUX HanOoJiee MOAXOIAIILYI0 TPOrpaMmy
o0yueHus.

Taxoxe HeOOXOAMMO YUUTHIBATh ATUKY U MPUBATHOCTH NIPU MCTIOIb30BAaHUHU
HEHPOHHBIX ceTed B oOydeHun. CoOMpaHue W aHAIU3 MEPCOHATBHBIX JTaHHBIX
YYCHUKOB JTOJDKHO OCYIIECTBISITHCSA C COOJIOJICHUEM MPaBUil KOH(DUICHIIHAIb-
HOCTH | ¢ 0OecrieueHreM 0e3011aCHOCTH TaHHbIX.

B nenom, ucnonp3oBanne HEUPOHHBIX CETEH B 0Opa30BaHUU MOXKET OBITh
BKHOW TIOTBITKONW ONTHUMHU3HPOBATH IMPOIIECC OOYUYEHUS U MOMOYb YUUTEISIM
6onee 3¢ dekTHBHO padoTaTh CO CBOMMH ydeHUKaMu. OHAKO I MaKCUMalb-
HOM 3(()EKTUBHOCTH, PA3BUTUS TEXHOJOTHN W ONTHUMHU3AIMH Tpoliecca ooyue-
HUS, HEOOXOMMO HEMPEPHIBHOE U B3aWMOJCHCTBHE MEXIY YUYUTEISIMU U Pa3-
paboTYNKaMu HEMPOHHBIX CETEH.

BeiBog

brnaromapss HEMPOHHBIM CETSIM BO3MOXKHO CO3/IaHWE HHTEIICKTYaTbHBIX
CUCTEM, KOTOPHIE MOTYT MOMOYb PA3IMYHBIM YYaCTHHKaM O00pa30oBaTEILHOTO
nporecca. OHU MPETOCTABISIIOT MEPCOHATU3NPOBAHHBIA TTOAXO0 K OOYUCHUIO U
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MO3BOJISIIOT ONTUMHU3UPOBATh PabOTy y4HUTeNed U MOBBICUTH 3PHEKTUBHOCTD
oOpa3oBarenbHON cucTteMbl B 1ieinoM. OJHAKO CieayeT MOMHHUTh, YTO JH000e
oOydeHue, Jaxe MpU UCIOIb30BAHUN BBICOKOTEXHOJIOTHYHBIX METOJIOB, TpeOy-
€T HaJIM4YMs MOTUBAIIMM CO CTOPOHBI yueHuKa. [loaToMy HEMpOHHBIE CETH MOTYT
CIIYy’KUTbh TOJBKO BCIIOMOTaTEIbHBIM HHCTPYMEHTOM Ui TOBBIMICHUS 3¢ dek-
TUBHOCTU 00pa30BaHMUS.
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NCHOJb30BAHUE HEMPOHHBIX CETEM JIJISI ONEHKW 3HAHUM
YUYEHUKOB

B cmamuve onucanvl 6apuanmul ucnonb3o8anusi HEUPOHHLIX cemell 8 00PA308a-
Huu. Llenvio cmamvu paccmompems 803MONCHOCU NPUMEHEHUS] HEUPOHHbLIX cemeli
0J151 OYeHKU 3HAHUL Y4eHUKo8. 3aoaueli ucciled08anus 1611emcs OYeHKa nepCcneKmus-
HOCMU UCHONb308AHUSL HEUPOHHBIX cemell Ol NPOBEPKU YCMHBIX U NUCbMEHHbIX Pa-
bom. B xo0e ananu3a ucnoivb308aHusi HeUPOHHLIX cemell 8 cmambe OblLIU GblOe/leHbl
OCHOBHble NEePCNeKmuBsbl GHeOPeHUsl MAUWUHHO20 00VUeHUsl 8 00pa308amebHyio cghe-
Py

Heitiponunvie cemu, mawunnoe obyuenue, ancopumm 21yb60Kko2o oOyueHus, oopa-

306aHUe, YyCMHAsl npoeePKA, NUCbMEHHRAA NPOBePKA.

Agarkova Ekaterina Vladimirovna

USING NEURAL NETWORKS TO ASSESS STUDENTS’ KNOWLEDGE

The article describes the options for using neural networks in education. The
purpose of the article is to consider the possibilities of using neural networks to assess
students' knowledge. The objective of the study is to assess the prospects of using neu-
ral networks to test oral and written works. During the analysis of the use of neural
networks, the article highlighted the main prospects for the introduction of machine
learning in the educational sphere.
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BBenenue

HelipoHHble ceTH SIBISIIOTCS OJHUM W3 CaMbIX MEPCHEKTUBHBIX U dDPek-
TUBHBIX METOJIOB aHaNIM3a MH(GOpMaIlK B HacToslee BpeMs. VX npuMeHeHue B
00pa3oBaHUM TO3BOJISIET CYIIECTBEHHO YIYUYIIUTh MPOLECC OICHKUA 3HAHUM
Y4YEHHUKOB. /{151 TOro 4roObl OLICHUTH 3HAHUS, PAHEE YUYUTENS HCIOJIb30BAIH
TPaJUIIMOHHBIE METOJIbI, KOTOPBIE YacTO OBIBAIM CYObEKTUBHBIMU, HO HCIOJb-
30BaHHE HEUPOHHBIX CETEH MOMKET YCTPAHUTh 3Ty IPoOiIeMy. AJITOPUTMBI TITy-
00KOro 00y4eHHs TIO3BOJISIIOT CO3/1aBaTh 00Jie€ TOYHBIE U OOHEKTUBHBIE TECTHI
JUTSI OIIEHKHU YCBOEGHHS MH(pOpMaluu yueHukamu. HeilpoHHas ceTh MOXKET ObITh
oOydeHa Ha OOJIBIIIOM KOJIMYECTBE TECTOBBIX 3aJlaHWM, YTO MO3BOJISIET YYECTh
BCE BO3MOJKHBIE OTBETHI M MX HAIMCaHUE, 4 TAKKE YUYUTHIBATH BCE BO3ZMOXKHBIC
OIHUOKH YUYCHUKOB.

OcHOBHas YacTh

Hcnionb3oBanne HEMPOHHBIX CETEW MJIsi OIEHKH 3HAHWM YYEHHUKOB IO3BO-
JISIeT TPOBOJUTH aHAIU3 PE3YyJbTATOB OOYUECHHsS U YJIy4IlIaTh Ka4eCTBO 00pa3o-
BaHUA. AHAIM3 JTaHHBIX 00 OTBETaX YYEHUKOB MOXXET NTOMOYb YUUTENSIM OIle-
HUTH 3PPEeKTUBHOCTh OOYYEHHUSI W MPHUHATH MEPHI 10 ONTUMHU3AIMN YIeOHOTO
npoiecca. B KOHEYHOM HWTOTE, HCIOIB30BAHUE MAIIMHHOTO OOYYEHHUS ISt
OIICHKW 3HAHWUW YUYEHUKOB CTAHOBUTCS BaXXHBIM IIAroM K 0oyiee TOUHOMY U 3(-
dbekTuBHOMY 00pa30BaHMUIO.

XOTsl BHEAPEHUE HEMPOHHBIX CETEM ISl OUCHKHA 3HAHUM CTAJIIO0 BO3MOXK-
HBIM TOJIBKO HEJAaBHO, OBLIO HaiJeHO MHOI'O CIIOCOOOB, KAK OHA MOJKET OBITh
MCIIOJIh30BaHa JIJIsl YCOBEPIICHCTBOBaHUS 00ydeHus. OO0yueHrne Ha OCHOBE JlaH-
HBIX 00 y>K€ BBIITOJTHEHHBIX 3aJaHUSX M MPOIECCHl TPOBEPKH OTBETOB MOMOTYT
VUHUTENSAM JIydIlle TMOHUMAaTh MOTPEOHOCTH M TPOOJIEMBbl YUCHHKOB, a TaKkKe
yJIy4IIaT KauecTBO o0yueHus B 1esoM. Vcnonb30BaHrne HEMPOHHBIX ceTel aiis
OIICHKW 3HAHWM TaK)Ke TMO3BOJISIET BBISBISATH U aHAIM3HPOBATH Cla0ble MecTa
YYCHUKOB. AHAJIM3 OTBETOB KaXOT0 YUYEHHUKA Ha TECT MO3BOJISIET MIPEMo/iaBaTe-
JSIM TIOHATh, ¢ KaKUMH TEeMaMU WM TUMAMH 3aJaHUd YYCHUKA HMMEIOT
HauOosbIre mpodaemMbl. Takoe 3HaHWE MO3BOJISET BBIJACIUTH YUEHUKOB, KOTO-
pbie HYXKTAIOTCS B JOTIOJHUTEIHHOM TOMOIIU, U MPHUHATH MEPhI MO0 MX TO/-
TEPIKKE.

[Ipomecc mpoBepkr 0OBEMHBIX PAOOT y4amuXCsi 3aHUMAET MHOTO BpeMe-
Hu. OmHMM ©3 Ccrmoco0OB YMPOIICHHS MPOIEcca SIBISETCS HCIOIb30BAHUS
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HEUPOHHBIX CETEH IS YJIYYLICHUs YCTHOM NPOBEPKH 3HAHUW YUYEHHKOB. B
KJIACCUYECKON MPOBEPKE YUUTENSIM JIOCTATOYHO CJIO0KHO BBISABIISITH YPOBEHb
3HAHUI YYEHHUKOB, OCOOEHHO €CJId 3TO KacaeTcsl OOJbIIOr0 KOJIMYecTBa yua-
muxcs B kjacce. MammHHoe 00yueHre U HeWPOHHbBIE CETH MOTYT OBITh UCTIOJb-
30BaHbl I cOOpa M aHaiau3a OOJBIIOrO0 KOJUYECTBA JIAHHBIX, CBA3AHHBIX C
YPOBHEM 3HAHHUM KaXKJIOTO YUYECHHKA, U CO3JaHUS IEPCOHATU3UPOBAHHBIX TECTOB
Y 3aJIaHUU TSI YCTHOM ITPOBEPKU 3HAHUU.

Hampumep, ucrnonb3ys crnenuaibHOE MPOTPaMMHOE 0OECIICUeHHE, YUUTEIh
MOXET 3aMucaTh OTBETHl YYEHHUKOB BO BPEMSI YCTHON NMPOBEPKU U OTIPABUTH
AT JIaHHBIE ISl aBTOMAaTU4YeCKOW 00paboTku HelpoHHOU ceTH. HelipoceTh Mo-
XKET AHAJIU3UPOBATH OTBETHl YUYEHUKOB WU OMNPENEINATh, A€ OHU COBEPIIAKOT
OIUOKH, W TIpeaiaraTh WHIUBUYyIU3UPOBAHHBIC 3aJaHUSI U TECThl B 3aBUCH-
MOCTH OT YpPOBHS HMX 3HaHUM. KpoMe TOro, Takue CUCTEMBbI TAKKE MOTYT HC-
MOJIb30BATHCA ISl OLIEHKH MPOU3HOLIEHUs KaxJoro ydeHuka. HelipoceTbs Mo-
KET HUCMOJIb30BaTh 3BYKOBBIC JTAHHBIE, 3alIMCAHHBIE BO BPEMS IPOBEPKHU 3HAHUM,
U aHAJIU3UPOBATH MTPOU3HOIICHUE YIYCHUKOB, BBIJIEISISI B HEM OCHOBHBIE OIIMOKH
U JaBas PEKOMEHJAIWU M0 YIYYIIEHUIO MPOU3HOUICHUS. TakKe alropuTMBI
rIIyOOKOTro 00y4YeHUs MOTYT OBITh MCIIOJIb30BAHBI JUIsI CO3/IaHUSI CUHTE3UPOBAaH-
HBIX TOJIOCOBBIX 3HAKOB /I KaXJIOTO YYEHHKA. JTH 3HAKKU MOTYT OBITH pa3pa-
00TaHbI HA OCHOBE 3aIMKCEN ToJ0ca YYEHHUKAa U MCTOJIB30BaThCs ISl IPOBEPKH
3HaHUU B OyayIIem.

CnenoBaTesibHO, MCIIOJI30BAHME HEUPOHHBIX CETEH B YCTHOM IPOBEpKE
3HAHUI YYEHHUKOB MOXXET MOMOYb yuuTensiM Oosiee 3(P(HEKTUBHO ONMpENeTUTh
YPOBEHb 3HAHUI KaXJOTO YYEHHUKA U MPEJIOKUTH MMEPCOHATU3UPOBAHHBIE 3a-
JAHUSL U TECTHI JUIsl YIIYUIIIEHUS! UX 00yUYeHUSI.

Emé ogauM 3Tanom mpoBEpKU 3HAHWM y4dalllUuXcs SIBJISIOTCS MUCbMEHHBIC
pabotel. OMHUM U3 IPEUMYIIECTB MCTIOIB30BaHUS HEHPOHHBIX CETEH IIJISt TPO-
BEPKH INMHCHBMCHHBIX palbOT SBJISETCS TO, YTO OHHM CIIOCOOHBI 00pabaThHIBaTh
00JBITION 00BEM JTaHHBIX 32 KOPOTKUH MPOMEXKYTOK BPEMEHU. DTO TO3BOJISIET
MIPEMNo/IaBaTeisiM OBICTPO MPOBEPSATH paOOTHl YUCHUKOB U BBIJIAaBATh UM PE3YJIb-
TaThl, YTO YBETUIUBAET IP(HEKTUBHOCTH YU4EOHOTO MpoIIecca.

AJTOPUTMBI TIIyOOKOTO OOyYE€HHSI MOTYT aHAJIU3UPOBATH TEKCTHI HA TIPE/I-
MET TPaBUILHOCTU TpaMMaTHKU U opdorpaduu. Takum 00pa3oM, yIEHHUKHU TIO-
JTy4daroT 0OpaTHYIO CBSI3b O CBOMX OIMMOKAX M MOTYT YJIYYIIUTh CBOW HABBIKU
nucbma. Kpome Toro, mpenomaBaTeau MOTYT HUCMOJIb30BaTh 3TH JaHHbBIC MJIS
aHaju3a U COBEPUICHCTBOBAHUS CBOUX METOAOB 0OyueHMs. Takke HCIOb30Ba-
HUE HEUPOHHBIX CETEH TSI MPOBEPKH MUCHMEHHBIX Pa0dOT MOMOTAET M30EXKaTh
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CyOBEKTHUBHOCTH B OIIEHKE PabOT, YTO SIBISIETCS MPOOJIEMOl JUIsi MHOTHX Ipe-
nonasateneid. HeillpoHHble ceTu paboTaroT MO 3apaHee 3aJlaHHbIM MpaBUIIaM U
KPUTEPUSIM, UTO TO3BOJIAET MOJIy4aTh OOBEKTUBHYIO OLEHKY KaXKI0W pabOThI.
OTO0 yiayuliaeT KauecTBO 0Opa30BaHUs U MOBBIIIAET YPOBEHb MPOPECCUOHAIIN3-
Ma Kak MperojaBareseil, TaK U YYeHUKOB.

B nenom, ucnonab30BaHre MAIIMHHOTO OOYYEeHUS AJI MPOBEPKU MUCHMEH-
HBIX pabOT 0O0yYalOlUXCS MMEET MHOXKECTBO MpeumyinecTB. OHU YCKOPSIOT
poliecc MPOBEPKH, YIYUIIAIOT KaueCTBO OOpAaTHOM CBA3U U IMO3BOJISIOT MOJY-
YUTh OOBEKTUBHYIO OLIEHKY paboT. JTo jaenaer oOyueHue 3PpQeKkTuBHEE U MO-
MOTaeT yYeHHKaM JOCTUTaTh 00Jiee BLICOKUX PE3YIbTAaTOB B YUeOHOM IpoIiecce.

Hetiponnsle cetu B 00pa30BaHUU UMEIOT OTPOMHBIN MOTEHIIUAT U SIBJISIOT-
Csl MOIITHBIM MHCTPYMEHTOM B 00JacTH 0Oy4eHUs U MPOBEpKU 3HaHUU. Vcronb-
30BaHHE HEUPOHHBIX CETEH MOXKET YJIY4IIUTh Mpolecc OOy4eHHs, MOBBICUTH
KauyecTBO PabOThl y4YHUTENeW U MOMOYb YYEHUKAM YIIIyOUTh CBOW 3HAHUS U
HaBbiku. OHAKO, HEOOXOAMMO TOMHHUTH, YTO UCIOJIb30BAaHUE HEUPOHHBIX Ce-
Tel He JO0JHKHO 3aMEHSITh POJIb yUnTEIeH B 00y4eHUH YUYCHUKOB.

BoiBOABI

Hcnonb3yst anropuTMbl MAIIMHHOTO O0yYEHUsI 1 HEMPOHHBIE CETH, MOYKHO
pa3paboTath CHUCTEMY aBTOMATUYECKOW TPOBEPKU 3HAHUNA YUYEHUKOB, YTO
YMEHBIIIAET HArpy3Ky Ha MpernoaaBaTesie v MOBBIIIAET OO BEKTUBHOCTH OIICHKH.
Takum oOpa3zom, MpUMEHEHNE HEUPOHHBIX CETEU JIJIsi OIEHKH 3HAaHUM YYEHUKOB
MOXXET 3HAYUTEIBHO YMHPOCTUTH pabOTy mpernofaBaTeiss U MOBBICUTH A dek-
TUBHOCTH OOyYCHUS.
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HCIOJIb30BAHUE CBEPTOYHBIX HEMPOHHBIX CETEM JIJI51
PACHIO3HABAHUA PYKOIIMCHOI'O TEKCTA

B ooxnaode paszobpanvl npeumywecmea ucnonb308anusi C6EPMOYHbIX HEUPOHHBIX
cemel npu pacno3HaA8aHUU PyKONUCHo2o mekcma. Llenvio cmamvu sensiemcs pac-
cMOmpeHue npeumMyuecms UCHONb308AHUS C8EPMOYHBIX HEUPOHHBIX cemell npu pac-
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NO3HABAHUU PYKONUCHO20 MeKCma. 3aoauell UCCLe008aHus AGNAemMcs NpogedeHue
CPAaBHeHUsT HeUPOHHBIX cemell U ApXumeKmyp, NpeoOHA3HAYeHHbIX OISl PACNO3HABAHUSL
mekcma. B xode ananuza ucnonb308anus c6epmoUHbIX HEUPOHHLIX cemell 8 CIMambe
OvLIU 8bI0ENEHbI OCHOBHbIE NEPCHEeKMUBbL UCHONb308AHUS APXUMEKMYPbl CEEPIMOYUHBIX
HEeUPOHHbIX cemeli NpU Pacno3HA8AHUU PYKONUCHO20 MEKCMA.

SVM, ceepmounsbie HeliponHble cemu, pacno3Ha8anue, pyKONUCHbull mekcm, 00y-

yeHue, 21yOO0KUe apxXumexmypol.

Agarkova Ekaterina Vladimirovna

USING CONVOLUTIONAL NEURAL NETWORKS FOR
HANDWRITING RECOGNITION

The article examines the advantages of using convolutional neural networks in
handwriting recognition. The purpose of the article is to consider the advantages of
using convolutional neural networks in handwriting recognition. The objective of the
study is to compare neural networks and architectures designed for text recognition.
During the analysis of the use of convolutional neural networks, the article highlighted
the main prospects for using the architecture of convolutional neural networks in
handwriting recognition.

SVM, convolutional neural networks, recognition, handwriting, learning, deep
architectures.

BBenenue

B nacrosimiee BpeMsi pacro3HaBaHUE PYKOMUCHOTO TEKCTA SIBIISAETCS OJIHON
13 HanboJiee aKTyalbHBIX 33/1a4 B 00JIaCTH MaIIMHHOTO 00YUYeHHS. DTO CBS3aHO
C TéM, 4TO OOJIbINAsi YaCTh TEKCTOB HAXOAUTCS B (pOpME PYKOIMCHBIX 3amucei,
¥ aBTOMATHUYECKOE PACIIO3HABAHME TAKUX TEKCTOB MOXKET 3HAYUTEIHHO YIIPO-
CTUTh MHOTHE 3aJa4yH, CBSI3aHHBIC ¢ 00paboTkoil mHpopManmu. B manHoM cra-
The OyJET PacCMOTPEHO MCIOJIb30BAHUE CBEPTOYHBIX HEUPOHHBIX CETEH IS
pacro3HaBaHUs PyKOIMTUCHOTO TEKCTa.

OcHoBHas yacThb

B nacrosimee Bpemsi 00pabotka ecrectBeHHOro si3bika (Natural Language
Processing, NLP) siBnsieTcst ogHoM u3 Hambosee akTyaJdbHBIX oOJjacTel UCKyc-
CTBEHHOTO MHTEUIeKTa. OgHUM U3 BakHBIX acniekToB NLP siBnsiercst pacmno3Ha-
BaHME PYKOIMCHOTO TEKCTa. B mpomuioM ajist 3TOM 3a/1a4u 9acTo MCIOIh30BAIH
moaX0/a Ha ocHOBe Metona Support Vector Machines (SVM), ogHako B HacTosi-
mee BpeMs SVM u1st 3TO# 3a1a41 UCTIONB3YETCS MEHBIIE, B CBS3U C HEKOTOPHI-
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MU HeJIOCTaTKaMu 3Toro Meroga. SVM He Bcerja AaeT BhICOKYIO TOUHOCTh pac-
MO03HABAaHUsI, OCOOCHHO B cliydyae C TPYJIHBIMHU I UJECHTU(DUKAUK OyKBaMu
WIM TIPY HECKOJIbKUX BapUaHTaX HAMMMCAHUS OJTHOM U TOM ke OyKBBI.

Ucnons3zoBanne SVM 11si pacnio3HaBaHUsI PYKOIHUCHOTO TEKCTa yKe He
SBJISIETCS] AKTyaJIbHBIM. JTO CBA3aHO C HECKOJIBKUMU MPUYHUHAMMU:

— CIIO)KHOCTb BBIOOpA MPHU3HAKOB: ISl UCHoJib3oBaHUsI SVM Heo0XoaumMo
BPYUYHYIO BBIOMpATh M HM3BJIEKATh MPU3HAKU U3 M300paKEHUU CHMBOJIOB. JTO
ABJISIETCS] TPYAOEMKUM U HEA(D(HEKTUBHBIM MPOIECCOM.

— HET BO3MOKHOCTH YYHUTBHIBATh KOHTEKCT CUMBOJIOB: SVM pabortaer ¢
KaKJbIM CHMBOJIOM OT/EJIbHO, HE YYUTHIBasi KOHTEKCT JIPYTUX CHUMBOJIOB Ha
U300paKEHUU. ITO MOXKET MPUBOJIUTH K OITMOKAaM B paclio3HaBaHUU, OCOOECHHO
B CIIy4asix, KOTJIJa CHMBOJIbI HAXOIATCS OJIM3KO JPYT K APYTY.

— OrpaHMuYeHHas MacuTabupyemMocth: SVM MokeT paboTaTh TOIBKO C OT-
HOCHUTEJIbHO HEOOIbIIMMHU Ha0OpaMH JaHHBIX. B COBpeMEHHBIX 3a7adax pacrio-
3HaBaHUs, TAKUX KaK pacro3HaBaHUE PYKOIMMCHOTO TEKCTa Ha OOJbIIMX Habo-
pax JIaHHBIX, UCTIONIb30BaHuEe SVM cTaHOBUTCA MPOOIEMATUYHBIM.

— HM3Kasi TOUHOCTh: SVM HMMeeT HU3KYI0 TOYHOCTh B 3aj]auax pacrio3Ha-
BaHUS PYKOMUCHOTO TEKCTa MO CPABHEHUIO CO CBEPTOYHBIMH HEHPOHHBIMH Ce-
TSMHU U JPYTUMU COBPEMEHHBIMU METOJIaMHU.

B cBs13u ¢ 9TUM, MHOTHE UCCIIEI0BATENN OOpaTHIIA CBOE BHUMAHUE HA UC-
M0JIb30BAaHUE CBEPTOYHBIX HEMPOHHBIX CETEH ISl paclio3HABAHUS PYKOMHCHOTO
TEKCTa, KOTOPBIE MO3BOJISIOT aBTOMAaTUYECKH M3BIIEKATh MPU3HAKU U3 M300pa-
KEHUHW U YUUTHIBATh KOHTEKCT CHMBOJIOB Ha H300paKEHUH, YTO MPUBOJIUT K TO-
pazno 6osee BHICOKON TOUHOCTH B pacliO3HABAHUM.

CBoiicTBa CBEPTOYHBIX HEUPOHHBIX CETEH MO3BOJSAIOT UM 3(P(HEKTUBHO
pacmo3HaBaTh PYKOMHUCHBIA TEKCT. APXUTEKTYypa TaKUX CETeH BKIIOYAET B ceOs
CJIOW CBEPTKU U CJIOM MYJWHTA, KOTOPbIe 00ECIEeYNBAIOT JOKAIBHYI0 HHBAPH-
AHTHOCTb K OCOOCHHOCTSIM M300paXeHUsI. DTH METObI BBISABIISIOT OOIINE YSPTHI
B Pa3HBIX YACTSAX M300pAKEHUS, YTO MO3BOJSET HEUPOHHOU CETH TOYHO OIpe-
JEJSITh N300pakeHue, HECMOTPSI Ha HEKOTOPBIE €r0 HEAOCTATKH.

Jns peanm3any CBEPTOYHOM HEWPOHHOM CETH B 3aJa4y€ PACIO3HABAHUS
PYKOTIMCHOTO TEKCTa HEOOXOAMMO pa3paboTaTh COOTBETCTBYIOIIYIO apXUTEKTY-
Py CeTH U 00y4YuTh €€ Ha HabOpe JaHHBIX C PYKOMUCHBIMU CUMBOJIamMu. B kaue-
cTBe HabOpa JaHHBIX MOYKHO HMCIOJB30BaTh OOIIEOCTYITHBIE HA0OPHI PYyKOIHC-
HbIX cUMBOJIOB, Takue kak MNIST, mmm cobpatrh cBOW COOCTBEHHBIH HAOOP
JTAaHHBIX.
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ToO4YHOCTPH pacrno3HaBaHUs PYKOMMCHOTO TEKCTa MPHU MCIIOJIL30BAHUU CBEP-
TOYHBIX HEUPOHHBIX CETEH 3aBUCUT OT MHOTHX (PaKTOPOB, BKIIOYAs pa3Mmep
oOyuaroriero Habopa JaHHBIX, APXUTEKTYPYy CETH M HAcTpoiiku oOydeHus. He-
CMOTpS Ha 3TO, MHOTHUE MCCIICIOBAHUA MOKA3ay, YTO CBEPTOYHBIE HEUPOHHBIE
CETH MOTYT 3HAYUTEJbHO IOBBICUTH TOYHOCTH PACIO3HABAHMS PYKOMMCHOIO
TEKCTA MO CPABHEHUIO C IPYTMMHU METOJIaMH, TAKUMH Kak SVM.

[Ipeumy1iecTBa CBEPTOUYHBIX HEHMPOHHBIX CETEH B 3a/1a4€ pAaclO3HABAHMS
PYKOIMMCHOI'O TEKCTa SABJISIOTCS MHOXECTBEHHBIMU. HEKOTOPBIMU U3 HUX SIBIIS-
FOTCSL:

— UCIOJIb30BAHUE CBEPTOYHBIX CJIOEB MO3BOJISIET CETH ABTOMATUYECKHU BbI-
SIBJISAITH HanOOJIee BayKHBIC MPU3HAKU B U300paKEHUSIX PYKOIMCHOTO TEKCTa, Ta-
KHE KaK KOHTYPBI U JIOKaJIbHBIC 11a0I0HBI.

— CJIOM TYJIMHTA TO3BOJISIOT YMEHBIIUTH Pa3MEPHOCTh M300PAKEHUS, YTO
YIPOILAET BBIUUCICHHS U YMEHBIIAET KOJIMYECTBO MMAPAMETPOB CETH.

— CBOMCTBAa CBEPTOYHBIX HEHPOHHBIX CETEW TapaHTUPYIOT UX WHBApPHUAHT-
HOCTh K HEOOJIBIIIUM M3MEHEHUSIM TOJIOKEHUSI UCKOMBIX CUMBOJIOB Ha M300pa-
KEHUU.

— MHOTHE apXHTEKTYPhl CBEPTOYHBIX HECHPOHHBIX CETCH SBISIOTCS TTy0O-
KHUMH, TO €CTh OHU COJIEPkKAT MHOKECTBO CJIOEB, KaKJbId M3 KOTOPBIX BBINOJ-
HSIET ONpeeNIeHHBIN THIT 00paboTKu. ['myOoKHe ceTu MOTYT 00ecTieunTh 3HAYH-
TEJIbHO BBICOKYIO TOYHOCTbH PACIlO3HABAHUS PYKOIMCHOTO TEKCTA.

— CBOMCTBA CBEPTOYHBIX HEUPOHHBIX CETEW MO3BOJAKOT UM YUYHUTHIBATH
KOHTEKCT CHMBOJIOB, YTO MOMOTAET MOJABIISITh IIIYM U YMEHBIINUTh KOJUYECTBO
OIMUOOK TIPH PaCIiO3HABaAHUHU.

— o0y4eHHe CBEPTOYHON HEHPOHHOM CETH MOXKET OBITh BBITIOJIHEHO C HC-
MOJIb30BAHUEM CTOXACTUYECKOTO TPAJAMUCHTHOTO CITyCKa WA APYTHX 3P HEeKTHB-
HBIX METOJIOB ONTHUMH3ALNHU, YTO MO3BOJIIET JOCTUYL BBICOKOW TOYHOCTH pac-
MMO3HABAHUS TIPU OTHOCUTEILHO HEOOIBIIIOM KOJTUYECTBE O0YYAIOIINX JaHHBIX.

— CBEPTOYHBIC HEUPOHHBIE CETH MOTYT OBITh UCIIOJIH30BAHBI I PACIIO3HA-
BaHUS PYKOIMCHBIX TEKCTOB HA PA3JIMYHBIX SI3BIKAX U MPHU PA3JIUYHBIX YCIOBHIX
OCBEIICHUSA U CHEMKHU.

BrimenepeunciieHHbIE BO3SMOKHOCTH JENAI0T CBEPTOUYHBIE HEMPOHHBIE CE-
TH MOILIHBIM HHCTPYMEHT JJisl paclo3HaBaHUs PYKOMHCHOro Tekcra. Ux mpe-
MMYILIECTBAMU SIBJISIFOTCSI aBTOMATUYECKOE BbIJIEJIEHUE MPU3HAKOB, YMEHBIIICHHUE
pa3MepHOCTH M300pakKeHUs, TapaHTUPOBAHHASI WHBAPUAHTHOCTh K HEKOTOPHIM
M3MEHEHHSM TOJIOKEHUSI CUMBOJIOB M BBICOKAsi TOUHOCTh PACIIO3HABAHUS MPU
MCIIOJIb30BAaHUHU TIYOOKHX apXHUTEKTYp. ITH NMPEUMYIIECTBA JEIal0T CBEPTOU-
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Hble HEHpOHHBIE ceTH OoJiee YPPEKTUBHBIMU U TOYHBIMH, YEM JAPYTHUE METO/IbI
pacno3HaBaHUsl pyKONMCHOTO TekcTa. Kpome Toro, cBepTouHbIe HEUPOHHBIE Ce-
TA MOTYT HUCIIOJIb30BAThCA HA PA3JIMYHBIX S3bIKAX W MPU PAIUYHBIX YCIOBHIX
ChEMKH, YTO JICJIACT UX YHUBEPCAIbHBIM PEIICHUEM Il MHOTHX 33J1a4 pacIo-
3HABaHUs PYKOIIMCHOT'O TEKCTA.

BriBOa

B 3akiroueHue, uCroabp30BaHUE CBEPTOYHBIX HEUPOHHBIX CETEH ISl pacio-
3HABaHUsI PYKOMMCHOIO TEKCTa SIBJISIETCA MEPCHEKTUBHBIM HAIIPABJICHUEM pa3-
BUTHS 00JIACTH MAaIIMHHOTO OOYYEHHSA. DTH CETH MMEIOT BBICOKYIO TOYHOCTH
pacro3HaBaHUsi U MOTYT MCIIOJIb30BaThCA B IIMPOKOM CIEKTpE 3ajjad, CBs3aH-
HBIX ¢ 00pabOTKON PYKONMHUCHBIX 3alMCEl, BKJIIOYas CHUCTEMBbI pacrlio3HaBaHUs
PYKOITUCHBIX TOAMHUCEN U CUCTEMBI JIOKAJIU3AIIMU U KIaCCU(DUKAIINH TTHCEM.
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®OPMHUPOBAHMUE OIITUMAJIBHOI'O ITOPT®EJIA HEHHBIX
BYMAI' METOJAMU MAIHIMHHOI'O OBYYEHUA

Memoobl mawunnoeo 00yueHUs HAX00SM WUPOKOe NPUMEHEHUE 8 CAMBIX
paznuunvlx oonacmsx. Llenvto oanHoli pabomvl A6151emcsi 0eMOHCMPAYUsL 803-
ModicHocmel cemeil Xonguioa u ceHemuuecko20 aneopumma 8 NOCMmpoeHuu
ONMUMANbHO20 nopmdens yernwvix oymae. Onupasco Ha NPOSHO3bl AHAIUMUKOS,
OvLIU OMOOPAHBL CeMb YEHHBIX OYMa2 U3 PA3HBIX CEKMOPO8 IKOHOMUKU U C NO-
Mowblo sA3bIKa npoepammuposarnusi Python nocmpoenvi onmumanvuvie nopm-
Genu. Ilo coomuowenuro puck/00xooHocms Hauboiee NPusiLeKamelbHbIM OKd-
3ancs nopmeens Ha basze cemeii Xonguaoa.

Mooenv Maprosuya, cemu Xongunoa, eenemuueckuii aieopumm, onmu-
Manvuslil nopmeeis.

Khairullina Lilia Emitovna, Khakimov Zulfat Niyazovich
FORMATION OF AN OPTIMAL SECURITIES PORTFOLIO BY
MACHINE LEARNING METHODS

Machine learning methods are widely used in a variety of fields. The pur-
pose of this work is to demonstrate the capabilities of Hopfield networks and a
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genetic algorithm in building an optimal portfolio of securities. Based on ana-
lysts' forecasts, seven securities from different sectors of the economy were se-
lected and optimal portfolios were built using the Python programming lan-
guage. According to the risk/return ratio, the portfolio based on Hopfield net-
works turned out to be the most attractive.

Markowitz model, Hopfield networks, genetic algorithm, optimal portfo-
lio.

Bsenenne

B ycnoBusIX TeKyllell BbICOKON BOJATUIBHOCTH YKOHOMHUYECKOW CHUTya-
IIUH, BCE OOJBITYI0 BAXKHOCTh MPUOOPETAET JOCTHXKEHUE MTOCTOSTHHOTO JI0XO/a U
coxpaHeHue HakorieHnid. OJIHUM U3 CIIOCOOOB PEIICHUS ITOU 3a/1auu SABJISETCS
UCIIOJIb30BaHUE PA3JIMYHBIX MHBECTUIIMOHHBIX MHCTPYMEHTOB, BKJIIOYasi MOPT-
denpHOE MHBEeCcTHpOBaHUE. Mies mopTdebHOro MHBECTUPOBAHUS 3aKIIIOUAETCS
B PacHpeAesieHU JTOCTYITHBIX HHBECTUIIMOHHBIX PECYPCOB MEXIY Pa3IMUYHBIMU
BUJIAaMH AaKTHUBOB, MCXOJs W3 CBOMX Ienell u 3amad. Ha cerogHsAmHWil J1€Hb
OYEHb MHOTHE OAHKU MpeJIaraloT UHBECTUIIMOHHBIE TPOYKTHI. [Ipu sTOM cre-
JyeT OTMETHUTh, YTO OOJBIIMHCTBO COBPEMEHHBIX MHBECTHUIIMOHHBIX MPHUIOKE-
HUW OPUEHTHUPOBAHBI HA TO, YTOOBI MHBECTOPHI CAMOCTOSATEIHLHO (POPMUPOBAIH
cBou noprdenu. JlaHHast CTaThsl UMEET CBOEH IEJIbI0 IEMOHCTPAIIMI0 METOJOB
MAITUHHOTO OOYYEHHMSI I CAMOCTOSITEILHOTO TPOTHO3UPOBAHMS OITUMAJIBHBIX
noptderne U cpaBHEHUS UX MPUBIIEKATEIILHOCTH.

1. CymiHocTh noprdenbHbiX nHBecTUlMi. Moaeas MapkoBuna

[Toprdenbuas Teopuss MapkoBuila - 3T0 KOHUENTYyaJIbHBIA MOJIXO, pa3-
pabortannbiii I'appu Mapkosutiem (Harry Max Markowitz) B 1950-x romax, B
OCHOBE KOTOPOTO JISKUT UEs ONTUMAILHOTO BHIOOpAa aKTHBOB, UCXOJS U3 Tpe-
OyeMoro COOTHOIIEHUSI JOXOJHOCTH/PUCK. ABTOPOM OBbUIM MaTEMaTHYECKH
(bopManr30BaHbl TOHATHUS «JIOXOTHOCTBY U «PHUCK).

JloxoaHOCTh — ATO KonM4YecTBeHHass Mepa 3(PdeKTUBHOCTH (HPMHAHCOBBIX
onepanuii. JIoxoaqHOCThIO TOPTQEst OOBIYHO HA3BIBAIOT YACIBHBIN MPUPOCT €TO
CTOMMOCTH 3a Iepuoji BpeMeHu [6]. OxupgaeMoi JOXOIHOCThIO M; HA3BIBAIOT
MaTeMaTUYEeCKOe OXHIAHHE JOXOJHOCTH I-r0 aKTHBa 3a IMEPUOJ] BPEMECHH.
Cpennuit wim oxugaemseiin 1oxoa E(X) moptdenst 1meHHbIX OyMar onpeaesieTcs
CJIeIYIOIUM 00pa3oM:

N
E()=) myx,.
j=1
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31ech Xj — 1oJis IeHHOM Oymaru Buaa | B optderne, N — KoJTHuecTBO aKTHBOB B
noptderne; cymma J1oJiel akTHBOB B TIOPTQee TOKHBI ObITh paBHA 1.

Puck mpencraiser coboii BEpOSTHOCTh BO3MOXKHOW HEXEIAaTEIbHOH TM0-
Tepu. MapKOBHII CBSI3aJI PUCK C BOJIATUIIBHOCTBHIO aKIIMU — YE€M BBIIIE pa3zopoc
IICH Ha aKIUio, TeM OoJbIlle pUCK MHBECTOpa. Puck Bcero mopTderns onpeaens-
eTcs 1o popmye

N N

o, = ZZXin cov;
i-l j-1

rJie COVij — KOBapHalus TOXOAHOCTH I-U U |-l akIuu.

B cBoelt Teopun noprdenbHbIX WHBECTUIIMM MapKOBHUIL TTPEITIOXKUIT CyO-
ONTHUMH3ALMOHHBIE MaTeMaTH4ecCKue Mojienu (OpPMHUPOBAHUS ONTHUMAIBLHOTO
noptdes eHHbIX Oymar npu onpeaeaeHHbIx yenoBusx [10]:

- mopTdenb MUHUMAJIBHOTO PUCKa MPHU YCIOBUHU, YTO JOXOJHOCTH MOPT-
dens He 10KHA OBITh MEHBIIIE 33JAHHON BETMYUHBI M;

- mopTdesib MaKCUMAIbHOU JOXOJIHOCTH MPHU YCIOBUU, YTO PUCK JTOJDKEH
OBITE HE OOJIbIIIE 3aJaHHON BEIUYUHEI O.

Mopens MapkoBulla IMEET CBOM OTPAaHUYCHUS], TAK KaK OHAa OCHOBaHa Ha
IPEANOJIOAKEHUNA O HOPMAJIbHOM PacCIpeIeIEHUH TI0XOIHOCTH aKTUBOB, KOTOPOE
HE Bcerja crpaseminBo. Kpome toro, Metoq MapkoBulia HE YUYUTHIBAET U3MEH-
YUBOCTb PHIHOYHBIX YCJIOBUI U MOKET 1aBaTh HEYCTOWUYUBBIE PE3YJIbTAThI B ME-
PHOJIbI SKOHOMHYECKON HECTaOMIIBHOCTH.

[lepcnieKTUBHBIM HAMpPaBIIEHUEM PEUICHUS dTUX MPOOJIEM SIBISIETCS MPU-
MEHEHHE aITOPUTMOB MAIIMHHOTO 00y4eHus [1, 3-4].

2. MeToabl MALIUHHOTO 00y4YeHUsI

ANTOPUTMBI MAIIMHHOTO OOYYE€HMsI 3aHUMAIOTCSI CO3/IaHWEM MaTeMaTH-
YECKUX MOJIeJiell Ha OCHOBE CIEIMAIbHO OTOOpPAaHHBIX HAYaJIbHBIX JAHHBIX, U3-
BECTHBIX KaK BbIOOpKa 0OyueHus. [locime oOydenus anropuTMa Ha 3TOU BhIOOD-
K€, IPOU3BOAUTCS MPOTHO3, KOTOPHIA UCTIONB3YETCS ISl HPUHATUS PELICHUM.

2.1. Cetu Xonduaaa

Ceru Xondumnna sSBISIIOTCS MOAEIBIO UCKYCCTBEHHBIX HEHPOHHBIX CETeH,
paszpaborannoit J>xonom Xondunmaom B 1982 rony. Cetn Xondunmaa crtanu oj-
HOW W3 MEPBBIX YCHEIIHBIX MOJAEJIEN PEKYPPEHTHBIX HEUPOHHBIX CETEU U MOJTY-
YA IMUPOKOE IPUMEHEHNE B Pa3TUYHBIX 001aCTsIX.

OyHKIUS aKTUBAIIMY B CETH XOM(HUIIa OOBIYHO OMPEISAETCS KaK MOpo-
roBasi (PyHKIIMSI, KOTOpasi BO3BpallaeT 1, ecau BXOAHOE 3HAUEHUE MPEBBIMIACT
omnpezaeneHHbld nopor, 1 0 B MpOTUBHOM ciiy4ae. B KoHTekcTe mopTdenbHoit
TECOPUH, KaXIblii HEHpoH B ceTn Xomduiaaa MOXKET MPEACTaBISATh aKTHB B
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noptdene, u ero cocrosiaue (0 wm 1) orpakaeT HATUYKME WM OTCYTCTBUE JaH-
HOTO akTWBa B moptderne. BzaumoneicTBue Mexay HEHMpPOHAMHU OIpeaeseTCs
BECaMU, KOTOPBIE OTPAKAIOT KOPPEIISIIHIO MEKy HHCTPYMEHTaMH.

AnroputMm 0o0ydeHHs ceTh XOmQWiga OCHOBAaH Ha TPUHIIUIIE acCOIHa-
TUBHOW MaMSTH - BMECTO IOCJIECIOBATEIILHOTO MPUOMIKEHUS K YCTOWIHBOMY
COCTOSTHUIO C BBIYHMCIICHHUEM M KOppEKIHeH OIMMOOK, Bce KOAPPUIIUEHTHI MaT-
PUIIBI PACCUMTHIBAIOTCS 3a OJHMH ITUKJI U CETh CTAHOBUTCS MPHUTOJIHOMN K paboTe.
OO6yuenue cetu Xomnduiaa MPOUCXOAUT MO paBuiry Xeboa:

1 m
Wy = D XX
N5

rae N — KOMM4ecTBO aKTHBOB, Xij — O)KHAaeMasi JOXOJAHOCTh aKTHUBA | B BBIXOJ-
HOM J-M BEKTOpEe, M — KOJHMYECTBO 3aIIOMUHACMBIX BBIXOJHBIX BEKTOPOB, K —
HOMEp 3alTOMHUHAEMOT0 BBIXOHOTO BEKTOPA.

Cetru Xomndunaa no3BosIOT 00ydaTh NOpT(eEbHOE pachpe/eieHrue ak-
TUBOB HAa OCHOBE MCTOPUYECKUX JAHHBIX U ONTUMHU3UPOBATH €TO C IENBIO J0-
CTIDKEHUS HKEJTaeMOT0 KPUTEPHsl, HAPUMEP, MAaKCHMH3AIUN TOXOJAHOCTH WJIH
MUHUMU3aIUU prucka. [lociae o0yueHus: CeTh MOXKET UCTHOIB30BATHCS AJIS MPO-
THO3MPOBAHUS OYAYyIINX COCTOSHUN MOPT(hEs W NMPUHATHS PEHICHUN MO €ro
pebanancuposke [1, 7].

2.2. I'eHeTHYeCKUH AJITOPUTM

Hcxoas u3 Moenu SBOJIIONNH, TeHETHUYECKUI aITOPUTM CTPEMUTCS HATH
pelieHus, KOTopble 007a1al0T HanboJiee ONTUMATBHBIMU 3HAYCHUSIMH BCEX 3a-
JaHHBIX KPUTEPHEB BBIOOpA. DTOT MPOIECC aHAJOTHYEH HBOJIIOLUN B TIPHUPO/IE,
r7ie MyTeM KOMOWHUPOBAHUSA W M3MEHEHHs] TeHETHUECKON MH(OopMaImm, HOBBIE
ocodu GOpMUPYIOTCS W MPUCHOCAOJIUBAIOTCS K H3MEHSIIOUIUMCS YCIOBUSM
okpyxatoien cpenbl [8-9]. [IpuMeHuTeNnbHO K TOPTHETLHON TEOPUU TeHETHYEe-
CKUH alTOPUTM BKJIFOYAET CICAYIOIIHE [Iaru:

1. Ompenenenue mapaMeTpoB: pazMep MopTdens, JOCTYMHbIE aKTUBBI, J10-

MyCTUMBbIC 3HAUCHUS BECOB AKTHBOB M (DYHKIIMIO 1IEJICBOM OMTUMHU3AIIHH.

2. VHunmanu3ays TOMyJSIAK: CO3/1aeTCsl HadalbHas MOMYJISIUsSI mopTde-

JeH, Te KaXAbld MOpTQenb MpencTaBieH Ha0OpOM TeHETHUYECKUX XPO-

MOCOM, TPEACTABIISIONINX BeCa aKTUBOB.

3. Ompenenenrie PyHKIMU NPUCTIOCOOIEHHOCTH: OLIEHUBAETCS MPHUCIIOCO0-

JIEHHOCTh KaXKJ0T0 NopTdeis B MOMYJISALUA HA OCHOBE BIOpaHHOU (yHK-

[IUU 1EJIEBOM ONTUMHUBALINH.
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8.

OT60p poauTeneii: BHIOUPAIOTCS HanboJee NPUCIOCOOICHHbBIE MOPTQhETH
B MOMYJISIIIUU B COOTBETCTBHUH C (DYHKITUEH MPUCIIOCOOTICHHOCTH IS pa3-
MHOKEHUSI.

['eHeTHYeCcKUe OMEPATOPHI: MyTEM CKPEIIMBAHUS U MYTAIMH TTPOUCXOIUT
CO3/1aHHE HOBBIX MOpTdernei.

OOHOBJIEHHE TOMYJIAIMKA: HOBbIE MOPTHEIN 3aMEHSAIOT MEHEe IMPHUCIIO-
cOOJICHHBIE TOPTQETH B TOITYJISAIINH.

[ToBTOpeHME maroB 3-6 10 AOCTHXKCHUS 33aHHOTO KPUTEPUS OCTAaHOBKH,
TAKOro KakK JOCTHXKEHHE OIPEACIICHHON MPUCIOCOOICHHOCTH WM CXO-
JTUMOCTH ONITUMAJIEHOTO PEIICHHUS.

OT60p Jy4IIero peneHus: — ONTUMAILHOTO TOPTdEIIs.

3. OMnMpuyecKoe Uccjae0BaHue
OpueHTHpYSICh HAa TIPOTHO3BI AaHATUTUKOB [2, 5], oTOEpeM JJis aHaIu3a aK-

MU TIPEJCTABUTENICH Pa3IMYHBIX CEKTOPOB YKOHOMHKH, UMEIOIIHME HanOOb-
muid nmoreHuuan pocta: Jlykoin, Coepbank, Annexc, 'aznpom, HopHukens,
Cyprytaedreras, @oc-Arpo. DMOUpPUIECKOE UCCASIOBAHNUE MTPOBEIEM I10 SxKe-
MECSIYHBIM KOTHPOBKaM 3akpbIThs 3a nepuof ¢ 1.05.2020 o 30.04.2023. HUcro-

pudeckue JaHHble Oyzem u3Biekatb ¢ Mocbupxku ¢ momoribpio OUOIMOTEKH
MOEX ISS API s3pika nporpammupoBanusi Python. Jlns nposenenus pacueron
M0 OTMHMCAHHBIM BBIIIE MOJEISM HaM TaKKe MOHAM00sITCS OMOIMOTEKH numpy,
pandas, SciPy.

3a paccMaTpuBaeMbIil MEPHUOJ HEKOTOpPbIE aKIMHU IMOKa3ald OTPULIATEIIb-

HYI0 JTOXOJHOCTb. HanbomibInyro oXuaaeMyro IOXOJHOCTh IOKa3add AaKIUH
®doc-Arpo:
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[Ipu monenupoBanuu noptdens ceTaMu Xomnduiaa ¢ 1eaeBor QpyHKIueH
MUHHMMU3AIUU pUcKa ObLI moydeH noprdensd 1 (tadma. 1). JJoxomnocts moptde-
14 coctaBuia 2,44%, puck — 6,99%.

[IporHo3upyemsplii ¢ TOMOIIBIO TE€HETUYECKOTO ajroputMa mnopTdensb
npezacTasiieH B cronone «[loprdens 2» tadn. 1. On umeer goxogHocTh 3,31% u
puck 11,9%.

Taomuma 1
CprKTypa OIITUMAJIBHBIX HOpT(l)CJIeﬁ
Axuuu [oprdens 2 (ceru Xom- Iloprdens 3 (renernue-
¢dua) CKHI{ aJITOPUTM)
CypryTHedreras 0 0,0011
CoepbaHk 0,24 0,0035
Jlykoun 0,06 0,0052
Sunexc 0 0,0035
Tasnpom 0,13 0,013
Hopnukens 0 0,0156
Doc-Arpo 0,57 0,958
JloxognocTh, % 2,44 3,31
Puck, % 6,99 11,9

OtMmetuM, yTO CTpyKTypa mopTdens 1 Omuska k noptdento MapkoBuia
MUHUMAJILHOTO PUCKA, B KOTOPOM B COOTBETCTBHHU C MpUHIIAMH MapkoBuiia B
pacyeT He NPUHUMAJUCh aKIHUK ¢ oTpulaTteabHbiMu qoxogHoctsamu: (0; 0,207;
0,181; 0; 0,159; 0; 0,453), noxoguoctb — 2,06%, puck — 6,6%.

BoiBOABI

B mannoii paGoTe ObUIM IPEACTABIICHBI 1BE MOJIEIN MAITMHHOTO O0Yy4YeHUS
JUTSI TIOCTPOEHUST ONITUMAIILHOTO MOPTQeEs 1eHHbIX Oymar. OnrcaHHbIe MOJICTH
MOTYT OBITh TIOJIC3HBI JIJIi CPABHEHUS TIPUBJIEKaTeIbHOCTH mopTdeneit. Ha oc-
HOBE pealbHBIX JAHHBIX C MOMOIIBIO sI3bIKa MporpaMMupoBanusi Python Obimn
MOJTYYEHBI JIBA ONITUMAILHBIX MOPTQEs, mpuieM MopTQesb, CMOIECTUPOBAHHBIN
C MIOMOIIIBIO HEUPOHHBIX ceTeil Xonduiaa, okazaics JIydlIuM M0 COOTHOLIEHUIO
PHUCK/TOXOTHOCT.

PaGora BbImosIHeHa 3a cuyer cpeacTB IlporpaMmmbl cTpaTeru4eckoro
akagemuueckoro jguaepcrsa Kasanckoro (IlpuBosrkckoro) ¢geaepajbHOro
yuuBepcurera ("IIPUOPUTET-2030").
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KNUBEPATAKUW HA KPYIIHBIE KOPIIOPALIMU: ITPUYUHBI,
HOCJIEACTBUA U METO/bI 3AIIIMUTHI

Kubepamaku na kpynhvle kopnopayuu npeocmasisitom cepbe3nyio yepo3y 0 ux
bezonacrnocmu, gunancosol ycmouuugocmu u penymayuu. Llenvio oannozo uccnedo-
8anusl ObLIO paccmompeHue NPUYUH, NOCIe0CMEUL U Memoo08 NPOMUBOOeUCMEUs. Ku-
bepamaxam. [[na oocmudicenus OaHHOU yeau Obliu NOCMABIeHbl 3a0ayu. U3y4ums oc-
HOBHble Munvl Kubepamax, nposecmu aaiu3 NpuduH Kubepamak, oyeHums yuepo,
NPeoNIoAHCUMb MemoObl 3auumsl U peKOMeHOayuu no yaydueHuro kubepbezonacnocmu
Kopnopayutl.

Hccneoosanue 6via6uno, umo 2nagHoll npuyuHol Kubepamax Aeisiemcs uenose-
yeckuti gpakmop. Dhexmuenvimu memooamu 3auumol AGNAIOMCA cemesvie Mepbl,
3auunyennsvle 001auHble XPAHUIUWA, CUCMEMbl WUPDPOBAHUS OAHHBIX U pe2YIapHble
mecmuposanusi Ha NPoHuKHoseHue. Komnanuu 0ondcHbl YIyyuumes npoyeccol ynpas-
JIeHUsL YA3BUMOCIAMU, KOHMPOIb 6X00d 8 cucmemsl, ouggepenyuposanue 0ocmyna u
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00yueHUe nepcoHana no kKubepbezonachocmu. OMoO NO360IUM NOHUZUMb DUCKU U
npeodomepamums Kubepamaxu Ha KpynHole KOPRopayuu.
Kubepamaxu, xopnopayuu, npuuunsl, nocieocmeus, memoovl 3auumsl, Kubep-

6630naCHOCn’Zb, YA3ZBUMOCMU.

Miroshnichenko Daria Vyacheslavovna

CYBER ATTACKS ON LARGE CORPORATIONS: CAUSES,
CONSEQUENCES AND PROTECTION METHODS

Cyber attacks on a large serious corporation for their security, financial stability
and reputation. The purpose of this study was to investigate the causes, consequences
and methods of counteracting cyber attacks. To achieve the goals set, the following
tasks were set: to be guided by the main types of cyber attacks, analyze the causes of a
cyber attack, assess the damage, offer protection measures and recommendations for
corporate cyber security security.

The study revealed that the main cause of cyber attacks is the human factor. Ef-
fective protection methods are network measures, secure cloud storage, data encryp-
tion systems and regular penetration testing. Companies need to improve vulnerability
management processes, login controls, differentiated access, and cybersecurity train-
ing for staff. This will reduce risks and prevent cyber attacks on large corporations.

Cyber attacks, corporations, causes, consequences, protection methods, cyber
security, vulnerabilities.

BBenenue

KubGepaTtaku cTaam HEOThEMIIEMOM YacThIO COBPEMEHHOTO Mupa. KpymHbie
KOpIOpaluyu, MHOTHE U3 KOTOPBIX XPaHAT U 00paldaThIBalOT OOJBIINE OOBEMBI
BaXHOW WH(MOpPMAINK, OKa3bIBAIOTCS OCOOEHHO YSI3BHUMBIMU Tepe]; KubepaTa-
Kamu. B 3TO# cTatbe MBI pacCMOTPUM MPUYHHBI, TTOCIEACTBUS U METOJIbI 3aIlly-
THI OT KHOEpaTaK Ha KPYMHbIC KOPTIOPAIIUH.

OcHoBHas yacThb

OnuH U3 TIaBHBIX MOTHBOB KHOEpaTak Ha KpPYIHBIE KOPHOpAIlUd — 3TO
(¢buHAHCOBOE BO3HATpPaXKICHHUE. 3JOYMBIIUICHHUKH MOTYT HCIOJIh30BaTh pas-
JUYHBIC CTIOCOOBI IS TIOMYYCHUS TOCTyNa K KOHPUACHIHAIHLHOU HHPOPMAIIUH,
TaKOW KaKk HOMepa KPEOUTHBIX KapT, JMaHHBIE KIUEHTOB, OAHKOBCKHE CYETa W
napyrue 1eHHocTH. [locme Toro, Kak 3JI0yMBINIICHHUK MOTYYUT JOCTYIT K TOM
nH(pOpMaIMK, OH MOXKET €€ MPoAaTh Ha YEPHOM PBIHKE WJIM WCIIOIH30BATH €€
CaMOCTOSITENIBHO JIJI1 MOIIIEHHUYECKHUX JIEMCTBUM.
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Opnnako He Bce KuOepaTaku CBsA3aHbI ¢ (PMHAHCOBBIMH MOTHBaMU. B Heko-
TOPBIX CIYYasiX 3JI0YMBIIIJIEHHUKA MOTYT MPOBOJUTH ATAKHU C 1EIbI0 HAHECEHUS
yiiepba pernyTalud KOMIAHUU WIA JaXe OTOMCTHUTH 3a MEpPEKUThIE OOUJBI.
Hanpumep, xakepbl u3BecTHOM rpynnupoBku Anonymous B 2011 roay nposenu
CEpHIO aTaK Ha KOMIIAHUU, KOTOPhIE OHU CUUTAIM MPUBEPKEHIIAMHU 3aKOHOTMPO-
€KTOB 110 00pbOe ¢ MUpaTCKUM KOHTEHTOM B HTepHeTe.

Takxe CTOMT yHnoOMsiIHYyTb, YTO KHOEpaTaku MOTYT OBbITh MPOBEICHBI HE
TOJIBKO 3JI0YMBIIIJIECHHUKaMU U3BHE, HO ¥ BHYTpU camoil komnaHuu. CoTpyiHU-
KU, UMEIOIUE JIOCTYN K KOH(MUJIEHIHUATBHBIM JTaHHBIM, MOTYT MCIOJb30BaTh
ATOT JOCTYM JJI CBOMX JMYHBIX MJIM YaCTHBIX Iiejeil. B aTom ciyuae kubepara-
KU MOTYT OBITh BBI3BaHbI HE TOJILKO BHEIIHUMH (PAKTOpaMH, HO U BHYTPEHHEU
0€30MacCHOCTbIO KOMITAHUU.

Kpome Toro, kubepataku MOTYT OBITh HAIPABJICHBI U HA TOCYAaPCTBEHHbIE
YUpEeXKIACHUS, BKIIIOYasl IPaBUTEIBCTBA, ApPMUM U Pa3U4HbIe OpraHu3anuu. Ta-
KH€ aTaKi MOTYT MMETh Pa3juvHbIe IEJIH, TAaKhe KaK MoJIydeHrue KOHPUICHITU-
anbHOW MHGOpPMAIMKU, HAaHEeCeHHE yiepOa MHOPACTPYKTYpEe WU JIake MPOCTO
BBI30B Xa0Ca U HapylIeHHe OOLUIECTBEHHON OE€30MaCHOCTH.

Kubeparaku MOryT cTaTh NPUYMHON CEPHE3HBIX IKOHOMHUYECKHX TMOTEPh
JUTSI KOMITAHWM U TOCYIapCTB, HE TOJIBKO M3-3a YT€UKU KOH(MUICHIIMATHLHON UH-
dbopmaru, HO M HM3-3a MPOCTOSI OM3HEca U HEOOXOJIMMOCTH IMPOBEICHHS pac-
CJIEIOBAaHUI Y BOCCTAHOBJICHUS TOCIIE aTaKHu.

JList 3a1UTHl OT KUOEpaTak HeOOXOJMMO MPUHUMATH MEPHI TIO MOBBIIICHUIO
ypOBHS 6€30MacHOCTU HH(POPMAIIMOHHBIX CUCTEM U CETeH, MPOBOJIUTH PETYJIspP-
HBIC ayJUTHl ¥ TECTUPOBAHUS HA MIPOHUKHOBEHHUE, 00yUYaTh COTPYIHUKOB OCHO-
BaM KHOepOEe30IMacHOCTH U CO3/1aBaTh KYJbTYpy O€30MaCHOCTH BHYTPH KOMIIa-
HUU. Takke BaXXHO CJIEIUTh 32 HOBBIMU METOJaMU U BUJAMU KHOepaTak U Mpu-
HUMATh MEPHI 110 UX MPEJOTBPAIIECHUIO.

Kubeparaku Ha KpymHBIE KOPHOpAIMA MOTYT UMETh Pa3IUYHbIC MOCIHIEI-
CTBUSA, BKIIOUAs YTEUKY KOH(PHUACHIMATHHOW HHGOpPMAIMH, TMOTEPIO JaHHBIX,
HapylieHne paboThl caiiTa WU APYTOro MporpamMMHOro oOecrieueHusi. Kpome
TOTO, KHOEpaTakKu MOTYT HAHECTH CEPhE3HBIN yIIepO peryTaruu KOMIAHUU |
MIPUBECTH K MOTEPE IOBEPHS CO CTOPOHBI KJIMEHTOB M MTAPTHEPOB.

Hexkortopsie 13 Hambomee 3aMETHBIX KuOepaTak Ha KPYITHBIE KOPIOPAIIUH,
MIPOU3OIIEIINX B IMMOCJIEIHUE TOJIbI, BKIIOUYAIOT CIEAYIOIIHE:

1. Kubepataka na Sony Pictures B 2014 rony. B pesynbrare ataku Obuia
yKpajaeHa 0oJbllas 4yacTh KOH(PHUACHIUATbHON MHPOpMAIUH, BKIIOYast (PUHAH-
COBBIC JIaHHBIE, IEPCOHATLHYIO UH(POPMAITUIO COTPYIHUKOB U TPOU3BOJICTBEH-
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Hbl€ MaTepuajbl. ITO MPUBEJIO K 3HAYUTEIBHBIM YOBITKAM M CYIIECTBEHHOMY
yiiepOy ISl pernyTaluyu KOMITaHUH.

2. Ataka WannaCry B 2017 rogy. B pesynbrare ataku WannaCry Obliu
3apakeHbl KOMIBIOTEPHI B Oosiee yeM 150 cTpaHax, BKIIOYasi MHOTHE KPYITHBIE
Koprioparuu u opranuzamnuu, Takue kak FedEx, Deutsche Bahn u Nissan. Ataka
MOBJIEKJIa 32 COOOW 3HAUYMTEINIbHBIE YOBITKU, MpepBaia padoTy MHOTHX MPEIIpH-
ATUH U MOKa3aya yA3BUMOCTh MHOTHUX CHUCTEM 0€30MacHOCTH.

3. Kubeparaka Ha Equifax B 2017 rony. B pesynbraTe ataku ObLIU YKpa-
JIEHBl TIEPCOHANIbHBIE JaHHbIE OKOJO 147 MWIJIMOHOB KIHMEHTOB KOMIIAHUH,
BKJIIOYAsi MIMEHA, aJipeca, HOMepa COLMAILHOTO CTPAXOBAHUS U APYTYIO KOH(U-
JeHIMaNbHYI0 HH(pOopMaIuio. JTa kubeparaka cTana OJHON U3 CaMbIX KPYITHBIX
KkuOepaTak B HUCTOPUH.

4. Kubeparaka Ha Marriott International B 2018 rony. B pe3ynbrare ataku
ObLTM yKpajieHbl JaHHble okoyio 500 MUJUTMOHOB KJIMEHTOB, BKJIIOYas MMEHa,
azpeca SJICKTPOHHOU IMOYTHI, HOMEpA TeNedOHOB U JPYTryr0 KOH(MUIEHIIUATb-
HY10 MHGOpPMAIIMIO. JTO BBI3BAJIO CEPHE3HBIN YIIEpO penmyTaluy KOMIIAHUU U
HOTEPIO I0BEPHSI CO CTOPOHBI KIIMEHTOB.

Cy1iecTByeT MHOXECTBO CIOCOOOB 3alUThl OT KUOEpaTak Ha KpPYITHBIC
KOPIOpaIuu, HEKOTOPbIE U3 KOTOPHIX BKIIOYAIOT CJIEIYIOIIUE:

1. Kontpons nocryma. st obecniedeHus: KOHTPOJIS JAOCTyna K KOH(pUIEH-
[UaIbHOM MHQPOpPMAIIMU, KOMIIAHUM MOTYT WCIIOIb30BaTh Pa3IUYHbIC TEXHOJIO-
ruu U MeToibl. OJIMH U3 CaMBIX PAaCIPOCTPAHEHHBIX CIIOCOOOB — ATO MCIOJIB30-
BAHUE MapOJIEW Uil aBTOPU3alMU TOJIb30BAaTENIE Ha cUCTEME. Takke MOXKET
ObITh IpUMEHEHa MBYX(haKTopHas ayTeHTU(UKaIus, KoTopas TpeOyeT OT MOJjb-
30BaTesis JABYX pa3HbIX POpPM MOATBEPKACHHS CBOCH JIMYHOCTH (HAmpUMeEp, KO-
na 3 SMS unm ornedarka nanbia). Jpyrue TeXHOJIOruM, TaKhe Kak ymnpasJe-
HUE TIpaBaMU JTOCTYIIA U CETEBBIC HACTPOUKHU, MOTYT TaKKe UCIIOJIb30BATHCS JIS
obecrieueHuns 6€30MacHOTO J0CTyNa K HHMOpMaIiu.

[IpumepoM KOHTpPOJISE AOCTyIa MOXKET CIYKHUTh HCIOJIb30BAHUE CHCTEMBbI
yrnpasieHus mpaBamu jpoctyna (Access Control System), koTopasi Mo3BOJSET
OTIPENIETNTh, KAaKUEe TOJIb30BATEIN MOTYT MOJIy4YaTh OCTYI K KAaKUM JTAHHBIM H
dbynkuusm B cucteme. K mpumepy, Bpauu B roCIUTaN€ MOTYT UMETh JOCTYII
TOJIBKO K MEAUITMHCKUM JAaHHBIM CBOMX MAI[MEHTOB, & YUCTHBIC 3aMKCU OyXTal-
TEPOB KOPIOPAIUK MOTYT UMETh JIOCTYN TOJHKO K (PMHAHCOBOHM WMH(MOpMaIuu.
B stoMm cnyuae, ynpaBieHue mpaBamMH JOCTyHa HE TOJIBKO oOecrieunBaeT 0e3-
OTACHOCTH JIAHHBIX, HO U MPEIOTBPAIIAET CIIyYailHOE WM 3JI0YMBIIUICHHOE MC-
MOJIb30BaHNE KOH(UICHITNATEHON MH(GOPMAIIAH.
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2. llludpoanue manuwix. [lIudpoBanue spisercs 3¢hPEKTUBHBIM CIIOCO-
O0M 3alUThl KOHPUACHIIMATBHOW HMHPOPMALIUU OT HECAHKITMOHUPOBAHHOTO JI0-
CTyna. 9To Mpolecc MpeoOpa3oBaHus TaHHBIX B HEMOHSATHBIN /1JIs1 TOCTOPOHHUX
BU/JI, YTOOBI TOJHKO aBTOPU30BAHHBIE MOJIb30BATEIM MOTJIM paciinpoBaTh UX.
[IudpoBanre MOKET MPUMEHATHCS JIJISl 3alIUTHI JAHHBIX, XPAHALIUXCS Ha cep-
Bepax, B MepejaBaeMbIX COOOIIEHUAX U Ha YCTPOUCTBAX MOJIb30BATENCH.

[Ipumepom ucronb30BaHUs MUGPOBAHUS JTAHHBIX MOXET CIY>XHUTh Iepe-
Java IUIaTeXHOW MH(POpMAMK MEXIy OAHKOM M KIMEHTOM uepe3 UHTEPHET-
OankuHr. 3amu@poBaHHBIE JaHHbIE CHayalla OTHPABIISIIOTCA C KOMIIbIOTEpa
KJIMEHTa Ha cepBep OaHKa, I7ie OHU paciu(POBBIBAIOTCS MPU MOMOIIU KIIIOYa
mudpoBaHus. ITo 00ecleynBaeT 3alUTy OT BO3MOXKHBIX KrOepaTak, Mpu KOTo-
PBIX 3JIOYMBIIUIEHHUK MOXET MEePEeXBATUTh MEPCOHATIBHYI0 HHGOPMAIINIO U KC-
I0JIb30BAaTh €€ B CBOUX IIEIISIX.

3. OOHOBNIEHHE mMporpaMMHOro oOecrieueHusi. PerymnspHoe oOHOBIEHHE
IPOrpaMMHOT0 OOECTeUeHUsI U MaTuel SBJSETCS BaXXHBIM MEPONPUATHEM IS
obOecrieueHus 6e30macHOCTH cUCTEeMbl. OOHOBJIEHHS COJEPKAT HCIPABICHUS
OIUOOK U YSI3BUMOCTEN, KOTOPBIE MOTYT OBITh UCIIOJIB30BaHbI 3JI0YMBIILJICHHU-
KaMH JUIsl TIpoBeieHusI atak. KoMIaHnuu JT0KHBI CIIEUTh 32 HOBBIMUA OOHOBJIE-
HUSIMU U TIaT4YaMU, 4TOOBI OTIEPaTUBHO 0OecreunBaTh 0€30MACHOCTh CBOMX CH-
CTEM.

[Ipumepom peryssipHOro OOHOBJIECHUSI MPOTPAMMHOI0 O0ECIIeUEHUs SBIIS-
€TCsl UCTOJIb30BaHUE cUcTeMbl 00HOBIeHHs Microsoft Windows Ha komrmbroTe-
pax B oduce. Windows Update mo3BossieT aBTOMaTUYECKU 3arpykaTh U ycCTa-
HABJIMBAaTh OOHOBJICHUS 0€30MAaCHOCTU U UCIIPABJICHHM OITUOOK, KOTOPHIE MOTYT
OBITh MCTIOIB30BAHBI 3JI0YMBIIUICHHUKAMU JIJISl IPOBEACHUS aTaK Ha KOMITbIOTE-
PBI B CETH.

4. MounuTOpHuHT cucteM Oe3omacHOCTH. YacThlii MOHUTOPUHT CUCTEM 0e€3-
OMACHOCTH MOMOXET 0OHAPYKUBATh MOTEHITMATBHBIC YTPO3bl M TIPEIOTBPAIIATH
aTakd. DTO MOXKET BKJIIOYATh PETyJIIPHOE CKAaHWPOBAHHE CHCTEM Ha HaTU4He
BUPYCOB U JAPYrOro BPEJOHOCHOTO MPOTPAMMHOIO OOECTICUCHUS,, MOHUTOPUHT
CETEBBIX TPahUKOB U JJOTUPOBAHUE COOBITHIA.

[IpumMepoM MOHUTOPHUHTA CHCTEM O€30MAaCHOCTH MOXKET CIY)KUTh HCTIOJb-
3oBanue HHCTpyMeHTOB Network Intrusion Detection System (NIDS). NIDS mo-
CTOSIHHO CKaHUPYET TpauK B CETH KOMIAHUH, YTOOBI OOHAPYKMUBATH MOTEHITHU-
aNbHBIC YTPO3bI, TAKWE KaK MOMBITKA HECAHKIIMOHUPOBAHHOTO JOCTYIIA WU TIe-
penada KoHPpUACHINAIBHON HH(OPMAITUU Yepe3 HHTEPHET-ITPOTOKOJIBI.
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5. O0Oyuenue coTpyaHuKkoB. OO0yueHue COTpYIHUKOB B 00JacTH KubepOes-
OMACHOCTHU SBJISIETCS] BaXXHBIM KOMITIOHEHTOM YCIIEITHOM CTpaTeruu 3allUThl OT
kuOepaTak. PeryinsipHoe npoBeieHHEe TPEHUHIOB U 00yYaloluX CEMUHApPOB TO-
MOTaeT COTPYAHUKAM Paclo3HaBaTh MOTEHIIMAIbHBIE YTPO3bl U IPUHUMATh Me-
pHI 110 3amuTe oT HUX. OOydeHre MOXKET BKII0YaTh OCHOBBI MH(GOPMAIIMOHHON
0e30MacHOCTH, MOJUTUKY O€30MacHOCTH KOMITAHHHM M TPOLETypbl pearupona-
HUS HA UHIUJACHTBHI.

[Ipumepom mpoBeaeHUs OOYYEHHSI COTPYJIHUKOB MOXET CIIYKHUTh MPOBE-
JICHUE TPEHUHTOB BHYTPU KOMIIAHUU, TJI€ COTPYIHUKHU U3Y4al0T OCHOBBI KHOep-
0e30MacHOCTH M TPOXOJAT MpaKTHYeCKue 3aaanus. Hampumep, coTpyIHUKH
0aHKa MOTYT MOJYYUTh TPEHUHT IO 3alllUTe OT (DUILIMUHTA, KOTOPHINA BKIIOYACT
oOy4eHHe pacrno3HaBaHUIO MOJACIbHBIX JJEKTPOHHBIX MHUCEM U paccMmaTpuBa-
HUIO CJIy4aeB, KOrja KJIMEHTbl OaHKa ObUTM OOMaHyThl 3JI0YMBIIUICHHUKAMHU.
OOyueHue COTPYAHUKOB - 3TO BaXKHBIN DJIEMEHT YCHEIIHOW CTPATETUU 3aIUTHI
OoT KuOepaTak, MOCKOJbKY JaXe CaMble HaJEKHBIE€ CHUCTEMbl MOTYT MOJBEPT-
HYThCSI aTakam, €CJIM MOJIb30BaTeId HE 00JafaloT TOCTATOYHBIMU 3HAHUSIMU B
obnactu nHGOPMAIIMOHHON 0€30MacHOCTH.

[IpumepomM yCHemHOM 3auThl OT KHOEpaTaku Ha KPYIHYIO KOPIIOPAIMIO
MOXKET cIykuTh kommnanusi Google. KoMranust nHBeCTUpYET OOJIbIIINE CPEACTBA
B pa3pabOTKy M TEXHOJOTHUU 0€30MaCHOCTH U PETYJISIPHO OOHOBIISIET CBOM METO-
1wl 3amuThl. B 2017 roxy Google 3aMeTri HEOOBIYHYIO aKTUBHOCTH B CBOCH CH-
cTeMe U OBICTPO cpearupoBaj Ha ITO, MPEJOTBPATUB BO3MOXKHYIO KHOEpATaKYy.

BoiBOABI

Kubeparaku Ha KpyIHbIE KOPHOpAIMd MOTYT UMETh CEpPhE3HbIE MOCIIE/I-
CTBUS, KaK JIJIi caMOW KOMITaHWU, TaK M JUIs €€ KIUeHTOB. [loaromy 3ammura ot
kuOepaTak SBISICTCS BAKHOM YaCThI0 OM3HEC-CTpATEruH JIF0O0H KOMITaHUU.

KpynHbie xopriopamnuul TOJKHBI PETYJISIPHO OOHOBIISITh CBOM METOJIBI 3a-
IIUTHI U CIEAUTH 3a MOSBICHUEM HOBBIX Yrpo3. Vcrmonb30BaHNEe COBPEMEHHBIX
TEXHOJIOTUNA M Mojeliel 0e30MacHOCTH MOXKET TMOMOYb MPEAOTBPATUTH KuOe-
paTaku uim OBICTPO pearupoBaTh HA HUX B CIIy4ae BOSHUKHOBEHHSI.

Hakoner, BaXKHO MOHUMAaTh, YTO 3allUTa OT KHOEpaTak — ATO HE TOJIBKO
JIEN0 TEXHUYECKUX CIEIHAINCTOB, HO M BCEX COTPYIHUKOB KOMIMaHWH. Pery-
nsipHOE OOydYeHME TIepcoHaja B 00JacTH KuOepOe30macHOCTH W TIPUHITHE MEp
M0 YKPETUICHUIO O€30MaCHOCTH JTAHHBIX TTIOMOXKET YMEHBIIUTh PUCK KHOEepaTaku
Ha KPYIHYIO KOPIIOPAITHIO.
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OINTUMU3ALIAA MAPILIPYTHOM NH®OPMAIIUU B
BBICOKOHAI'PYXEHHbBIX CETAX

B cospemennvix Komnvlomepuuix cemsax ommedaemcs IKCNOHEHYUATbHbIU POCH
cemesou Hazpy3Ku. OmMo C813aHO, 8 MOM YUcle, C WUPOKUM PACHPOCMPAHEHUEeM
CMPUMUHEOBLIX OHJIALH-CEPBUCO8, KOMOpble NPedoCmAasiaiom Noib308amensim Mylb-
MuMeOUU bl KOHMEHM 8 8blCOKOM Kayecmee. Takdwce pocm HASPY3KU C8A3AH C pO-
CmMoM Yucia noavzogameneti, mpebo8amenbHbiX K CKOpOCmu pabomsl cemegvlx npu-
JIoJKCeHull U obvemam nepeoasaemvlx Oanuwix. Taxoiu pocm HazpysKu npusooum K
CHUICEHUIO Kauecmea npedoCcmasisieMblx cemegulx ycaye. /s peuweHus OaHHOU Npo-
Onemvl, 8 cyuae 603HUKHOBEHUST HEUWMAMHBIX CUMYAYUL 8 8blCOKOHACPYHCEHHBIX Ce-
msx, npeonazaemcs UCHONb308AMb MOOYIU NepPecmpoeHUs Mapupymuou ungpopma-
yuu, peanuzayus KOMopwvlx paccmMompena 8 OaHHOU pabome.

Komnvromepnvie cemu, pocm cemesou HacpysKu, MOOYIU NepecmpoeHus

MApuipymHoU UH@Gopmayull, 8b1COKOHASPYHCEHHbIEe Cem.

Orgdaev Arlan A., Polenov Maxim Yu.

OPTIMIZATION OF ROUTING INFORMATION
IN HIGH-LOAD NETWORKS

In modern computer networks, there is an exponential increase in network load.
This is due, among other things, to the widespread use of streaming online services
that provide users with multimedia content in high quality. Also, the increase in load is
associated with an increase in the number of users demanding the speed of network
applications and the amount of data transmitted. Such growth in the load leads to a
decrease in the quality of provided network services. To solve this problem, in case of
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emergency situations in high-loaded networks, it is proposed to use modules for re-
building routing information, the implementation of which is considered in this paper.

Computer networks, network load growth, route information rebuilding mod-
ules, high-load networks

BBenenue

CoBpeMeHHbIe KOMITBIOTEPHBIE CETH MPEOCTABIISET MOJIB30BATEINSAM MYJIbTH-
CEpBUCHBIC yCIYTH, 00ecneurBasi Ipyu ATOM BBICOKYIO MPOIYCKHYIO CIIOCOOHOCTD
U HAQJISKHOCTH Tiepenaur JaHHbIX [1]. OnHako Harpyska Ha CeTh MOCTOSHHO pac-
TET, IPUYEM PACTET SKCIOHEHIIMANIbHO. Tak, B MOcaeaHee BpeMs IHUPOKOE pac-
IPOCTpaHEHUE TMOMYYWIH CTPUMHUHIOBBIE OHJIANH-CEPBUCHI, KOTOPBIE MPEIo-
CTaBJISIIOT KOHTEHT IOJIb30BATENSIM B BEICOKOM KauecTBe. Takxke pocT Harpy3Ku
CBSI3aH C POCTOM YHCJIAa TOJIb30BaTeNeH, TPeOOBATEIBHBIX K CKOPOCTH PabOTHI
CETEBBIX MPUJIOKEHUIM M 00beMaM IepeaBaeMbIX JTaHHBIX B peajJbHOM BpeMe-
HU. [Ipu 3TOM CylecTByeT BEPOATHOCTh TOTO, UTO CETh HE CIIPABUTCS C TAKUM
MOTOKOM JIaHHBIX W MPOU30MIET CHIDKCHHE KauecTBa IMPEIOCTaBIsIEMbIX CeTe-
BBIX YCIIYT B BBICOKOHATPY>KEHHBIX CETSIX.

B cBs3u ¢ 9TUM, B HacTosIIIee BpEMs pacTeT aKTyalIbHOCTh PEIICHUS 3a/1a4
CBSI3aHHBIX C OpPTraHM3aIMell BBICOKOHATPYXKEHHBIX CETEH M ¢ BapuUaHTaMU HC-
MOJIb30BAHUS PA3JIMYHBIX MPOTOKOJIOB AUHAMHUYECKON MapuipyTuzauuu [2]. [Tpu
ATOM HEOOXOJIMMO YUUTHIBATh, YTO MPOTOKOJIBI JMHAMHUYECKOW MapIIpyTU3aI[uN
TaK)Ke OKa3bIBAIOT BO3JICHCTBUE HA HATPY3KY B CETHU 3a CYET COOCTBEHHOTO CITy-
xebHoro Tpaduka. Bece 3T0 MpUBOIUT K HEOOXOIMMOCTH PEIICHUS 3a7a4M T0-
BBIIICHHS KauecTBa (yHKIIMOHUPOBAHUS MPOTOKOJIOB JUHAMUYECKON MapIipy-
THU3ALMHU U aJITOPUTMOB MOKMCKA ONTUMAJIBHOTO MapIipyTa [3].

IIpoToKkoabI AMHAMHMYECKON MAPIIPYTH3ALMH

Bormpocsl cBsi3aHHBIE ¢ ONTUMHU3ANKMEH MapIIPyTU3AINN, aKTUBHO HCCIIE-
JYIOTCSl B TIocliefiHee BpeMs. BcenencrBue yBenuueHuss 00bEMa mepenaBacMoro
Tpaduka B CETAX BO3HUKIIA TOTPEOHOCTHh B pa3pabOTKe aJTOPUTMOB ONTHMU3A-
MY TIpolecca Mepeiavu TaHHBIX MEXKIY Pa3IuvYHbBIMU y371aMH ceTd. Tak, B pa-
0ote [4] aBTOpaMu TIPEACTABICHO pelIeHUE MPOOJIEMBI, CBI3aHHOM C IOBHIIIIC-
HUEM TMPOU3BOAUTEIILHOCTH CETH MPU MUKOBBIX HArpy3kax. J[Jis 3Toro ucmoss-
3YIOTCSI TIPOTOKOJIBI TMHAMHYECKOW MapripyTusamnuu, a umenHo, Open Shortest
Path First (OSPF) u Enhanced Interior Gateway Routing Protocol (EIGRP), a
TaK)Xe MPEJI0KEH METOJ], MOBBIIAIIINN MPOU3BOJIUTEIIBHOCTh CETU 3a CUET
nepepacyéra MapuIpyToB B ClIy4ae CHUKEHHS UX MPOU3BOAUTEIHLHOCTH.
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B uccnenoBanuu [5] npeasioxkeHO MOBBICUTh MPOU3BOJUTEIBLHOCTh (DYHK-
uuoHupoBaHus npotokona EIGRP mpu momMonmm nporpamMMHO-ONpPEAEsiEMOi
cetu SDN, B koTOpoil (yHKUHOHUPYET HMHTEIUICKTYyaJIbHBIA JTMHAMHYECKU,
JIUCIIETYEPCKUI KOHTPOJUIEP-KOPPEKTOP. JlaHHBIN KOHTPOJUIEP OCYIIECTBIISET
oOHapyKeHHE MeCTa BO3HHUKHOBEHHUS MOTEHIUMATBHOU MEPErpy3ku C Mocieny-
IOIIAM YCTPAaHEHUEM 3TOM MEPErpy3KH 3a CYET UCIIOIb30BaHUS CIIEIUATU3HPO-
BAHHOTO alIropuTMa. JlaHHBIN alrOpUTM BBINOJHSAET OAHO U3 CIEAYIOLIUX JIEH-
CTBUU (WJIM BCE TP MOCIIEIOBATENBHO) AJI YCTPAHEHUS TIEPETPY3KU:

pacrpeeneHre MoToka BO3MOXKHBIX PEEMHUKOB;

OIPEAEIICHUE BPEMEHHOIO IPEEMHUKA;

OYMCTKA MapIIpyTa.

B pabote [6] mpensioskeH moaxo/1 K peiieHnto mpooiaemMbl 0araHCUpOBaHUS
yBeIMuuBarouencs Harpy3ku B [P-cersx. [{is 3Toro ucnosb3yercsl cnenuanu-
3UPOBAHHBIN AITOPUTM ONTUMAJIbHONW MapUIPyTHU3ALUU [0 KpaTyaulleMy ITyTH.
Kpome TOro, BBINOJHEHO pacUIMPEHUE MHOTOJIYYEBOIO PACIPOCTPAHECHUS C
PaBHBIMHU 3aTpaTaMH, a TaK)Ke MOUCK JIOKAJIbHBIX cocelel uisi OalaHCUPOBKHU
NOTOKAa JaHHBIX. JlJI1 M3MepeHus MPOU3BOAUTEIBHOCTH MPENI0KEHHOTO aJro-
pUTMA Ha OCHOBE MYJbTUMOAAIBHON MOTOKOBOM PETYJISIIIUU HCHOJb30BaJIOCh
paclIMpeHre BPUCTUUECKOTO METO/Ia B MpeJIeNIaX HECKOJIbKUX MPOLIEHTOB.

B uccnenoBanuu [7] npeaiokeHo aganTUBHOE OalaHCHPOBAHHUE Harpys-
ki B OSPF-ceTsix 3a CYET MCnonb30BaHus pacnpenesi€HHoro noaxona. Peanuszo-
BaHO O0BEIMHEHHUE MPUMUTUBHO-IBOMHBIX METOJIOB C aJJalITUBHOMN 3BPUCTUKOM
st ontuMuzauuu BecoB OSPF. TlonydeHHbIEe pe3yabTaThl CBUIETENIBCTBYIOT O
TOM, YTO ONTUMM3AIUS KOIDPUITMEHTOB pa3eneHus Tpaduka MPUBOIUT K TO-
BBIIIEHUIO IPOU3BOJUTEIBHOCTH CETH B CPABHEHHUH C PABHBIM Pa3/ICIICHUEM.

AHaJIU3 POTOKOJIOB TUHAMUYECKON MAPLIPYTH3ALUU

B pabGotax [8, 9] BbIONHEH CpaBHUTENBHBIN aHAN3 MPOTOKOJIOB RIPV2,
EIGRP, OSPF, IS-IS. B xauecTBe KpuTepueB CPAaBHEHUS HCIIOJIb30BAIINCH:

a) BpeMsl KOHBEPrEHIINH;

0) o0bem ciryxebHoro Tpaduka;

B) aJIMUHUCTpPATUBHAS AUCTAHIIUS.

Br110 BBIMOTHEHO KOH(PUTYPUPOBAHKE BHIOPAHHBIX MPOTOKOJIOB TMHAMH-
YECKOW MapIIpyTH3aInH, a pe3yJIbTaThl MPeCTaBIeHbI B Ta0M. 1.

P€3yHI>TaTBI OKCIICPUMCHTOB

Kpurepnii RIP v2 EIGRP OSPF IS-IS
Bpewmst koHBepreHimu, cex 8,590100 0,609551 9,867057  9,467620
O06mwem ciayxeOHOTrO Tpaduka, 6aiiT 356 596 706 2517
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AJIMUHHUCTpATUBHAS TUCTAHIIUS 120 90 110 115

Jlanee ObLIO BBITIOJIHEHO CpPaBHEHHE AJTOPUTMOB KaXKIOTO MPOTOKOJIA C
1[EJIbI0 BEIYUCIICHUS MeTpUKU. 13 Tabmuipl 1 BugHO, 9To npotokoa EIGRP [10]
SIBJISIETCS JIYYIIIMM PEIICHUEM JJIsl IPUMEHEHHS B BHICOKOHATPY>KEHHBIX CETSIX.

JlaHHBIN MPOTOKOJ OBbLT BHIOpAH B KaUECTBE OCHOBHOTO JIJIsS PELICHUS 3a-
Jad ONTUMH3AIMK MapuipyTHOW uHpopmaruu. [IpoBepka paboToCocoOHOCTH
MPEAJIOKEHHOTO0 METOJIa ONTHUMHU3AIMU OblIa MPOU3BEACHA MPH IMOMOIIH CO-
OpaHHOTO CeTeBOro JIAOOPATOPHOTO CTEH/IA, MPEICTABICHHOTO Ha pHC.1.

192.168.2.2/24 192.168.3.2/24
gw 102.168.2.1 gw 192,168.3.1

192.168.1.2/24
gw 192.168.1.1

Puc. 1. Dxcnepumenmanvuulii cemesoul cmeHo

JlaGopaTopHbIil CTEHJ BKJIOYAET IISATh MaplipyTuzaTopoB. I[P-aapeca
Ha3HAYaJMCh CIEIYIOUMM 00pa3oM: cHavaja Ha UHTEep(ENChl, KOTOPbIE «CMOT-
psaT» B cTopoHy ceteBbix y3710B (I1K), cepBepa u siBasitoTCS 1UTI03aMU € apeca-
mu 192.168.A.1, rne A — nomep 1IK, cepsepa (PC;, PC,, Server). 3ateM uH-
TepdeiicaM MapipyTru3aTopaM HazHavaroTcsi [P-agpeca B cOOTBETCTBUHM CO Clie-
aytormmm npasuioM: 10.0.XY.X(Y), rne X u Y — HOMepa MapuipyTu3aTopoB
(R; — R5). Tak, unrepdeticy e0/0 mapmpytusatopa R1 mpucBoen ampec
10.0.12.1/24, a untepdeticy €0/0 mapmpytuzaropa R2 — 10.0.12.2/24 (tabn. 1).

Jlns Toro, 4To0bl 0becneuuTh ceTeByr0 AoctynHocTh [1K u mapmpyrtusa-
TOPOB BBIMIOJIHSIETCSI HACTpOMKAa MapuipyTuzauuu. s 3TOro ucnosib3yercs
npoTokoa auHamuyeckoit Mapupytuzauuu EIGRP. Ilocne Toro, kak BbImoJsiHe-
Ha HACTPOWKA MPOTOKOJA AuHaMuieckor mapipyTtuszaiuu EIGRP, na mapuipy-
TU3aTOpax OCYIIECTBIISAETCS MOCTPOSHUE TAOJIUIl MAPUIPYTU3ALMHA U JaJiee BbI-
HOJIHAETCS KOPPEKTUPOBKa mapametpa bandwidth na uarepdeiicax R2-e0/1, R3-
e0/1, R3-e0/2, R4-e0/1. D10 BBIIIOJHSIETCS C LIEIBIO TOTO, YTOOBI 3HAYCHUE MET-
puku pesepBHoro Mapuipyta R2-R3—R4 Obu10 6oiblie, yeM 3HaU€HHE METPUKHU
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ocHOBHOTo Mapmpyta R2—R4. [IlupuHa 1Moaockl MpoIycKaHus Oy1eT yMEHbIIIe-
Ha 3a cuéT BhITIOTHEHU KoMmaHAbl “bandwidth 1200”. Ha npencraBieHHOM HU-
e pHUC. 2 MPOJEMOHCTPUPOBAHBI 3HAYCHHUSA METPUK MapIIPyTOB A0 TOJCETH
192.168.3.0 mapmpytusaropa R2 no n3menenus mapamerpa bandwidth u mocie
€ro U3MEHEHMS.

P 192.168.3.0/24, 1 successors, FD is 359403, sernoc 17
via 10.0.23.3 (359403/333803), Ethernetd/1
via 10.0.2.4 (2227557/308203), Serial2/0

P 192.168.3.0/24, 1 successors, FD is 359403, serno 21
via 10.0.2.4 (2227557/308203), Serial2/0
via 10.0.23.3 (2244013/2218413), Ethernetd/1

Puc. 2. 3uauenus mempux mapupymoes

B pesynbrare nomyuyaem npucBoennsie [P-anpeca unrepdeiicam Ha mapiii-
pyTH3aTOpax, HACTPOCHHbIE KOA(DOUIIMEHTHI N7l pacuéTa METPUK, CKOPPEKTH-
pPOBaHHBIC 3HAYEHUSI MIUPHUHBI MMOJOCHI MPOIYCKAHUS U MOCTPOEHHBIE TAOJIUIIBI
MapupyTtuzanuu nocpeactsom npotokosnia EIGRP. Jlanee neo6xomumo moba-
BUTHh B KOH(UTYPAIUIO «CKPHUIITBD, MOCPEICTBOM KOTOPBIX OYJET OCYIIECTB-
JATHCS peAIn3alus MOAYJICH ONITUMUA3ALNN MAPILIPYTU3ALIHAH.

beutn pa3zpaboTaHbl CleayroNe MOJYJIU, BBIMOTHSIONNE ONTUMHU3AINIO
MapupyTusauuu. llepBelii MOAynb, IPEAHA3HAYECHHBIN IS MPEIOTBPALICHUS
OTEeph MAKETOB, MPOJEMOHCTPUPOBAT CBOIO paboTocrnocoOHOCTh. [Ipu Tectu-
poBaHUU PabOTOCTIOCOOHOCTH BTOPOT'O MOJTYJISI OBLIO YCTAHOBIIEHO, YTO JIAHHBIN
MOJIyJIb OYJIeT KOPPEKTHO GYyHKIIMOHUPOBATH TOJIBKO MPHU UCIIONH30BAHUU B TEX
CETSX, B KOTOPBIX CYIIECTBYET KaHAJl ¢ HEOOJBIIION MPOIMYCKHON CTIOCOOHOCTHIO
Y TIPY IOCTATOYHO OOJBIIION JUTMHE OYEePE/IH.

BoiBOABI
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YK 621.396
MupomHnueHko Jlapes BsuecnaBoBHa

3®®EKT IIBETA HA BbIEOP IOTPEBUTEJIEN: HCCJIEJJOBAHUE,
ITOKA3BIBAIOIIEE, KAK IBETOBAS TAMMA BJIUAET HA
PEIIEHUA MOKYIIATEJIEHA

Hoxnao nanpaenen Ha usyuenue 6IUSHUS Yeemda HA NogedeHue nompebumelell.
Lenv pabomul 3akm0Maemcs 8 onpedeieHuu poau Yeema 6 NPUHMUYU PEULeHull noKy-
namensmu. J{isi ocmudicenusi Mol yeau Obliu NOCMAGIeHbl 30yl AHAIU3 Yeemo-
BbIX NPeOnoumeHull noKkynameetl, Uccie008anue NCUXoi0SU4eckux Mexanuzmos, Je-
AHCAWUX 8 OCHOBE BOCIPUSIMUSL YBEMA, A MAKNHCe ONPeOeNeHUe CEA3U MeNCOY NPeono-
YUMeHUsAMU 6 yeeme U Munom mosapos.

B pesynomame uccnedosanus npuuiiu K 6bl800y, 4Mo yeem OKA3vleaem cyuje-
CMeeHHoe GIUSHUE HA NogedeHle nompebumeell u NPUHAMUe UMU PeUleHUll 0 NOKYN-
Ke. B wacmnocmu, 6vl10 ycmanosieHo, umo yeem Modcem eIusims Had IMOYUOHATbHOE
cocmosiHue noKynameJisi, 6bl3vledsi PAsludHble Yy8cmed U AcCOYUayuu, Ymo 6 C80I0
ouepedb Modcem noeiusams Ha 6vloop mosapa. Takdice ObLIO 6bls61IEHO, UMO Hauboee
YOAUHAs YBEMOoBAsk 2AMMA 3A6UCUN OM MUNA MOBAPA U yelesoll ayoumopuu. B umoee
Ccmamasi NOKA3b18AeN 6ANCHOCMb YBEMA 8 MAPKEMUH2e, AHATUZUPYEm €20 GIUSHUE HA
nompebumens u 8vbloensem 0CHOGHbLE NPUHYUNBL UCTIOAb308AHUSL Y6ema 6 Ou3sHece.

Lsem, mapkemune, nompeodumenu, NCUXOI02UsL, IMOYUL, 8b1O0P MOBAPA, YEEmO-
8as eamma, mun moeapa, yeieeast ayoumopus, NpPuHsmMue peuleHutl, nogeoexue no-
mpebumenetl.

Miroshnichenko Daria Vyacheslavovna

CYBER ATTACKS ON LARGE CORPORATIONS: CAUSES,
CONSEQUENCES AND PROTECTION METHODS

The article is aimed at studying the effect of color on consumer behavior. The
purpose of the work is to determine the role of color in decision-making by buyers. To
achieve this goal, the following tasks were set: to analyze the color preferences of
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buyers, to study the psychological mechanisms underlying the perception of color, and
to determine the relationship between color preferences and the type of goods.

As a result of the study, came to the conclusion that color has a significant im-
pact on consumer behavior and their purchase decisions. In particular, it was found
that color can affect the emotional state of the buyer, causing various feelings and as-
sociations, which in turn can affect the choice of product. It was also found that the
most successful color scheme depends on the type of product and the target audience.
As a result, the article shows the importance of color in marketing, analyzes its impact
on the consumer and highlights the basic principles of using color in business.

Color, marketing, consumers, psychology, emotions, product choice, colors,
product type, target audience, decision making, consumer behavior.

BBenenue

N3ydeHue BIMSHUS IIBETa HAa BBHIOOP MOTPEOHWTENEH SBISETCS OMHOM W3
BAKHBIX 3a/1a4 B MAPKETUHIE W Mpojaaxax. [[BeT MOKeT BbI3bIBaTh pa3IMYHbIC
AMOIIUM U aCCOITMAIINM, ¥ B KOHEYHOM UTOTE, MOBJIMATH Ha BEIOOP MOTPEOUTENS.
[TosToMy, MOHMMaHWE POJIM LIBETA SABIAECTCS HEOOXOAUMBIM IS T€X, KTO 3aHU-
MaeTcsl MpoJa)ke ToBapoB uiau yciayr. OIHaKO HECMOTpPSl Ha TO, YTO ATO SIBJIE-
HHUE U3BECTHO JABHO, OHO BCE €Il OCTAETCS CJIOKHBIM W MHOrorpaHasiM. Cy-
IECTBYET MHOXECTBO TECOPUH O TOM, KaK IIBET BJIMSIET HA HAIIE BOCIPUSITHE U
pemienus. B aToii ctaThe OyneT pacCMOTPEHO HMCCIeIOBaHUE, HAIIPaBJICHHOE Ha
W3YUYCHHUE BIIMSHUS IIBETOBOM TaMMbl Ha BBIOOp TOTpeOUTENICH W BBISBICHHE
IIPUHIIAIIOB MCTIOJb30BaHUS 1IBeTa B Ou3Hece. B mccienoBaHuy ObUIM YUTCHBI
IICUXOJIOTHYCCKUE OCOOCHHOCTH BOCHPHATHS I[BETA, MPEANOYTCHHUS Pa3HBIX
TPYIN MOTpeOuTeNel W ero BIMSHHUE Ha BBIOOP ToBapa. Takke pacCMOTPEHBI
HanOoJiee y/lauyHbIe 1IBETOBBIC COUETAHUS B 3aBUCUMOCTH OT THUIIA TOBapa M Iie-
JIEBOM ayauTopuu. B wTOre, 3Ta CTaThsl MOMOXKET IPOJIMTH CBET HA CIIOXKHBIN
BOITPOC O TOM, KaK IIBET MOXKET BJIUATH HA IOBEJICHHE MOTpeOUTENeH TIPH IPH-
HATUU PELICHUI NOKYIIKH.

OcHoBHas1 YacTh

BimsHue niBera Ha moBeAcHUE MOTpeOUTEIEH - OHA M3 BaXHEUIIIUX TEM B
MapKEeTUHTOBOW WHAYycTpuu. MccrmenoBaHusl MOKa3bIBAIOT, YTO BHIOOP IIBETA
MOET OKa3aTh KJIIOYEBOE BIMSHUE HA PEIICHUs MOKYyIaTeiaeld u crath (pakTo-
POM, OIPEIEIISAIONINM YCIIEX WX HEY1ady MPOAYKTa.

[lBeT siBNsIETCS MOIIHBIM KOMMYHHKATOPOM, CITIOCOOHBIM BBI3BIBAThH Pa3-
JINYHBIE ACCOLMALMU U 3MoIMH Y Jiroaen. K mpumepy, KpacHbIN IBET MOXKET BbI-
3BaTh YYBCTBO BO30Y)KJICHHSI, TOITYOOU - CITIOKONCTBUSA, 3€ICHBIA - CBEKECTH U
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pocTa, a JKENThIH - pafocTH U onTuMu3Ma. [loHnMaHue, Kak IIBET BIUSAET HA MO-
Tpeburenen, MOKeT IOMOYb MAPKETOJIOTaM CO3/1aBaTh 00Jiee MPUBJIEKATEIbHBIC
IPOIYKTHI U YBETUUUBATH MTPOJIAXKU.

B naHHO# cTaThe pacCMOTPUM HCCIEAOBAHHUE, IEMOHCTPHUPYIOIIEE BIUS-
HUE [IBETOBOM raMMbl Ha MOBEJIeHUE NoKynaTenel. MccienoBanue ObLIO poBe-
JIEHO Ha OCHOBE DKCIIEPUMEHTA, B KOTOPOM y4YaCTHHUKAM MpeJjiarajoch BbIOHU-
paTh NPOAYKT U3 JBYX BapUAHTOB C Pa3HBIMU I[BETOBBLIMU ramMmamu. Pe3yibra-
Thl HKCIIEPUMEHTA MOKa3ajd, YTO I[BETOBas raMMa MOXKET OKa3blBaTh 3HAYU-
TEJIbHOE BIUSHKUE HA BHIOOp MOTpEeOUTENCH.

B yactHOCTH, HCClieOBaHHUE BBISIBUJIIO, YTO SIPKUE M HACHIIICHHBIE I[BETA
MOTYT TIPUBJIEKATh OOJIbIIIE BHUMAHUS M BBI3bIBATH IMOJIOKUTEIBHBIE SMOILUU Y
notpeduteneit. Takxe ObLI0O OOHAPYKEHO, YTO HMCIIOJIB30BAHUE OIPEICIICHHBIX
I[BETOBBIX KOMOHMHAIIMI MOXET MOJYEPKUBATH ONPE/ICICHHBIE XapaKTePUCTUKU
MIPOJYKTa U YBEJIIMUUBATH €T0 MPUBIIEKATEILHOCTD JJI MOKYaTEeH.

WccnenoBanue Takyke 00paTuiio BHUMaHUE HAa TO, YTO BHIOOP 1[BETA MOXKET
pa3InyaThCs B 3aBUCHUMOCTH OT THUIIA MPOAYKTa U LeseBoi ayauropuu. K npu-
Mepy, JUJIsl TPOJTyKTOB, CBSI3aHHBIX C 3/TOPOBBEM U 0JIATOTIONyYHUEM, MOXKET OBIThH
oosiee 3(pGhEeKTUBHBIM HCIIOJIB30BAHUE 3CJICHBIX W TOJNYOBIX OTTEHKOB, a IS
IPOJYKTOB, CBSI3aHHBIX C JETCKUMH UTPYIIKAMU M Pa3BICYCHUSIMU, - SIPKUX U
KpPaCOYHBIX LIBETOB.

N3yuenne BO37eiCTBUS 1[BETAa HA MOBEJACHUE MOTpeOUTENeH UMeeT OOJb-
10€ 3HAaYEHHUE JJII MapKETHUHTOBOM cTpareruu kommnaHuil. [IpaBuibHbIN BBIOOD
[BETOBOM TraMMbl MOKET MPUBECTH K YBEIWYEHUIO MPOAAX U YKPEIUJICHUIO
OpeHna B riazax moTpeOutesneil. OgHaKO MpPU 3TOM HEOOXOJIUMO YUYHUTHIBATH
cnenuduKy MpoayKTa, IEeJIEBYI0 ayJTUTOPUIO U ApyTrHe (PakTopbl, KOTOPHIE MO-
T'YT BIUATH Ha BEIOOP IBETA.

Takum oOpazom, mcciaenoBaHHE JIEMOHCTPUPYET Ba)KHOCTh BBIOOpa Ipa-
BWIBHOM LIBETOBOW TraMMBbI ISl MAPKETUHTOBBIX Lened. Kommanuu, yduThiBa-
IOIIIME TICUXOJIOTUYECKUE ACTICKTHI BO3/ICHCTBUS I[BETA HA TOTPEOUTENEH, MOTYT
MOBBICUTh CBOIO KOHKYPEHTOCIOCOOHOCTh M JOCTHYb OOJBINETO Yyclexa Ha
peiake. OHaKO, HE CTOUT 3a0bIBaTh O TOM, UYTO IIBET — A3TO BCETO JIUIIL OJUH
13 (aKTOPOB, BIMUSIONIMX HA BEIOOP OTpeOuTenel. J[pyrue acmekThl, Takue Kak
IIeHa, KauyeCTBO NMPOJYKTa, YI0OCTBO HCIIOIB30BAHUS U JPYTUE, TAKKE MOTYT
HMMETh 3HAUYUTEIIbHOE BIIMSIHUE.

OcHOBBIBasICh Ha MOJYYEHHBIX pPE3yJbTaTax HCCIEIOBAHUS, MOXKHO Clie-
JaTh BBIBOJ, YTO I[BET SIBJIAETCS OYEHb BAXKHBIM DJIEMEHTOM TIPHU pa3pabOTKe
MapKETHUHTOBOW CTpaTeruu, OCOOCHHO B OHJIANH-OW3HEcCe, Te MepBOe BIeUaT-
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JIeHHE O MPOAYyKTe (popMHpyeTcs UMEHHO 3a cueT ero au3aiiHa. [IpaBuibHBIN
BBIOOp IIBeTa MOXKET MOMOYb Oosee 3(h(PEeKTUBHO Mepenarh KOHIEHINIO Tpo-
IyKTa W MPHUBJICYb OOJBIIEC BHUMAHHUS CO CTOPOHBI TIOTEHITMAIBHBIX MOKYyTaTe-
JIEH.

Taxum 00pazom, i1 KOMITAHUH, KETAFOIINX MTOBBICUTH KOHBEPCHUIO U YBE-
JUYUATh TPOJAXH, CIEAYeT YACIUTh OONBIIOEC BHHUMAaHHE BBIOOPY I[BETOBOM
raMMbl CBOMX MPOJYKTOB U caiiTa. KoHeuHO, KXl clydall YHUKaJICH, U HE
CYIIIECTBYET YHUBEPCAJIHLHOW I[BETOBOM TaMMBbI, KOTOpas IOAONUIa ObI BCEM
KOMITaHUSM U TIpoykTaM. OIHaKo, IPOBEACHUE UCCIIeIOBAaHUN B JaHHOU 00J1a-
CTH, y4eT celu(UKH MPOIyKTa U 1EJIEBON ayIUTOPUH MOTYT IIOMOYb BBHIOPATH
ONTUMAJIbHBIA BapUAHT M TOBBICUTH 3(P(HEKTUBHOCTh MAPKETUHIOBBIX KamIia-
HUM.

Taxxke ObUIO TIPOBENEHO OOJBIIOE KOJIMYECTBO HCCICAOBAHUM B JAHHOM
obnactu. PaccMOTpyUM HEKOTOpPBIE U3 HUX.

"The Impact of Color on Consumer Behavior" (Bnusnue npera Ha mose-
JIeHUE TOTpeduTesneil) — 3To uccienaoBanue ObuIo mpoBenaeHo B 2016 roxy u
OXBaThIBAE€T BOIPOCHI O TOM, KaK IIBET MOXET MOBJIMATh HAa 3MOIIMOHAJLHBIN
OTIBIT M PEIICHUs] MTOTPpEeOUTENEH MPU MOKYIKE TOBapoB. Pe3ynbTarhl nmokas3niBa-
10T, YTO I[BETOBAs raMMa MO>KET BIUSATh HA HACTPOEHUE MOTpeOuTeneH, u, cie-
JIOBATEJIbHO, HA UX TOBEJCHHUE B TIpoliecce MOKynku. Hampumep, KpacHbIi 1IBET
MOJKET BBI3bIBATH YYBCTBO CPOYHOCTH M CTUMYJHUPOBATH OBICTPYIO MOKYIIKY, B
TO BpEeMSsI KaK 3€JICHBIN [IBET MOXKET CBSI3BIBATHCS C YCTOMYMBOCTHIO U HAJIEKHO-
CTBIO.

"Effect of Color on Perception and Choice Behavior in Retail
Environments" (3ddekT nBeTa Ha BoCIpUsITHE U TTOBEACHUE TIPH BHIOOPE B PO3-
HUYHOM TOPTOBJIC) — 3TO HUccleaoBaHue ObUT0 TIpoBeneHo B 2017 roxy u ucce-
JIyeT, KaK IBET MOXKET BJIUSATh Ha BHIOOP TOBAPOB B PO3HUYHBIX Mara3mHax. Pe-
3yJbTaThl TTIOKA3BIBAIOT, YTO UCIOJIB30BAHUE OMPEICIECHHBIX I[BETOB B Mara3mHe
MOXKET TPUBJIEYh OOJbIIC BHUMAHUS TOKyNaTeJe W YBEIHYUTH MPOJIAXKH.
Hampumep, cuHe-3eeHbIil IBET MOXKET BBI3BATh ONIYIICHHWE MPOXJIAIbl U CBe-
KECTHU, YTO MOXKET ObITh OCOOEHHO MPHBJICKATEIHHBIM JIJISl TIOKyIATEIeH B Tie-
PHOJ XKAPKOUN MOTOJIBL.

"Color Psychology: Effects of Perceiving Color on Consumer Behavior"
(ITcuxomnorus 1BeTa: BIUSIHUE BOCIIPUSATHS IIBETA HA TIOBEACHHUE MTOTPEOUTEICH )
— 3Ta cTaThs ObUIa omyOnukoBaHa B Journal of Consumer Psychology u packpsi-
BAE€T, KaK I[BET BIUAET HA SMOIIMHU U PEIICHUs MOTpeduTenell mpu nokynkax. Pe-
3yJbTAThI TTOKA3BIBAIOT, YTO IBETOBAsI TaMMa MOKET BBI3BIBATH Pa3HbIC YMOITUU
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y TOTpEOUTENEH, YTO, B CBOIO OYEpE/lb, BIUAET HA MX IMOBEJCHUE MPU BHIOOPE
ToBapoB. Hanpumep, KpacHbIN 1IBET MOKET BbI3bIBATh YYBCTBO BO3OYXKIACHUS U
CTUMYJIUPOBAThH OBICTPYIO MOKYIKY, B TO BpeMsI KaK CUHHUI LIBET MOKET CBSI3bI-
BaTbC C YMUPOTBOPEHUEM U CIIOKOMCTBUEM.

"The Influence of Color on Brand Identity and Purchase Intentions" (Bsu-
SHHE LIBeTa Ha OPEH]I-UJCHTUYHOCTh U HAMEPEHMsI MOKYIIKH) — 3TO UCCIEeI0Ba-
Hue Obuio mpoBeneHo B 2015 roay M HcclenyeT, Kak IBETOBasi raMMa MOXKET
NOBJIMATH Ha BOCTIPUATHE OpEeH/Ia U HaMEpPEHUs TTOKYNKU TOBapoB. Pe3ynbTaThl
MIOKAa3bIBAIOT, YTO MCIIOJIH30BAHUE OMPE/ICICHHBIX IIBETOB B JIOTOTUIIE WM yTa-
KOBKE MOJKET CO3/[aBaTh OMPEEICHHYIO aCCOLUAIUI0 C OPEHIOM, YTO MOXKET
NOBJIMATH Ha pellleHus nokymnaresneil. Hanpumep, 3eIeHbI IBET MOXKET CBSI3bI-
BaThCS C DKOJIOTHYECKU YUCTHIMH MPOIYKTAMHU UITU CO 3JIOPOBBIM 00pa30M KU3-
HU, YTO MOXET ObITh MPHUBJIEKATEIbHBIM JUIsI ONPEEICHHOIO0 CETMEHTa MOTpe-
OouTeINeH.

"The Impact of Color on Online Shopping" (BnusiHue 11Beta Ha OHJIAMH-
IIONUHT) — 3TO UccieaoBaHue ObuIo mpoBenaeHo B 2018 rogy u uccnemyer, Kak
[[BET MOET BJIMSATH Ha MOBEICHHUE MOTpeOuTened mpu oHjiIaiiH-monunre. Pe-
3yJbTaThl MOKA3bIBAIOT, YTO HMCIOJIb30BAHUE OMPEEICHHBIX IBETOB HA CailTe
MOXXET YBEITUYHUTh BEPOATHOCTH TOTO, YTO TMOCETUTENb OCTAaHETCS Ha cailTe u
COBEPIIUT MOKYTKY. Hampumep, KpacHBIH 1IBET MOKET MUCIIOIH30BATHCSA JIJISl BbI-
JIeNICHHs] BaXKHOW MH(pOpMAIMKM HA caiiTe Wi JUisi 0003HAYEeHHs] CKUJIOK U aK-
LA, YTO MOXET IPUBJICYb BHHUMAHHWE MOTCHUHUAIBHBIX IOKyIareneu. Takxke
CTOUT OTMETUTb, UTO PA3TUYHBIC IIBETA MOTYT OKAa3bIBATh PA3HOE BIIUSHHE B 3a-
BHCHUMOCTH OT THIIa TOBAPOB WJIM YCIYT, KOTOPBIE MPEaoCTaBsieT caiT. Harpu-
Mep, CUHUI I[BET MOXKET aCcCOIMUPOBATHCS C HAJIEKHOCTHIO U MpodeccroHa-
JU3MOM, YTO MOKET ObITh OCOOCHHO Ba)KHBIM JUIsI CAalTOB, MPEIOCTABIISIONINX
yciyru B o6jacTu Ou3Heca win (PMHAHCOB.

Bo B3rmsie Ha MCmonb30BaHUE IBETA B MAPKETUHTE, €CTh HECKOJBKO OC-
HOBHBIX TIPAaBUJI, KOTOPHIE CIEAYeT YUYWUTHIBATh MpU pa3paboTke Au3aiiHa Mpo-
NyKTa WU cauTa:

1. YuutsiBaiiTe ncuxosoruio 1Beta. Kakapiii 11BET BbI3BIBAECT OINpE/ICICH-
HYIO YMOITMOHAJILHYIO PEAKIIUIO Y JIFOJICH.

2. byapTe mocnenoBarenbHbl. [[BeTa HOMKHBI OBITH MPUMEHEHBI OJHOPOI-
HO Ha BCEM BaIlleM MPOAYKTE WM CaliTe. ITO MOMOXKET CO3/1aTh YYBCTBO €1H-
CTBa U npodeccuoHaIru3ma.
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3. He ucnonp3yiite CIMIIKOM MHOTO 1[BETOB. CIIMIIIKOM SIPKUE WU HECO-
YeTarouMecs: 1[BeTa MOTyT OTTaJKMBaTh notpeduresneit. Jlydme BeiOupats 2-3
OCHOBHBIX IIBE€TA M UCMOJIB30BaTh UX IO MAKCUMYMY.

4. Vicnonb3yiite uBeT ajis nepeaadud uHdopmanuu. Hekoropsie 1iseta Mo-
I'YyT UCIOJIb30BaThCA I Iepefaun WH(opMaluu, Hampumep, KPacHBIM LBET
MO>KET MCIOJIb30BaThCs JJIsl 0003HAUYCHMsI OIUOOK WM MPEayNpexICHUH, a 3e-
JICHBIN - JUIs IOATBEPKICHUS YCIICITHOM Onepaliu.

5. Tectupyiite pa3Hble BapuaHThl. He CTOMT ocTaHaBIMBATHCS HA OJHOM
BapuaHTE I[BETOBOM raMmbl. BakHO MpPOBOAUTH TECTHUPOBAHWE U OMPEICIUTD,
Kakoi BapuaHT Haubosiee 3HPEKTUBEH s BaIleH 11eJIeBON ayAUTOPHUH.

B uenom, npaBuiibHBIA BBIOOP I[BETa MOKET 3HAYUTENIBHO MOBIUATH Ha
3¢ (PEKTUBHOCTh MAPKETHUHTOBBIX KaMITAHUN U YBETUYUTH KOHBEPCHIO TIPOIYK-
ta. [losToMy, HE CTOUT mMpeHeOperatb ATUM aACIEKTOM U YJIEIUTh JTIOCTATOYHO
BPEMEHU Ha €r0 U3Y4YCHHUE U aHAJIU3.

BoiBOABI

N3yuenue BIUAHMS 1[BETAa HA TIOBEICHUE TTOTPEOUTENCH SIBISETCS aKTyallb-
HOM TeMOll B COBPEMEHHOM MAapKETHHIe U IMpojaaxkax. [[BeToBas ramma MOXeT
BBI3bIBATH PA3JIMYHBIC IMOIIMHM U ACCOIMAIIUHU, U OTO MOXET CYIIECTBEHHO BJIH-
ATh HA MPUHATHE PEIICHUN O TOKyNKe. B maHHOUW cTaThe OBLIM PACCMOTPEHBI
pe3yabTaThl UCCIENOBAaHUS, TTOKA3BIBAIOIINE, YTO I[BET JACHCTBUTEIHHO BIIUSET
Ha BBIOOp moTpeduTesel, mpuyemM Hanbosee yaauHble [IBETOBBIC COUYETAHUS 3a-
BUCAT OT TUIIA TOBapa W IeJIeBoi aynuTopuu. VccnenoBanue Takxke yYUTHIBACT
MICUXOJIOTUYECKUE OCOOCHHOCTU BOCIPHUATHSA IIBETA, YTO obOecreunBaeT Oosee
TOYHBIN aHaNIU3. B 3aKiIi0ueHUN MOXKHO cliejaTh BBIBOJ O TOM, YTO MMOHUMAaHUE
POJIM 1IBETA B MPOAAKAX SBIISACTCS BAXKHBIM MOMEHTOM, U 3(P(HEKTHBHOE HCTIOIb-
30BaHHE €r0 B OW3HECE MOXET MOBBICUTH I(P(HEKTUBHOCTH MapPKETUHTOBBIX
CTpaTeTuil U yBEIMYUTh 00bEM MPOIAK.
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YK 621.396
MupomHnueHko Jlapest BsuecnaBoBHa

BO3MOXHOCTH UCITOJIB3OBAHUSA NCKYCCTBEHHOI'O
HMHTEJVIEKTA B IOBBIINEHUU D®@PEKTUBHOCTHU 3AHIUTBI OT
XAKEPCKHUX ATAK

Lenv cmambu 3axa0uaemcs 6 paccMomperuu 803MONCHOCMeEN NPUMEHEHUs UC-
KYCCMBEHHO20 UHMENLNeKMA O/ NOSbIUEHUS. IPGeKmusHocmu 3auumsl om xakep-
ckux amak. B xo0e pabomul OvLiu onpedenenvlt 3a0auu, Heodxooumvle 0151 00CMUdICe-
HUSL Yeu. anaius Memooos 3auumsl On XaKkepckux amak, Uccied08anue mexHoa02uil
UCKYCCMBEHHO20 UHMEIEKMA, A MAKICe BblsAGleHUe NePCNneKMUBHbIX HANPAGIeHUll
NpUMEHeHUs: IMOLL MEeXHOL02UU 6 Chepe UHPOPMAYUOHHOU OE30NACHOCTIU.

Tonyuennvie pezyromamvl NOKA3LIBAIONM, YMO 603MONCHOCHU NPUMEHEHUS UC-
KYCCMBEHH020 UHMELIeKMA 8 3aujume om XaKepCcKux amak oueHv 6blcoku. OOHUM u3
OCHOBHLIX NPEUMYUIeCE MAKO20 N00X00a SGIAEeMcs Oblcmpoma u mo4HOCHb 00HA-
PYIHCEHUSL YePO3, YMO YMeHbULAem 8peMsl peaKyu Ha amaky u no3680sem onepamueHo
NPUHUMAMb HeoOX00uMble Mepbl no 3auwume ungopmayuu. Buecme ¢ mem, Heobxo-
OUMO OMMemUmMyb, 4Mo UCNOIb308AHUE UCKYCCMBEHHO20 UHMENLNeKMA 8 3auume UH-
mepHem-pecypcos mpedyem blcOKOU KEATUpuKayuu u KOMnemeHyuu Cneyuaiucmos,
a maxaice NOCMOSHHO20 COBEPULEHCTNBOBAHUSL NOOX0O08 U MEXHONO2UIL.

Hckycemeennvlil unmennekm, 3auuma om XakKepeKux amakx, UHGOPpMAyuoHHAs.
bezonacHocms, O0OHApYXCeHUe Yepo3, NoGvluleHue 3PEeKxmusHocmu, MmexHoI02UU,
nepcneKmugbl, KOMnemeHyuu CReyuaiucmos.

Miroshnichenko Daria Vyacheslavovna

POSSIBILITIES OF USING ARTIFICIAL INTELLIGENCE IN
INCREASING THE EFFICIENCY OF PROTECTION AGAINST
HACKER ATTACKS

The purpose of the article is to consider the possibilities of using artificial intel-
ligence to improve the effectiveness of protection against hacker attacks. In the course
of the work, the tasks necessary to achieve the goal were identified: analysis of meth-
ods for protecting against hacker attacks, research on artificial intelligence technolo-
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gies, as well as identifying promising areas for the application of this technology in
the field of information security.

The results obtained show that the possibilities of using artificial intelligence in
protecting against hacker attacks are very high. One of the main advantages of this
approach is the speed and accuracy of threat detection, which reduces the response
time to an attack and allows you to quickly take the necessary measures to protect in-
formation. At the same time, it should be noted that the use of artificial intelligence in
the protection of Internet resources requires highly qualified and competent special-
Ists, as well as continuous improvement of approaches and technologies.

Artificial intelligence, protection against hacker attacks, information security,
threat detection, efficiency improvement, technologies, prospects, specialists' compe-
tences.

BBenenne

CoBpeMEeHHBIN MUpP CTaJKUBACTCS C PACTYIIMM KOJHWYECTBOM KuOepaTak,
KOTOPbIE MOTYT NPUBOAUTH K PA3JIUYHBIM IOCIEACTBUSM, TAKUM KaK yTE€uKa
KOH(MUICHIIUATBbHON WH(OpMAIMU, BBIMOTATEIBCTBO M TMOBPEXKJICHUE TIPO-
rpaMMHOro obecrieueHus. B cBsizu ¢ 3TuM, 3pdeKkTrBHAS 3aIUTa OT XaKEPCKUX
aTak CTaHOBUTCA Bce 0oJiee BAKHOM 3a/1adyeil 1Jisi OpraHu3aIiyii U rocy1apCTB.

OnuH 13 BO3MOXHBIX CIOCOOOB MOBBIMICHUS 3((HEKTUBHOCTH 3AIUTHI OT
XaKEepPCKUX aTakK - UCIOJIb30BaHUE UCKyccTBeHHOro mHTeiwiekTa (Al). Al npen-
cTaBisieT coO00M HAOOp TEXHOJOTUN U METOJIOB, KOTOPBIE MO3BOJIAIOT KOMITBIO-
TEPHBIM CUCTEMaM 00ydYaThbCsl HA OCHOBE JIAaHHBIX U JIeJaTh BBIBOJBI O€3 SIBHOTO
porpaMMHpoBaHusl. B TaHHOW cTaTbe Mbl PACCMOTPUM BO3MOKHOCTH HCIOJIb-
3oBaHus Al B 3amuTe OT XakepCKUX aTak M MpUBEIEM NMpUMephl koga Ha Python
JUISL AEMOHCTpPAIUU ATUX TOIXO0B.

OcHoBHas yacThb

Hcnonp3oBanne Al B 3ammre OT XaKepCKHX aTak MOXKET BKJIIOYATh B ce0s
HECKOJILKO M0AX010B. OJIMH U3 TaKHUX MOJX0JA0B — 3TO OOHAPYKEHUE aHOMAJUH.
AnTropuTM OOHApY)KEHUS aHOMAJIMI MOXET MCTOJIB30BaThCs N7l 0OHAPYKECHHUS
MOBEJICHUSI, KOTOPOE OTJIMYAETCSI OT HOPMbI U MOKET CBUJIETENIHCTBOBATH O Xa-
Kepckoil artake. Hampumep, Takoil anropuTM MOKET OOHApYKUTh HEOOBIYHBIE
CETEBBIC 3AMPOCHl WJIU TMOBEACHUE IMOJb30BaTEICH, YTO MOXKET yKa3blBaTh Ha
HAJINYKME B CUCTEME OIMACHBIX JICHCTBUMU.

Jpyroii moaxox — 3TO MCHOJIb30BAHHE MAIIMHHOTO OOY4YeHHMs sl Kjac-
cuduKanuu JaHHBIX. MoIeTn MalMHHOTO O0yYeHHsI MOTYT ObITh 0OyYEeHBI Ha
OCHOBE OOJIBIIIOTO KOJIMYECTBA JAHHBIX O MPEABIAYIINX XaKePCKUX aTakax, u4To-
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OBl BBISIBIIATH HOBBIE YTPO3bI U MIPEICKA3bIBATh BEPOSTHOCTH OYAYIIUX aTaK. ITO
MO3BOJISIET OMEPATUBHO pearupoBaTh Ha OOHAPYKEHHBIE YTPO3bl M 3aLIUIIATH
CUCTEMY OT BO3MOKHBIX aTak.

JIns peanu3anuy 3THX MOAXOJOB MOTYT HCIOJIB30BATHCS Pa3IWYHbIEC WH-
ctpyMeHThl U Oubmuoteku Al, Takue kak TensorFlow, Keras, PyTorch u npy-
rue. Hampumep, TensorFlow uMeer mupokuii criekTp (yHKIHHA ¥ BO3MOXKHO-
CTEH I CO3aHMs MOJIeNiel MAaIlIMHHOTO 00yYeHus1, B TOM 4YuCie JJid 3a7a4 00-
HapykeHuss anoManuil. [Ipu ucnons3oBanuu TensorFlow moxHO omnpenenutsb
MIOPOTOBOE 3HAYCHHE, MPU MPEBBIIIIEHUU KOTOPOTO JIaHHBIE MOTYT OBITh OTHECE-
HbI K KATETOPUH aHOMAJIAM.

Kpome toro, Al MoxkeT ucnosib30BaThCs Jisl 0OHAPYKEHUS YSI3BUMOCTEH B
cucTteMax O€30MacHOCTH W MPEAOTBpAIECHUSI aTaK Ha OCHOBE ATHX YA3BHUMO-
creii. Hanmpumep, Al-anropuTMbl MOTYT aBTOMAaTHYECKHA CKAaHUPOBATh KOJ IIPH-
JO)KEHUM W HCKaTh MOTEHIMAIbHBIE YSI3BUMOCTH B HeM, Takue Kak SQL-
UHBEKIIUU WIM TepenoyiHeHus Oydepa. ITo MO3BOJSET pa3pabOTYMKaM MPO-
rPaMMHOTO OOECIIeUEHUsI 3apaHee BBISBIATH YS3BUMOCTH W HCIPABISATH HX,
IPEXJIe YeM OHU OYyIyT UCTOIB30BaHbI 3I0YMBIIUICHHUKAMU.

Eme onHuMm moaxomoM sIBisieTCss ucnonb3oBaHue Al s mpeackazaHus
MOBEACHUS KUOEpIpecTymHUKOB. Hampumep, MoaenM MalIMHHOTO OOyYeHHS
MOTYT OBITh 00yUY€HbI Ha OCHOBE JIaHHBIX O MPEBIAYIINX aTakax v APyTrux (ak-
TOpax, CBA3aHHBIX C MPOGUIIEM XaKEePOB, YTOOBI ONPEACIUTh BEPOATHOCTH TOTO,
YTO KOHKPETHBIM MOJb30BATEb SABJISETCA 3J0YMBIIUIEHHUKOM. JTO MOMOIaeT
ONEPaTUBHO PacIO3HABATh HOBBIX XAKEPOB U MPEAOTBPAIIaTh UX IEUCTBUS.

Taxoxke Al MoxxeT UCTONB30BaThCS NJIsi OBICTPON peakIMy Ha KuOepaTakwu.
Hampumep, MOKHO MCIIOJIB30BaTh aITOPUTMbI MAIIMHHOTO OOyYEHUS ISl aBTO-
MaTHYECKOTO aHaJIHM3a JIOTOB COOBITHI W OIpPEACIICHUS, SIBISETCS JIM KOHKPET-
HOE COOBITHE YacThlO aTaku Wik HeT. Ha ocHOBe 3ToW MH(pOpMAIUU MOMKHO
MIPEANPUHATH OBICTPBIE MEPHI TIO 3AIUTE CUCTEMBI.

Haxoner, Al MoeT OBITh HCIIOJIBL30BAH IS 3AIATHI OT COLUAILHON HH-
’KeHepuu U atak Ttuna phishing. Monenu MammHHOTO 00y4YeHHsS] MOTYT OBITh
oOy4eHbl HAa OCHOBE JIaHHBIX O XapaKTEPUCTHUKAX MOJOOHBIX aTak, TAKUX Kak
ANIEKTPOHHBIE MHUChMA C (DUITMHTOBBIMHA CCHUTKAMHU M BPEIOHOCHBIMU BJIOKEHU-
sMH. DTO TOMOTaeT pacro3HaBaTh TOTCHIIMAIBHO OIMACHBIE COOOIIEHUS U
MpEeNoTBpaIlaTh UX JOCTABKY J0 MOJb30BATEIEH.

B nenom, ucnonp3oBanue Al B 3amuTe OT KuOepaTak uMeeT OOJIBIIOHN TMo-
TEHIIMAJ U YK€ aKTUBHO MPUMEHSIETCA B pa3InyHbIX obnactax. OqHako, ciemy-
€T YYUTHIBaTh, 4TO Al HE SIBISETCS YHUBEpPCATLHBIM PEIICHHEM U TpeOyeT mpa-

72



BWJIbHOW HACTPOMKHW U OOYYEHHUS MOJICNIM, a TaKXKe JOJDKEH OBITh BHEJPEH B
KOMIUIEKCHYIO CUCTEMY O€301TaCHOCTH BMECTE C IPYTMMHU METOJaMU U TEXHOJIO-
THSIMH.

IIpumep koaa

PaccmoTpum nipumep koaa Ha Python s oOHapykeHHUsT aHOMAJIUM B ceTe-
BBIX MMaKeTax ¢ UcIoib3oBaHueM Ouonumoreku TensorFlow. B manHom mpumepe
MBI OyJieM HCIOJIb30BaTh AaHHBIE U3 HaOopa naHHbIx KDD Cup 1999, conep-
Karero HHGOPMAaIHIO O CETEBBIX MMAKeTax.

# IMriopTupoBaHre HEOOXOIUMBIX OMOIHMOTEK
import tensorflow as tf

import pandas as pd

import numpy as np

# 3arpy3ka u mpeao0paboTKa JaHHBIX

train_data = pd.read csv('kddcup.data 10 percent', header=None)
test data =pd.read csv('corrected', header=None)

train_labels = train_data.iloc[:, -1]

train_data = train_data.iloc[:, :-1]

test labels = test data.iloc[:, -1]

test data = test data.iloc[:, :-1]

labels = np.unique(train_labels)

# KomupoBaHre METOK KJIacCOB

label encoder = {}

for 1, label in enumerate(labels):

label encoder[label] =1

train_labels = train_labels.apply(lambda x: label encoder[x])
test labels = test labels.apply(lambda x: label encoder[x])

# Co3naHue MoJien OOHApY>KEHUsI aHOMaJIHit
input_dim = train_data.shape[1]
output_dim = len(labels)

model = tf.keras.Sequential(]

tf.keras.layers.Dense(64, activation="relu', input_dim=input dim),
tf.keras.layers.Dense(32, activation="relu'),
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tf.keras.layers.Dense(output_dim, activation='softmax")
D

model.compile(optimizer="adam’,

loss='sparse categorical crossentropy’,
metrics=['accuracy'])

# O0ydeHre MOJICIIH
model.fit(train_data, train_labels, epochs=10, batch size=128)

# OrcHKa KauecTBa MOJICIIM Ha TECTOBBIX JaHHBIX
test loss, test acc = model.evaluate(test data, test labels)
print("Test accuracy:', test _acc)

# Ilpencka3zanue METOK Ha TECTOBBIX JIAHHBIX M OMPEEICHUE TIOPOTOBOTO
3HAYCHHUS JIJIs1 OOHAPYIKCHUS aHOMAJIUIH

predictions = model.predict(test data)

threshold = np.mean(predictions) + 3 * np.std(predictions)

# OOHapyXeHHE aHOMATUH
anomalies = np.where(np.max(predictions, axis=1) > threshold)[0]
print('Number of anomalies:', len(anomalies))

B nanHoM mpumepe MbI 3arpy3win JaHHble 3 Habopa manHbsx KDD Cup
1999 u 3akonupoBaiy METKH KJIACCOB. 3aT€M MBI CO3JaJIM MOJIETh OOHapyke-
HUS aHOMaJIMK ¢ momorbio 6ubanoreku TensorFlow, oOyunnm ee Ha oOyuaro-
IIMX JAHHBIX W OLIEHWJIM KauyeCcTBO MOJENIM Ha TECTOBBIX JaHHBIX. Jlamee Mbl
MpecKa3ad METKH KJIacCOB Ha TECTOBBIX JAHHBIX M ONPEICIUIN IOPOrOBOE
3HaYeHHUe AJIsi OOHApYXEHHUs] aHOMAJHM, UCIIONIb3Ys CpeIHEee 3HAUEHUE U CTaH-
JapTHOE OTKJIOHEHHE BEPOSITHOCTEH MpejcKazaHus kiaccoB. HakoHner, Mbl 00-
HapyXWJIM aHOMAJIMU B TECTOBBIX JTaHHBIX, UCIIOb3YsI OMPEEICHHBII MOPOT.

BoiBOABI

B nanHOI cTatbe MBI pacCMOTPETH BO3MOXKHOCTH HCIIOIb30BaHUS UCKYC-
CTBEHHOTO MHTEJIEKTa B 3allUTE OT XaKePCKUX aTaK M MPHUBENU MpHUMEp Koja
Ha Python st oOHapyskeHusi aHoManuii B ceTeBbIX Makerax. Al mMoxer ObITh
3¢ (HEeKTUBHBIM HHCTPYMEHTOM JUIs MOBBIIIEHUS 3()()EKTUBHOCTH 3alIUTHI OT Xa-
KEPCKUX aTak, HO JUIi 3TOr0 HEOOXOAWMO MpPaBWJIBHO MOATOTOBUTH JaHHbBIE,
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ITagus Baagucnas MuxaiiaoBud

AHAJIN3 CTAHJIAPTOB CBSI3U U TIPOTOKOJIOB
BE30OIIACHOCTH, UCITOJIB3YEMBIX B MIPOMBILIJIEHHBIX
IOT-YCTPOUCTBAX

L]envto 0anmHoll HAYUHOU cmambu A6A8eMCs AHAIU3 CIAHOAPMO8 C8A3U U NPO-
MOKON08 De30NACHOCMU, UCNOAb3YeMbIX 8 npombiutientvix loT-yempoiicmeax. B pa-
bome paccmampusaromcs, OCHO8Hble NPOMOKOIbL C8A3U U NPOMOKOJIbL 0€30NACHOCMU,
maxkue xax, TLS, OAuth u SRTP, ux ucnonvzosanue u 3Qp@eKkmusHocms 6 NpoMbilil-
nennwix cemsx loT-yempotiicms. Bviia nposedena anarumuyeckas paboma no cpasHe-
HUI0 NPOMOKOJI08, A MAKI’Ce PACCMOMPEHBL Cyuecmayroujue npooiemvt 6€30nacHOCmu
U BO3MOJCHBIE peulenusi 015 Hux. Pezyniomamor ucciedosanus moeym 0vime noaes3mul-
mu 0ns paspabomuuxos loT-ycmpoiicme u undicenepos, pabomarouux 8 nPoMblULIeH-
Hol cghepe. B 3axnrouenuu cmamou 0eraemcst 861600 0 HEOOXOOUMOCMU UCNONb3064-
HUsL COOMBEMCMBYIOWUX CIMAHOAPMO8 C8A3U U NPOMOKON08 H6e30nacHocmu 0Jisi obec-
neuenus: bezonachou u agpgexmusroii pabomot loT-ycmpoticme 8 NPOMbLULIEHHOCTU.

10T, npomvrunennocms, cmaunoapmel ces3u, 6ecnpo8oOHble MeXHOI02UlU, NPO-

MOKOJIbl 6e30NACHOCHU.

Padnya Vladislav Mihailovich

ANALYSIS OF COMMUNICATION STANDARDS AND SECURITY
PROTOCOLS USED IN INDUSTRIAL 10T DEVICES

The aim of this scientific article is to analyze the communication standards and
security protocols used in industrial 10T devices. The paper examines the main com-
munication protocols and security protocols such as TLS, OAuth, and SRTP, their us-
age, and effectiveness in industrial 10T networks. An analytical comparison of proto-
cols was conducted, and existing security issues and possible solutions were also dis-
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cussed. The research results can be useful for 10T device developers and engineers
working in the industrial field. In conclusion, the article concludes that the use of ap-
propriate communication standards and security protocols is necessary to ensure the
safe and efficient operation of 10T devices in industry.

loT, industry, communication, wireless technologies, protocols security.

OcHOBHaA YaCTh

C nosiBiieHreM npoMbINUIEHHBIX [0T-ycTpoiicTB, CTanu BO3HUKATh HOBBIC
npo6iemMbl B 00siacTi 0€30MacHOCTH U 3amuThl uHGopManuu. CoBpeMEHHBIE
[oT-ycTpoiicTBa UCHONB3YIOT Pa3IMYHbIC MPOTOKOJIBI CBSI3U M CTaHIAPTHI 0€3-
OMACHOCTH, KOTOpPbIE HEOOXOIUMBI JUIsSl 3aUThl JAHHBIX U YCTPOMCTB OT He-
CaHKIIMOHUPOBAHHOTO nocTyna u B3noma. Uurepuer Bemeit (IoT) - aTo TexHo-
JIOTHS, KOTOpasi 00bEIMHAET Pa3IMuHbIe YCTPONCTBA U CEHCOPBI, MO3BOJISAS UM
0OMEHMBAThCS JaHHBIMH U B3aUMOJCHCTBOBATH APYT C Apyrom uepe3 NHTepHeT.
[Tpombiuiennsie [0T-ycTpoiicTBa UCTIOAB3YIOTCS B PA3JIMUYHBIX OTPACIISIX, TAKUX
KaK MPOU3BOACTBO, SHEPreTUKa, TPAHCIIOPT U MEJUIINHA, U TIO3BOJISIFOT aBTOMa-
TU3UPOBATH MIPOIIECCHI, YIIPABISATH 000PY/I0BAHUEM U CHUXATh 3aTpaThi| 1 ].

[Tpombiniuiennbie loT-ycTpoiictBa uMerOT OONBIIYIO 3HAYUMOCTH, TIO-
CKOJIbKY OHHM HCIOJIB3YIOTCSI B KPUTHYECKUX CHUCTEMax, e Jdaxe KpaTKoBpe-
MEHHBII TIPOCTO MOXKET MPUBECTH K CEPHE3HBIM MociencTsusm. [loaromy, 6e3-
OMACHOCTDb SIBISIETCS KIIOYEBBIM (DAKTOPOM MpHU pa3pabOTKE W MCIOIb30BAHHUH
[oT-ycTpoiCTB B IPOMBIIIJIEHHBIX cUCTEMaXx|2].

[IpoTOKOJIBI CBSI3U UCIIONB3YIOTCS JUIsl OOMEHA JaHHBIMU MEXKIY YCTPOM-
ctBamu B npoMbinuieHHbIX [0T-cuctemax. CyniecTByeT HECKOJIBKO MPOTOKOJIOB
CBSI3M, KOTOPBIE IIMPOKO HCIOJIB3YIOTCS B NMPOMBINLIICHHBIX [oT-ycTporicTBax,
BKJIIOYAS:

1. Sigfox - aT0 GecpoBOAHAST KOMMYHHUKAIIOHHAS CETh, MPEIHA3HAUCH-
Hasl I MOJKJIIOYEHUsT yCTpoucTB MHTEpHETa Belen, KOTOphle NEepeIaroT He-
0osbIIre 00BbEMBI JaHHBIX Ha 00JbIIKe paccTosiHUSA. OH UCHONB3YeT YHUKAIb-
HBII TIPOTOKOJI CBSI3H, pabOTAIOIINI HA HEIUIICH3UOHHBIX YaCTOTaX, YTo obec-
MEYMBAET IIUPOKUN OXBAT U IKOHOMUYHOCTb, B HACTOAIEE BPEMS HCIOJIb3YET
caMblii monyJisipHbIN eBponerickuii [SM auanaszon Ha 868 MI'1| (kak ompexene-
Ho ctangaptom ETSI u CEPT), a takke 902 MI'n B CIIIA (xak omnpeneneHo
FCC), B 3aBUCUMOCTH OT KOHKPETHBIX PETMOHAIBHBIX MpaBmil. OCHOBHASI KOH-
nenus cetu Sigfox 3akiarodyaercs B TOM, YTO yCTPOMCTBA OTHPABISAIOT KOPOT-
ke coobmenus (1o 12 GaiT) B obmako Sigfox, KOTOpoe 3aTeM MepechlIacT Uux
Ha CepBephl NPUIIOKEHUH, I71e OHU 00pabaThIBAIOTCA U OTOOPAXKAIOTCA B TOJIb-
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30BaTeNbCKOM MHTepdeiice. ITO MO3BOJISET NepeaaBaTh HHPOPMAIUIO C MHOTO-
YUCJICHHBIX YCTPOMCTB, PACIOJIOKEHHBIX JAJIEKO IPYT OT ApYyTra, Ha LEHTpajb-
HBIM cepBep MpUIOKEHUH s nanbHeneit oopadoTku. Cetpb Sigfox Obuia pas-
paboTaHa ¢ yuyeToM TpeOOBaHUMN OTpaciiel MPOMBIIIIEHHOCTH, /i€ 4acTo TpeOy-
eTcsi OecrpoBOIHASI CBSI3b Ha OOJIBIIIME PACCTOSHUSA C HU3KUM dHEpromnorpedle-
HUEM U HaJACKHOCThI0. OH HAaxOIUT TPUMEHEHUE B PA3IUUYHBIX CEKTOpax,
BKJIIOYAs CEJIbCKOE XO035UCTBO, TPAHCIOPT, JJOTUCTUKY, 3IpaBOOXpaHEHUE, 000-
pPOHY U 0€30IaCHOCTb.

2. LTE-M (Long-Term Evolution for Machines) - 3To ctangapt coToBoi
CBSI3U, MPEIHA3HAUCHHBIN A TMOAKIIOYEHUs ycTpoilcTB MHTepHeTa Berieit
(IoT). On pabdoraer na 6a3e cereit LTE (Long-Term Evolution), xoTopsie uc-
noJsib3ytotcst ayg MoomnbHOU cBsizu. Cerb LTE-M (LTE-MTC umu LTE Cat-
M1) ucnonb3yeTcss BO MHOTUX MpoekTax MHTepHeTa BelieH, rae Tpedyercs me-
penayda JaHHBIX ¢ HU3KUM DHEPronoTpeOICHUEM U HU3KOM 3aJ1ep>KKoM[3].

3. NB-IoT (Narrowband 10T) - 3T0 HU3KOCKOPOCTHOM CTaHIAPT C HU3KUM
sHEpronoTpedIeHueM aJis nepeaaun JaHHbIX B ceTsax Murtepnera Bemeii (IoT).
OH paboTaeT B JMIICH3UPOBAHHBIX JIMAMA30HAX YaCTOT, TakMX kKak 868MI'1 u
UCIIOJIb3YET Y3KHE MOJIO0CHl YaCTOT JJIsl epelavur JaHHBIX Ha OOJIbIINE PACCTOSI-
Hus. NB-IoT (y3komosiocHBI MHTEpHET Bellel) pa3paboTaH Ha OCHOBE CyIIle-
CTBYIOIIMX CTaHAapTOB MoOmIbHOU cBsizn. Cetn NB-IoT paGoTaror B nuIieH3u-
POBAHHBIX YAaCTOTHBIX crekTpax. CTaHgapTu3aiusi 3TOW TEXHOJIOTHU ObLIa 3a-
BepuieHa B utoHe 2016 roma nmox pykoBoactBoM opranuzauuu 3GPP. NB-IoT
obecnieunBaet nomuepxkky 6osnee 100 000 mogkmroueHU Ha SYCHKY, a YCTPO-
ctBa, nonakioueHHble kK NB-IoT, moryT paborats mo 10 met 6e3 momazapsaku
CBOUX aKKyMYJISITOPOB.

4. LoRaWAN (Long Range Wide-Area Network) - 3T0 KOMMyHHUKaIIMOH-
HBII TPOTOKOJI, IPETHA3HAYCHHBIN JIJIS1 YIPABICHUS COSAMHEHUEM MEXKIY IITIO-
3amu LPWAN u yctpoiictBamu koHeuHbIX y3710B. Cethb LORaWAN paGoraer B
OC3IMIICH3MOHHOM YaCTOTHOM CIIEKTpPE, BKIIFOYAsl TaKue 4acToThl, Kak 109 MI 1,
433 MI'u, 868 MI't u 915 MI'u. B cetu LoRaWAN ycTpoiicTBa aCHHXPOHHO
MepearoT JIaHHbIE HA TUTI03 I Tepeaapecanuud. Heckoiabko MIT030B, MOITY-
Yaronmx 3Ty WH(OpMAIKIo, OTIPABIAIOT MAKEeThl JAHHBIX HA IEHTPAIM30BaH-
HbIi cereBoil ceppep. [Iporokon LoRaWAN Haiien npuMeHeHue B pa3iMuHbIX
00J1acTsX, BKIIIOYAsi TOPOJICKOE TUIAHUPOBAHUE, CEIIbCKOE XO3AUCTBO, TPOMBIIII-
JIEHHOCTH U TpaHCcHopT. [TomyIIpHOCTB ATOTO CTaHAApTa MOXKHO OOBSICHHUTH €TO
HU3KHM 3HEPronoTpedieHneM (Bo3MOKHOCTh paboThl 10 10 et 6e3 moazaps-
KH), OOILIMPHOM 30HOM NMOKPBITHS U SKOHOMUYHBIMHU ajantepamu [4].
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5. Cucrema "CTPMXK" BHeapena poccuiickoil kommnanuenn "CTPHIK-
Tenematuka" u UCnoyb3yeT cOOCTBEHHBIN npoTokos Marcato 2.0. Yactora Mo-
KeT OBbITh aJlalTUpoBaHa K Juara3ony ISM. Dta TexHOJIorus uMeeT HEKOTOpoe
cxoncTBo ¢ TexHojorueil LoRa, Bkmrouas ee mpenmyliecTBa M HEIOCTATKH.
KiroueBoe otiinune 3akimodaercss B ToM, 4To LoRa ucnons3yer mupokonosoc-
HOE KogupoBaHue, B TO BpeMs Kak STRIZH ucnonb3yeT y3KOMoJ0CHYI0 MOAY-
nsauuio. [lo qaHHBIM KOMIIAHWU, Takas MOYJisALUs oOecrieunBaet 6onee rhdex-
TUBHOE HKCIIOJIb30BAHUE CIEKTPA, IMOBBIIIEHHYIO UYYBCTBUTEIBHOCTb M DJHEp-
rod(pPpeKTUBHOCTD, a TAKKE CHUIKEHHUE 3aTpaT. B pamkax cucteMbl MPOU3BOIST-
Csl U Pa3BEPTHIBAIOTCS PaTUOMOJIEMbI, 0a30BbIE€ CTAHIIUU, A TAKXKE CUCTUYMKU U
JATYUKH CO BCTPOCHHBIMHU MOJIeMaMHu [5].

Tabmuma 1
CpaBHGHI/IC CTaHAapTOB CBA3HU
Hazga- [Iponycknas JanpHOCTH DHepronoTpedieHne
HUE CIIOCOOHOCTh
Sigfox B cpennem 100 10 50 KM B OTKPBITOM IIPO- 25 MKA BO Bpemsl niepeauy
out/c CTpaHCTBE JAHHBIX ¥ 0KOJIO | MKA BO
BpEMs OJKUTaHUS
LTE-M 1o 1 Moéut/c B 70 2 kM B ropoackoi cpene u 1dot 10 no 20 MA B pexxume
downlink 1 10 375 |10 kM B ceslbcKOW MECTHOCTH  |MI€pe/iayMl JaHHBIX, U OT 1
k6ut/c B uplink 70 2 MA B peXUMe 0’KH]1a-
HUSL.
NB-IoT ot 50 x6ut/c 10 25010 1-2 KM B TOPO/ICKUX YCJIOBH-|OT HECKOJIBKUX MUKPOBATT
KOuT/Cc X ¥ 10 10 KM B OTKPBITBIX MIPO-|10 HECKOJIbKUX MUJIJIUBATT
CTpaHCTBax
LoRaWAN |ot 0,3 no 50 k6ut/c |10 5-10 kM B ropoackux ycio- |oT 0,1 MxA 1o 120 MA
BUAX U 210 15-20 KM B cenbcKoi
MECTHOCTHU
Crpux B cpennem 50 6ut/q o 40 km 10 10 MKA B pexxuMe «CHa),
u 110 50 MA B pexumMe me-
penauun

s obecriedeHnst 6E30MACHOCTH W 3aIUTHI JTaHHBIX B MPOMBIIICHHBIX
[oT-ycTpoiicTBax MCMONB3YIOTCS pa3iMyHble cTaHAapThl Oe3omacHocTu. Heko-
TOPBIC U3 HUX MEPEUUCICHBI HUXKE:

TLS (Transport Layer Security) - 310 kpunrorpadhudeckuii mpoToKo, KO-
TOpBIN oOecrieurBaeT 6e30MacHylo nepenayy AaHHbIX 1Mo ceTh. OH UCMOIb3yeT-
Csl JJI 3alUThl KOH(QUIECHIIMATBHOCTH U LEJIOCTHOCTU JaHHbBIX, MEepeJaBaeMbIX
MEXKy yCTporcTBaMHu|[6].
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B npowmebinuiennoctd TLS mupoko mpumeHsieTcst st ooecrieueHust 6e3-
ONACHOCTH TepeAadyu JaHHBIX Mexay ycTtporcrBamu [oT. s aToro nmpoTokon
TLS mokeT OBbITh peajin3oBaH Ha pPa3IMYHBIX YPOBHSX CTEKa MPOTOKOJOB,
Ha4yMHas OT YPOBHS MPUIIOKEHMS 10 TpaHCHOpTHOro ypoBHs. HambGosee pac-
IPOCTPAHEHHBIM HCINOJb30BaHUEM TLS B MPOMBINUIEHHOCTH SIBJISIETCS €T0 HC-
nosnb3oBanue BMecte ¢ nporokoaaMu MQTT u CoAP.

B cBs3u ¢ Tem, uto loT-ycTpoiicTBa yacTo paboTarOT B pacipeeaecHHON
cpene 1 0OMEHMBAIOTCS JaHHBIMU MO OTKPBITBIM CETSIM, 3aIlUTa Mepeadn JaH-
HBIX CTAHOBUTCS Kputuuecku BakHOU. [Iporokon TLS oGecneunBaer 6e3omac-
HOCTh TIE€pelaud JIaHHbIX TyTeM IHUGPOBaHUS [AaHHBIX, AyTEHTU(DHUKAIMH U
obecrieueHus 1eJIOCTHOCTH JaHHBIX. TLS MOXXeT MCronb30BaThCs Kak JUIsl 3a-
IIUTHI NIEpENaYu JaHHBIX MEXY YCTPONCTBAMM, TaK W JJIA 3AIIMUTHI IEpeaadn
JTAHHBIX MEXIY YCTPOHUCTBOM U 00Ja4HbIM cepBUcCOM|[7].

Kpome Toro, ucnonszoBanue TLS B mpomeinuieHHbIX loT-ycTpoiicTBax
MO>KET TTOMOYb 3aIUTUTh YCTPOMCTBA OT B3JoMa U kubeparak. TLS obecrnieun-
BaeT 3alllUTy OT aTak Tuna "denoBek mocepeaune" (Man-in-the-Middle), B ko-
TOPBIX 3JIOYMBIILJICHHHUK MBITAETCSA MEPEXBATUTh MEpeaaBacMble AaHHbIE. bra-
rojilapsi MCTHOJB30BAHUIO KPUNTOrpadUUYECKUX alrOPUTMOB U CEPTUPHUKATOB,
TLS no3Bosisier obecneunTs ayTeHTU(PUKALUIO YCTPOUCTB U 3alIUTy OT MOAME-
HbI ¥ IOJIJIETIKY TAHHBIX.

Hpyrum crangaptom Oe3omacHocTd sBisieTcs mpoTokoia OAuth (Open
Authorization). IIpotokon OAuth ucnonb3yercst ajig ayTeHTU(DUKAIIUN U aBTO-
pHU3aluuU MOJIb30BaTENIECH U NPUIOKEHHM, KOTOPBIE 3alpallluBalOT IOCTYI K pe-
cypcam. B konTekcte npombinuieHHBIX [OT yctpoiict, OAuth MoxeT ucnomb-
30BaThCA JJIs aBTOPU3AIMU JOCTYIAa K Pa3IMYHBIM yCTPOMCTBAM U CHUCTEMaM,
TaKUM KaK KOHTPOJUIEPHI, JATYUKH, 0a3bl JAHHBIX U T.1I.

Cuenapuii ucnonb3oBanusi OAuth B nmpombimenusix [OT ycrporicTBax
MOKET OBITh CJICTYIONIUM: YCTPONCTBO MOXKET 3alpaiiuBaTh JOCTYI K Ompese-
JIEHHBIM pecypcaM Ha CepBEpe WM B CUCTEME, HAPUMED, IJI1 YTCHUS WIH 3a-
nucH JaHHbIX. [Tonb30BaTeNnb MOXKET aBTOPU30BATh YCTPOIMCTBO ISl IOCTYyIA K
ATUM pecypcaMm 4Yepe3 MpoBaiiiepa HACHTU(PUKAIUHA, KOTOPBHIA BBIIACT TOKEH
nocTyna. Y CTpONUCTBO MOXET 3aTE€M HUCIOJIb30BaTh 3TOT TOKEH JJISI JOCTyHa K
pecypcam[8].

OAuth oOecrieunBaeT BBICOKMI ypOBEHb O€30MAaCHOCTH, TaK KaK OH HE
TpeOyeT OT MOJIb30BATEIIA IPEAOCTABICHUSI CBOMX YUETHBIX JJAHHBIX HAIPSIMYIO.
Kpome toro, OAuth MOXeT UCITOTB30BATHCS C APYTHUMH ITPOTOKOIAMH Oe30mac-
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HOCTH, TakuMu kak TLS, nns obecnieyenust emie 06osee BHICOKOTO YpOBHS 0O€3-
OTNACHOCTH.

Opnnako, Kak W JI000W Jpyroil mpotokon Oe3omacHoctd, OAuth Moxet
UMETh YS3BUMOCTH M OBITh MOJBEPKEH aTakaM, MOSTOMY BaXHO OOECIEUHTH
NpaBUIbHYIO KOH(QUTYPAIMIO U HACTPOUKY MPOTOKOJIA TPU €r0 UCTIOJIB30BAHUH.

CrangapToM 0€30MaCHOCTH, UCHOJIb3YeMbIM ISl 3auThl [0T-ycTpoiicTB
OT B3JIOMa M 3JIOYMBIIUICHHBIX aTak, siBiisierca npotokosn SRTP (Secure Real-
time Transport Protocol). B npombinuiennsix [OT ycrpoiictBax, SRTP moxer
UCIIOJIB30BAThCS IS oOecrieueHusi 0e30MacHON Nepenayn JaHHBIX, TAKUX Kak
YIPaBISIONINE KOMaHbl, JATYMKOB U JPYTUX BAXKHBIX MapaMeTPOB. ITO MOXKET
OBITb OCOOCHHO BaXKHO JJISI CUCTEM, KOTOPbIE padOTaIOT B PEAIbHOM BPEMEHH,
HanpuMep, JJIS yYIpaBJICHUs] MTPOMBIIUICHHBIM 000PY/0OBaHUEM M aBTOMATHU3U-
POBAaHHBIMHU MPOLIECCAMM.

SRTP oGecrnieunBaer KOHGUACHIIMATBHOCTD, 1IEIOCTHOCTh U ayTEHTU(U-
KallMI0 JIaHHBIX B PEXHUME peanibHoro BpeMeHu. OH UCHoJb3yeT MudpoBaHUe
JUIS 3AIIUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA K TAHHBIM U MIPEAOTBPAICHUS
ux u3MeHenus win noanenku. Kpome toro, SRTP ob6ecneunBaer aytenTHdrKa-
IIUI0, YTOOBI YOEIUTHCS, YTO Tepeaada JaHHBIX MPOUCXOAUT MEXKIY MPaBUIb-
HBIMHU YCTPOMCTBAMHU U HE MOJIBEPTIACh MAHUITYJISILIUSIM.

SRTP MoxeT ucronap30BaTh pa3aIudyHbIe AITOPUTMBI IIU(PPOBAHUS, TAKUE
kak AES (Advanced Encryption Standard), nns o6ecnieuenust 6e30macHOCTH Tie-
penaBaeMbix gaHHbBIX. Kpome Toro, SRTP wucnonb3yer mexaHu3Mbl oOMeHa
KIFOYaMU I T€HEpalMy W pachpeneNieHus KiIoded MmudpoBaHUsS MEXKITY
YCTPOWCTBaMH.

SRTP MoXkeT ucnonb30BaThCA B PAa3IMYHBIX MPOTOKOIAX, TakKuxX Kak SIP
(Session Initiation Protocol) 1 WebRTC (Web Real-Time Communication), s
obecrieueHrs 0€30MACHOCTH B PEXXHUME peaibHOTO BpeMeHH. OH TakkKe MOXKET
UCTIONBb30BaThess B mpoMbliiuieHHbIX [OT ycerpoiictBax nisi obecrneuenust 6e3-
OMacHOM TMepeayu JaHHBIX MEXIy YCTpPOWCTBAMHU M CUCTEMaMH yIpaBle-
Hus[9].

[Tpu ucnonp3oBanuu SRTP B mpombinuiennsix [OT ycTpoiicTBax, HE00-
XOJIMMO TIPUHUMATh COOTBETCTBYIOIIME MEPHI MO 00ECIeUeHUI0 0e30MMacHOCTH,
TaKHe KaK PeryJspHOe OOHOBJICHHUE KITtoueH Mmu(poOBaHUs U MOHUTOPUHT CeTe-
BOro Tpaduka Ha MPeAMET MOTCHIIMAILHBIX YIPO3.

BriBoabI

B 3akioueHMM MOXHO CKas3aTh, YTO HCHOJIB30BAHHUE IMPOMBIILICHHBIX
[IOT ycTpoicTB CTaHOBHTCS Bce 0Oo0jee MOMYJSIPHBIM B Pa3IMYHBIX OTPACISIX
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IPOMBIIIEHHOCTH. OJIHaKO, IPU ATOM BO3HHUKAIOT ONpeJIeJICHHBIE MTPOOJIEMBI B
o0nacTu 6€30MacHOCTH JaHHBIX, KOTOPbIE HEOOXOIUMO PEeIaTh.

AHanu3 CTaHIapTOB CBS3U U MPOTOKOJOB 0E30MaCHOCTH, UCIOIb3YEMbIX
B nipoMblliuieHHBIX [OT-ycTpolicTBax, MO3BOISET BBISIBUTH OCHOBHBIE MPOOJIEMBI
U HEJIOCTATKHU B TEKYIIUX perieHusX. [Ipu 3ToM MOXKHO YBUIETb, UTO pa3padoT-
yukyd npoMbiiieHHBIX [OT ycTpolcTB akTUBHO pabOTalOT HAJl CO3[JaHUEM HO-
BbIX M YCOBEPIICHCTBOBAHHEM CYIIECTBYIOIIUX IPOTOKOJIOB M CTAaHJAPTOB,
HaIpaBJICHHBIX Ha o0ecrieyeHne 0e30macHoCTy nepeaaun qaHHeix| 10].

OpnHako, HEOOXOJIMMO YUYUTHIBATh, YTO OE€30MACHOCTH MPOMBIIUICHHBIX
[OT ycTpoiCTB sBIISE€TCS HEMPEPBHIBHBIM IMPOILIECCOM U TPEOYET MOCTOSHHOTO
MOHUTOpPUHTA U OOHOBJIEHUS Mep Oe3omacHocTH. B 1enom, paspaboTka 6e3-
OMNAaCHBIX MPOTOKOJIOB U CTAaHAAPTOB JJIs NpoMblIIeHHBIX [OT ycTpolcTB sBIISI-
€TCsl BAXKHOU 3aj1auei, KoTopas HampaBlieHa Ha obecrnieueHne 6€30macHOCTHU Tie-
peaadu JaHHBIX U 3alUTHI OT yTPO3 B COBPEMEHHOM IU(PPOBOM MHUPE.
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YIAK 621.313.3
MapbeB Anekcanap AJIEKCaHIpOBUY

O BBIGOPE TAPAMETPOB IINPOTHO-UMITYJIbCHOM
MOAYJAINA JJId HUO®POAHAJIOTI'OBOI'O ITPEOBPA3OBAHMUSA

Paccmompen 6onpoc evibopa napamempos yugpoanano2o8o2o npeobpazosanus
HA OCHO8e WUPOMHO-UMNYIbCHOU MOOyaayuu (LLIUM) onsa munumusayuu HeauHeuHvlx
uckasxcenull 8 nonoce cueHana. llpeonosxcena mepa HeUHEUHbIX UCKANCEHUL U NOJLYYe-
Hbl OYEHKU ee 8elUtUnbl 0I5 pa3iudnslx napamempos LLIUM.
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Lugpoananozosoe npeobpazosanue, L{AIl, wupomuo-umnyibcras mMooyaayus,
HITUM, nenunetinvie uckasicerus.

Maryev Alexander Alexandrovich

ON THE CHOICE OF PULSE-WIDTH MODULATION PARAMETERS
FOR DIGITAL-TO-ANALOG CONVERSION

The problem of choosing parameters for PWM-based DAC is considered in con-
text of minimization of nonlinear distortion in signal band. The measure of nonlinear
distortion is proposed and estimated for various parameters of PWM.

Digital-to-analog conversion, DAC, pulse-width-modulation, PWM, nonlinear
distortion.

BBenenne

[udpoananoroBoe mnpeoOpa3oBaHUE Ha OCHOBE MIUPOTHO-UMITYJIbCHOU
moayisiuuu (IIIMM) mupoko mpuMeHsIeTCs B YCTPOMCTBaX Ha OCHOBE MHUKPO-
KOHTPOJUIEPOB, MOCKOJBKY HE TPeOyeT HaTU4Msl CIEUUATU3UPOBAHHOTO LUPPO-
ananorosoro npeoOpazoBarens (LIAIT) — TpeGyeTcs auib HaTUYKUe TOCTATOYHO
OBICTPOJIEHCTBYIOIIETO MPOrPAMMHUPYEMOI0 IIMPOTHO-UMITYJILCHOTO MOJYJIATO-
pa.

B nutepatype no teme LIAIT u UM [1-8], yka3siBaercs, uto LAIl na
ocHoBe [IIMM oO6nagatoT CpaBHUTETHLHO HHU3KHM OBICTPOJEHCTBHUEM, OIHAKO
KOHKPETHBIX KOJIMYECTBEHHBIX JAHHBIX O MPENeIbHOM OBICTPOAECUCTBUH, & TaK-
&Ke 0 TpeOOBaHUSAX K ammapaType JUIsl JOCTaTOYHO OOIIEero ciydyas He MpPHBO-
TTUTCAL.

Pabota mocpsiiieHa BOIpocaM KOJMYECTBEHHOTI'O HCCIEAOBAaHUS CIEKTpPa
CUTHaJa HA BBIXOJI€ IIMPOTHO-UMITYJIbCHOTO MOZYJIATOPA I MOJIyYEHUS KOJIU-
YECTBEHHBIX PEKOMEHAMi 1o BeIOOpYy nmapameTpoB LIAIL

OcHOBHasl YacTh

CrpykrypHas cxema LIAII va ocHoBe IIIUM npuBenena Ha puc. 1. Ha Bxon
LIAIT moctymaet uupposoii curnan s(nT), cocrosimii u3 N TUCKPETHBIX OT-
CYETOB, CIEAYIOUMX C nepuoaom auckperuzaumu . HIupoTHO-MMIYIIBCHBIN
MOAYJATOP (GOPMHUPYET IUPOKOMOIOCHBIH KOHTHHYAIbHBIH CUTHAT Sppm (t),
MaTeMaTH4YecKasi MOJIEIb KOTOPOTrO — MOCIEA0BATENIbHOCTh YHUITOJISIPHBIX IPS-
MOYTOJIbHBIX UMITYJICOB

Sum (t) = Ta=g Zmo t (t = nT — mTyyy, n), (1)
rne u(t,n) = 1,0 <t < s(nT)Tyym — ONMHOYHBIN MPSAMOYTOJLHBIA UMITYJIBC;
n=0,12,...,N —1—nomep orcueta uppoOBOro CUTHAJIA;
s(nT) € [0,1] — n-ii oTcueT 1MPPOBOrO CHrHaIA;
Tuum = T/M — nepuon crnenoBanus umirysibcos HITNM;
M € N — oTHolIEHHE TIepuoja auckpeTu3anuu k nepuoay [HINM;
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m=20,1,2,...,M — 1 — Homep umnyinsca [IINM, orcuntsiBaeTcs OT Hayana
TEKYIIEro Nepruoaa JUCKPETHU3ALINH.

s(nT) LinporHo- Sy f) s(1)
UMMYNbCHbIA [ OHY ———
MOZynaTop

Puc. 1. Cmpykmypnas cxema LJAII na ocnoge LLIHUM

[Tpumep IIMM-curnana ¢ M = 5 noka3zaH Ha puc. 2.

‘SH_[LIM(I)

0 Tyuns T 2T 3T t

Puc. 2. Bpemennas ouacpamma LLHIHUM-cuenana npu M =5
(NYHKMUPOM NOKA3AHbI CPeOHUe 3HAYEeHUs CUSHALA 33 NePU00 OUCKpemu3ayuu)

Curnan ¢ IIIUM nopaercs Ha BxoA criaxusatomero ®HY, nonoca npomnyc-
KaHHUsI KOTOPOTO HE MEHbIIIe IMIUPUHBI CIIEKTpa MOJe3HOro curHana. CriaxeH-
Helid curHan S(t) ¢ Beixoma @HY sBasieTcst pe3ynbTaToM HU(PPOaHAIOrOBOTO
npeoOpa3oBaHuUs.

Jist onpenenenus TpedoBanuii k napamerpam HINMM HeoOxoMMoO ycTaHO-
BUTh UX BIHUSHHE Ha UCKakeHus curHana s(t). [IpeacraBum curnan Sy (t) B
BUJEC CYMMBI curHama Spgp(t) KyCOuYHO-IHMHEHHOTro mpeoOpa3oBarTens KO-
nanpspkenne (ITKH), koTopslit B N-M mepuoje auckperusaiuu paseH s(nT), u
CUTHAJIa HEJTMHENHBIX NCKaKEHUH Sy (t):

Summ (8) = S () + sun(t), (2)
I'ac Spky (t) = 211\{:_& S (nT)vHKH (t - nT) — CUTHaJI HKH,

vk (t) = 1,0 < t < T — npAMOYTONBHBIA UMITYJIbC €AHHUYHON BBICOTHI,

syu(t) = XN ASM-Lvuu (¢ — nT — mTyyy, ) — HeTMHENHHBIE HCKAKEHUS;
P (1) = { 1—=snT),0 <t <s(T)Tuym,

—s(nT),s(nT)Tyum < t < Tuym-

Curnan Sy (t) momydeH myTeM BRIYUTAHUS U3 Sypypy (f) CPpEIHUX 3HAYCHMIMA
3a mepuoja AUCKpeTH3anuu (MOoKa3aHbl MYHKTUPOM Ha PUCYHKE 2) U B 00IIEM
BH/JIC TIPEJICTABIISIET COOOM MOCIEIOBATEILHOCTh MAYEK PA3HOMOSPHBIX MPSIMO-
YTOJBHBIX UMITYJIHCOB, KaK MOKa3aHo Ha puC. 3.
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Puc. 3. Bpemennas ouacpamma cuenana HU,
noayuennoeo uz cuenana LLIUM, noxazannozo na puc. 2

CurHan sygy(t) npencrasisier co00i CBEPTKY 0000IIEHHOTO AUCKPETHOTO
curHasia u umnyiascHoil xapakrepuctuku [IKH [9] — ato nunelinoe npeoOpazo-
BaHKE, MIO3TOMY CUTHAI Sy (t) Ha3BaH CUTHAJIOM HEJIMHEHHBIX HCKAXKCHUH.

B kauyecTBe Mepbl MCKaXKEHHS BBIXOJIHOTO cHrHaia S(t) Kak MpaBHIIO HC-
II0JIB3YETCSl OTHOLIEHHE CUTHAJ/IIOMEXa 10 YPOBHIO, OJAHAKO JJIS €ro IOoJyde-
HUs TpeOyeTcs 3HaTh Gopmy curHana S(nT). 3HameHaTenb OTHOINCHHS CHT-
HaJ/moMexa — CPEeIHEKBAJAPATUYECKOE OTKIOHEHHE MOMEXH — MPSAMO MHPOIOp-
UOHAJICH 3HEPTUMU HEJIMHEHWHBIX MCKAKEHUU B I0J0CEe CUTHaina. B kadectse
MEpPBI NCKAXKEHHSI BBIXOJHOIO CUTHAJA UCIIOJIb3YEM OTHOLIEHUE

Eny,a
e =2, (3)
; Enn
1 ,—21mA , “ o
rae Egpar = Ef—sz |Syn(w)|?> dw — >Heprus HenmMHEHHBIX MCKAaKEHUH B

noJioce yactot 4f;
Sin(jw) = f_oooo syy (t)e 7@tdt — crnexTpanpHas MIOTHOCTH (TPSAMOE TIpe-
obpasoBanue ®ypre [10] oT curnana syy(t));
Eyy = fooo sty (O)dt = TYNZls (nT)[1 — s(nT)] — nonuas >Heprus Heu-
HEHHBIX MCKAYKEHHIA.
CrexrpanbHast MIOTHOCTh Syy(jw) MokeT OBITH MpeacTaBieHAa B BHUJE

npousBefeHus MHOXHUTENS S, (jw), He3aBucumoro ot curHana s(nT), Ha MHO-
xureib S,(jw), 3aBucsmiuii ot orcuetoB s(nT):

Sun(jw) = Sy(jw)S;(jw), 4)

,wmT
rae S, (jw) = %Z%% e M
. N—1 —ja)(n+s(nT))
S;(jw) = Yn=o #(w,n)e 2m /,
_ .wT
u(w,n) = T(l — S(nT))S(nT) [Sinc%MT)T — Sincwe_ 2M |,

2
C yueToM mpuBEICHHBIX COOTHOILLIEHUH BhIpaKeHUE (3) MPUMET BUJ

.o LI Is,Gw)s,GolPde 1 [l Is,e)21s, (o) 2de
— TYNAAs(mm)[1-s(nT)] 2T  YNZls(nr)[1-s(nT)]

Haiinem mMomyns muokutenst S, (jw). s aToro mpousseaeM mpeodbpaso-
BaHUSL:
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or @T ol _ T
. el 2 —e l2 e /2
S _]_1e]M 1 |1—eUeT| 1 ( ) .
| (](,())l e m Oe — T _H _ T _E .wT T wT| —
1-e /™M 1-e M (elm_e‘im)e‘fm
1 sm—T jw(M—l)T sin—- et
] Erc R P ©)
2M 2M

B cooTBeTcTBHUU C BBIPA)KCHHUEM (6) MOAYJIb MHOXUTCIIA SH (]w) ABIISICTCS
o o 2nM
INEPUOIUICCKOU (I)yHKHI/IGI/I ¢ Iepuoaom T, €€ MAKCHMYMbI PaCIIOJIOKCHBI Ha

wacrotax o k € Z, anymn ==, k € Zk # 0, £M, £2M, ..

OreHnTh B 00IIEM BHI€ MOIYJIb BhIpaKeHUst S, (jw) 3aTpyAHUTENBHO, IS
YIIPOILICHHUS 3aJa4M 3aluiieM OyaeM CYuTath, 4T0 MOayib S,(jw) Ha 000k
4acTOTE JOCTUTACT HAHOOJIBIIETO 3HAYCHHUS, €CITH MOAYJIb KKIOTO CJIaraeMoro
pu(w,n) MakcumaseH. DTO YIPOIICHUE, MOCKOJIbKY Pe3yiIbTaT CyMMHPOBAHUS
3aBUCHUT TaKke OT ()a30BBIX COOTHOIICHHH MEXIy ClIaracMbIMH, OJJHAKO TaKOH
MO/IXO/1 MTO3BOJIUT IMOJYYUTh yIOBICTBOPUTEIBHYIO BEPXHIOKO OICHKY BEJIHYH-
HBI €.

Monaynas u(w,n) mocruraer makcumyma npu s(nT) = 1/2, momcrasisis
9TO 3HAYCHUE B BBIPAKCHUE JJISI S3 (jw), momyunm

Sapepx. W) = —smc—sm— 2 o~/ ER (7)
4M sin—

[Ipu BbIBOAE BBIpakeHUs (7) MpOU3BEAEHBI MPEOOPa30BaHUs, AHAIIOTMYHbIE
BBIpKEHUIO (6) IS mepexo/ia OT CYMMbI KOMIUIEKCHBIX SKCIIOHEHT K OTHOLIE-
HUIO CUHYCOB. Motynb BeipaxeHus (7) mpeicTaBuM B BUIE
T sianNT

|53,Bepx_(iw)|— |Smc—smm i

(8)

DHeprus HeIMHEHHbIX ucKaxeHui npu s(nT) = 1/2 V n paBHa
o . wT
[Ipu yMHOXkeHUU BbIpaxkeHuit (6) u (8) MHOXKUTEIN Sin—- COKpaaoTcs,

BEPXHSS OLIEHKAa MOZYJISI CHEKTPAJIbHOM IJIOTHOCTHA HEJIMHEMHBIX HCKAXKEHUU
UMEET BUJI

T sin—wNT
. )
|SHH,Ber_(]a))| =T |smc—smw smw—; =
. WNT . WNT
= L |sincZL sin 2L 2 = L |sinc L[ =2 9)
2M aM ™7 aM Zsmw—;cosw—; aM Ml | cosl |’

Monyns npousBeneHus GyHKIUHN SINC B BeIpakeHUH (9) 3aTyxaeT ¢ pocTOM
YacTOThI CO CKOPOCThIO 6 1B/OKTaBy M MMeeT MaKCUMyM Ha HYJIEBOM 4acTOTe U

4TMk

HYJIH Ha 9aCTOoTax , k € 7Z. OtHolieHue CHHYyCa M KOCHHYyCa — IICPUOaHUYC-
n(2k—-1)M

CKasi (I)YHKI_[I/IH C MaKCI/IMYMaMI/I Ha Jactorax ——m

CTOTax— kE€eZ, k¢+— +M +5NTM

,k € Z v nynamu Ha 4a-
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[TonyueHHasi BepxHsisi OIICHKA |SHH_Ber_(]'a))| MO3BOJISIET MOJIYYUTh BEPX-
HIOIO OLIEHKY MEpbI HEJIMHEWHBIX UCKaKEHUI:

. wNT
4 2mAf| . wT|? |sin——
Erepe () = i Jy ™ [sine | || do. (10)

TMN il
cos

Pesynbratel pacueroB 1o ¢popmysie (10), BHITOIHEHHBIX C UCIIOIb30BaHUEM
YUCJICHHOTO UHTETPUPOBAHUS, IPUBEJICHBI HA pUC. 4.

1075 5

10-7 4

=EEEEEE=
I | | R | I
H N 0w N
EEEEXEE
I | O 1 |
H N OUWw N

Egepx. (Af)
o
Epepx. (Af)

1079 4

1010 .
1072 1071
AfiFp

a) 0)
Puc. 4. Pe3yriomamul pacuemos sepxueli OyeHKu Mepobl HeIUHEUHbIX UCKA-
orcenutl, evizeannvlx LIIUM: 6 kpynuom (a) u meaxkom (6) macumabe

ITonoca wactor Af Ha rpadmkax MmokazaHa OTHOCHTEIHLHO YaCTOTHI JIHC-
kpetusanuu. ['paduku Ha pucyHke 4 (a) mokaspIBalOT, uTo peanuzanus UM c
M > 1 no3BoasieT kpaTHO (B M pa3) yBeIMUUTh YaCTOTY rapaHTUPOBAHHOTO 3a-
nepxkuBannss @HY, 4To CyleCTBEHHO yIPOIIAET €ro NPOEKTUPOBAHNUE U PEau-
3a1UI0.

I'paduixu Ha pucynke 4 (0) mosie3HbI PU peanu3alry HHTEPIOIUPYIOIIETO
IHAIT ¢ IINUM. IIpu sToMm vactora auckperuzanuu Ha Bxoae LIAII noBeimaercs
C momoIpo IUpPOBOro HHTEpHoIsATOpa. B 3TOM Cciiyyae yactoTa rapaHTupo-
BanHoro nponyckanuss ®HY B LIAII BeiOupaeTcst Huxe 1mMooBUHbI Fp, 4TO 1103-
BOJISIET JIOMOJHUTEIbHO YMEHBIIUTh YPOBEHb HEJIWHEWHBIX HCKaXXCHHUM, BbI-

3BaHHBIX [ITNM.

BoiBOABI

[IpenyioxeHHas Mepa HETUHEHHBIX UCKaKeHUl (3) mmeeT cMmbich K03 du-
[MEHTa YBEJIMYEHUS OTHOILIEHUs! curHan/mrym Ha Beixozae LIAIT ¢ LM, koTo-
pBIi TocTUTaeTcs 3a cuet npumeHeHus uaeanbHoro ®HY ¢ monocoit Af .

[IpuBeneHsl pe3yibTaThl, KOTOPbIE MOTYT OBITh MCIIOJIb30BaHbI JIsl BEIOOpa
napametpoB LAIT ¢ IIMM.
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V]IK 621.396.6
[Tununenko Anekcanap MuxainoBud

COBPEMEHHBIE CPEJICTBA CXEMOTEXHHYECKOI'O
MOJAEJIUPOBAHUA PAIMOTEXHUYECKHUX U
TEJJEKOMMYHUKAIIMOHHBIX YCTPOUCTB

B pabome paccmompenst npocpammusie nakemol, NPeOHA3HAUEHHbIE O CXEMO-
MEXHUYECKO20 MOOENUPOBAHUS PA3IUYHBIX 8UO08 PAOUOMEXHUYECKUX U MMeleKOMMY-
HUKAYUOHHBIX ycmpoticms. Llenvto 0anHou pabomwl a61saemcs 0630p u Ucciedo8aHue
OCHOBHBIX 803MONCHOCHEU COBPEMEHHBIX NAKEMO8 CXeMOMEXHUYECK020 MOOeluUpo8a-
Hus. B pesynemame ucciredosanusn Ovliu peuieHvl ciedyroujue 3a0adu. nposedeH and-
JIU3 MeKywe20 COCMOAHUSL NPOCPAMM CXEMOMEXHUYECKO020 MOOeIUPOBAHUS, ONUCAHbI
OCHOBHblEe (OYHKYUU PAZTUUHBIX KOMMEPUECKUX U C80O00HO pACNpOCMPAHIEMbIX NPO-
2PaAMM CXeMOMEXHULECKO20 MOOEIUPOBAHUSL, COENAHbL 8b1800bI O BO3MONCHOCMU NPU-
MeHeHUs. pACCMOMPEHHBIX NPOCPAMM CXEMOMEXHUUECKO20 MOOENUPOBAHUSL.

CxemomexHuyeckoe MoOenuposanue, 31eKmporHHble YCMpPoUcmed, cucmema as-

momamu3upoeaHHocO NpoeKmupoearul.

Alexandr Mikhaylovich Pilipenko

MODERN TOOLS OF RADIO ENGINEERING AND
TELECOMMUNICATION CIRCUITS SIMULATION

The paper considers software packages for circuit simulation of various classes
of radio engineering and telecommunication devices. The goal of this work is to review
and study the main features of modern circuit simulators. As a result of the study, the
following tasks were solved: an analysis of the current state of circuit simulators was
carried out; the main functions of various commercial and freeware circuit simulation
programs were described; conclusions about the possibility of using the described cir-
cuit simulation programs are drawn.

Circuit simulation, electronic devices, electronic design automation.

BBenenue. MojenupoBanue SIBISAETCS BaXHEHIIMM 3TaoM pa3padOTKH
PaIMOTEXHUYECKUX M TEJIEKOMMYHHUKALMOHHBIX YCTPOWCTB. MojenupoBaHue
YCTpOICTBa BKIIIOUAET B ceOsl ABAa OCHOBHBIX 3Tama [1]: MaTemaTnueckoe Moje-
aupoBanue (modelling) — 3T0 mporecc MOMyYEHUsT MATEMaTUYECKOW MOJEIH
YCTpOICTBAa Ha OCHOBE (PYyHIAMEHTAJIBHBIX 3aKOHOB (PU3UKU; KOMIIBIOTEPHOE
MozenupoBanue (simulation) — 3TO TpOIECC TMOMYyYEHHUS XapaKTEPUCTHK
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YCTPONCTBA WU OTKJIMKA YCTPONCTBAa Ha 3aJlaHHOE BO3JIEUCTBHE C MOMOIIBIO
CIEIUATN3UPOBAHHBIX TPOrPaMM (CUMYJISITOPOB).

CXeMOTEeXHMUECKOE MOJICTUPOBAHUE — ATO KOMITBIOTEPHOE MOJEIHPOBa-
HUE YCTPOMCTBA, MPEJCTABICHHOTO B BUJE dJIEKTpUUecKoil cxembl. Ciemyer oT-
METHUTh, YTO CXEMOTEXHUYECKOE MOJICIMPOBAHNUE B OTCUECTBEHHOW JIUTEPATYpE
TaK)K€ Ha3bIBAIOT aBTOMATU3UPOBAHHBIM HJIM MAIIMHHBIM aHAJIM30M Iienei [2].

ba3oBble mporpaMMbl cXeMOTEXHHMYECKOT0 Mo/eJiMpoBaHus. B ocHoBe
BCEX COBPEMEHHBIX MAKETOB CXEMOTEXHUYECKOIO0 MOJIECTUPOBAHUS JIEKUT MPO-
rpamma SPICE (Simulation Program with Integrated Circuit Emphasis) — cumy-
JSITOP DJIEKTPOHHBIX IIETIEH C OTKPHITHIM MCXOAHBIM KOJOM, pa3paOOTaHHBIA B
Kanmudopuuiickom ynusepcurere B bepkiu Jloypencom Harenem Bo Bpemsi ero
oOy4eHHs B aCIHUPAHTYpPE IO HaAyYHBIM PYKOBOJICTBOM Mpodeccopa JloHanbaa
[Tenepcona [3]. SPICE 6b11 BnepBsie npencrasieH Jloypencom Harenem u Jlo-
HaibaoM [lenepconom Ha HayuyHOU KoH(pepenuuu B KanudopHuiickom yHUBEp-
cutete B bepxnu B 1973 rony. [lepBas u Bropas Bepcuu SPICE (SPICE1 u
SPICE2) Obumn nHanucanbl Ha s3pike FORTRAN. Tperes Bepcus SPICE
(SPICE3) Obuna Hanrcana Ha si3pike C B 1989 roay u o6HOBIsIIack 10 1993 roga
(3axmtountenbubiii penu3 — SPICE3FS) nocne yero pa3BuTre JaHHON Mporpam-
mbl B Kamudopuuiickom ynuBepcutere Obuio 3aBepiieHo. Penus SPICE3FS
npennasHavueH g UNIX-mogoOHbIX omepaliiOHHBIX CUCTEM M ONEepPallMOHHOM
cucteMbl MS DOS, oneparmonnsie cucteMbl cemeiictBa Windows gaHHBIN pe-
mu3 u 6onee pannue Bepcun SPICE ne mogaepxkuBarot [4]. Heo6xomumo otme-
TUTh, 4TO B SPICE a1t onvcanusi cxemsbl 3IEKTPUUECKON LIENU U PEKUMOB MO-
JIETMPOBAHUS UCIIOJIb3YETCSI TEKCTOBBIN (pOpMAT, TaK HA3bIBAEMBIN «CIUCOK CO-
enuHeHn» — netlist.

[Tpeemuukom SPICE3F5 siBnsiercs cBOOOIHO pactpoCTpaHsIeMbIii CUMY/JIsi-
TOP C OTKPBITBIM UCXOIHBIM KOJ0M Ngspice, KOTOPBIN MOICPKUBAET OTepaliu-
oHHyr cucremy Windows u oOHOBIsieTcss o Hactosiee Bpems [5]. Ngspice
MO3BOJISIET BBITMOJIHATH MOJEIUPOBAHUE KaK aHAJOTOBBIX, TaK U IHUGPOBBIX
YCTPOWCTB, a TAK)Ke CMEIIaHHOE MOJISTTUPOBAHHUE.

KoMmepueckne nmakerbl cXeMOTeXHHYECKOT0 MojeanpoBanus. CoBpe-
MEHHBIE KOMMEPUYECKHE TTAKEThl CXEMOTEXHUUECKOTO MOJICIIUPOBAHUS, KaK Mpa-
BUJIO, BXOIAT B COCTAaB CHCTEM aBTOMAaTU3UPOBAHHOTO MPOCKTHUPOBAHUS
(CAIIP) paguosnexktpoHHbIX ycTpoicTB — Electronic Design Automation (EDA)
Systems, oOecrieunBarONUX HAPSAY CO CXEMOTEXHHMYECKHUM MOJCIMPOBAHUEM
pa3ITUYHBIC BUABI MPOCKTUPOBAHUSI YCTPOWCTB, HanOOJIee pacpoCTPaHEHHBIM
U3 KOTOPBIX SIBIISIETCS MMPOEKTHpOBaHUe nevatHbix miaT — Printed Circuit Board
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(PCB). Cnenyer OTMETUTh, UTO BCE PACCMOTPEHHbBIE HUXKE COBPEMEHHBIE KOM-
MEpUYECKUE MaKEThl CXEMOTEXHHUYECKOTO MOJICIUPOBAHUS TMOACPKUBAIOT Tpa-
¢duyeckuii BBox cxeM (Schematic Capture).

CAIIP Advanced Design System (ADS) ot kommanuu Keysight
Technologies (CILIA) siBnsieTcs oAHOW M3 HauOoJyiee CIOXKHBIX U JOPOrOCTOS-
mux. ADS obecrnieunBaeT Bce BUIbI CXEMOTEXHUUYECKOTO MOJIEIMPOBAHUS pa-
JTUOTEXHUYECKUX 1IE€TIeH, OCHOBHBIE U3 KOTOPBIX — aHAIU3 MEPEXOIHBIX Mpolec-
COB, aHAJIU3 YACTOTHBIX XapaKTEPUCTUK U aHAIHU3 MO MOCTOSTHHOMY TOKY. Kpome
Toro, ADS 1o3BOJISIET BBIMOJIHATH MPOEKTUPOBAHUE MTEYATHBIX IJIaT, B TOM YHUC-
ne ana CBY-nuanazona. OtianuutensHoi ocooeHHocThio ADS siBrisieTcst Hamu-
yue MOMAYJS DJICKTPOJMHAMHYECKOTO MOJETUPOBAHUS pa3pabaTbhiBaeMbIX
YCTPOWMCTB [6].

JloctatouyHo mupokoe pacrnpoctpanenue B mupe nonyuuna CAIIP OrCad,
KoTOpas OblIa co3JaHa OJHOMMEHHOW KoMmaHueill B ropoje XuicOopo, mirar
Operon (CIIA). B nacrosimiee Bpems CAIIP OrCad mpuHamieKuT KOMITAaHUH
Cadence Design Systems (CILIA) [7]. B coctap OrCad BXoauT, Tak Ha3bIiBae-
masi, nepcoHanbHas Bepcus SPICE — Pspice (Bepcust SPICE nnst mepcoHanbHBIX
KOMITBIOTEPOB), co3aaHHas B 1984 rogy u obecrnieunBaromiasi CTaHIapPTHHIE BUIBI
CXEMOTEXHUYECKOTO MojenupoBanus paguorexuudeckux reneit. CAIIP OrCad
TaK)Ke BKJIIOYAET B ce0s MakeT /i MPOSKTUpOBaHUS medyaTHbix miat — PCB
Design Suites. Baxknoit oco6ennoctsto OrCad siBisieTCss BO3MOXKHOCThH Oec-
riaTHoro noJsrydenus mpooHou Bepcun ganHou CAIIP (Free Trial) mocne peru-
cTparuu Ha oduimaabHoM caiite komrmanuu Cadence wnm Ha OQUIMAIBPHOM
caite OrCad. IlpobOnas Bepcusi OrCad obGecrneunBaeT MOJMHBIN (YyHKIIHOHAT
nanHoit CAIIP B Teuenue 30 CyTOK.

B oOpasoBatenbHbix yupexaeHusx Poccuu OONBINON MOMYISPHOCTHIO
MOJIB3YETCS MAKET CXEMOTEXHUYECKOTO MOJierpoBanrs Multisim oT koMmanuu
National Instruments (CIIIA) [8]. IlepBorauansHo Multisim ObIT U3BECTEH Kak
Electronics Workbench u pa3pabatpiBasicss 0OTHOUMEHHONW KOMITAaHUEH, KOTOPas
¢ 2005 roga Bonmuia ¢ cocraB National Instruments. Electronics Workbench pa3-
pabaThIBaJICA KaK CUMYJIATOP JJISI M3YYCHHs AJIEKTPOHUKU B 00pa30BaTEIbHBIX
yupexaeHusx, Ho mnocie BikitoueHus Electronics Workbench B kommanwuro
National Instruments on OblT MepenMeHoBaH B Multisim 1 BMecTe ¢ MakeTom
npoekTupoBanus medatHelx miat Ultiboard cran cocraBHOi wacteio CAIIP
Circuit Design Suite. Otnuunrensaast oco0eHHOCTH Multisim COCTOUT B TOM OH
MTO3BOJISIET HE TOJIBKO BBHITIONHATH BCE BUJBI CXEMOTEXHUYECKOTO MOJCIUPOBA-
HUS, HO U HMUTHUPYET pabOTy OCHOBHBIX U3MEPHUTENBHBIX MpUOOpoB (puc. 1).
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Puc. 1. Humepgeiic npoepammer Multisim

[IpoOHasa nomHopyHKIMOHANBHAS Bepcust Multisim MOKeT ObITh CKauyaHa C
opunuanpHoro caita National Instruments u goctymHa ajisi OeCIIaTHOTO HC-
noab3oBaHus oT 7 10 40 cytok. CiaeayeTr OTMETUTh, 4YTO Ha OPUITMATLHOM CaiiTe
Multisim https://www.multisim.com pgoctynHa OecruiaTHas OHJIANH-BEpPCHUs
naHHOM mporpamMmbl — MultisimLive, KoTopasi MO3BOJISIET BBIMOIHATH OCHOBHBIE
BHUJIbI CXEMOTEXHHYECKOro MojenupoBaHusi B Internet-Opayszepe (moctynm K
MultisimLive mpegoctaBisieTcsi mociie perucTpaiuyd Ha OQUIMATIBHOM CaiTe
Multisim).

Cumynstop HSPICE (B nactosimiee Bpemst — PrimeSim HSPICE) ot kom-
nanuu Synopsys (CHIA) B orinune oT OOJBIIMHCTBA KOMMEPYECKUX MaKETOB
CXEMOTEXHUYECKOTO MOJICTUPOBAHUS SIBJIAETCS CAMOCTOSITEIIbHON MPOTrpaMMOii.
BoctpeboBannocts HSPICE o0ycioBieHa Tem, 4TO OH SIBJISIETCSI OTPACJICBBIM
CTaHJapTOM JIJISl MHOTUX MUPOBBIX TIPOU3BOJUTENIEH HHTETPATBHBIX CXEM, B TOM
qucIie i pa3pabOTUUKOB TEXHOJIOTUU 3 HM, KOTOPYIO TJIAaHUPYETCS 3aIyCTUTh
B 2023 rony TaiiBaHbCKMM mpousBoautenem mukpocxeM TSMC [9]. Cnenyer
otMetuTh, uT0o HSPICE MOXeT ncnonb30BaThCsi COBMECTHO C MaKeTaMH MPOECK-
TUPOBAHUS AJICKTPOHHBIX KOMIIOHEHTOB M MHTEIPAIBHBIX CXeM (BKJIIOYasi CH-
cteMbl Ha kpuctaiuie — SoC) Takxke pazpadaTbiBaeMbIMU KOMITAHUEH Synopsys.

Cpenu eBponecKkux NakeToB CXEMOTEXHUYECKOTO MOJETUPOBAHUS MOKHO
BeIIeuTh cumysistop TINA (Toolkit for Interactive Network Analysis) ot kom-
nanuu DesignSoft (Benrpust). TINA sBnsercst nosHouernHo CAIIP, mockonbky
BKitouaet B ceds kak SPICE-cumynsarop, Tak u cpeny s pa3paOOTKU meyart-
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Hbeix 11aT [10]. Ilporpammusiii maker TINA Takke BKiIrOYaeT B ceOs OHJIAMH-
CUMYJISITOP, BUPTyaJIbHbIE HHCTPYMEHTHI JJI BU3YaJU3allMH CXEMOTEXHUYECKO-
ro MOJIeIUpOBaHUs (reHepaTop, ociuuiorpad, aHamu3aTop CHEKTpa U Jp.) U
oOyyJaroumii BUPTyaIbHBIM KypC MO TEOPHUM DJEKTPUUYECKUX IIeNell ¢ MHCTPY-
MEHTaMH JJI IPOBEPKH 3HAHUI CTYJC€HTOB U MOHUTOPHUHIA ycrieBaeMocTH. Ta-
kuM oOpazom, naker TINA 6mu3ok no coemy ¢ynkiuonany k CAIIP Circuit
Design Suite ot komnanuu National Instruments.

Delta Design — nepBas u enuacTBeHHas poccuiickas CAIIP anekTpoHHBIX
YCTPONCTB Ha OCHOBE CKBO3HOTO MapuIpyTa pa3pabOTKH, CO3JaHHAsT KOMITAHUEH
«Ipemekey» (r. Mocksa) [11]. Delta Design BkitouaeT B cebsi makeT CXeMOTeX-
HUYECKOTO MojienrpoBanusa SimOne, a Takke MporpaMMHbBIE CPEJICTBa, obecte-
YUBAIOIIUE CO3JaHUE MOJIEICH SJIEMEHTOB, PEAAKTUPOBAHUE DICKTPUUYCCKUX
CXEM, pa3MeIleHHE JIEMEHTOB U TPACCUPOBKY COCAMHEHUH, 0ohopMiIeHUE KOH-
CTPYKTOPCKOM JOKYMEHTaluu B cooTBeTcTBUM ¢ TpeboBanusimu ['OCT wu
ECK/. Kak yTBepxmaroT pazpaboTurku mporpammel SimOne, Giarogaps mnpu-
MEHEHHUIO aJTOPUTMOB MMapasuIeNIbHBIX BBIYMCICHUM U MeToy Po3enOpoka yer-
BEPTOro TMOpsAJIKa JaHHAs MporpamMma IMO3BOJSET CYIIECTBEHHO MOBBICUTH CKO-
POCTh KaK BPEMEHHOTO, TaK M 4aCTOTHOTO aHaiu3a 1enei [12]. Ha odurmans-
HOM caiiTe KOMIaHUuU «IpeMeKc» https://www.eremex.ru 1mocjie perucTpanuu u
aBTOPU3AIIMU TIOSIBJISIETCS. BO3MOXKHOCTh CKadaTh W OECIUIATHO MCMOJb30BaTh
JeMOHCTpalMoHHy0 Bepcruio SimOne Trial ¢ orpaHnueHHEM 1O BpEeMEHHU JKC-
ryatanuu Ha 30 mHel, a Takke Bepcuto SimOne 11 paauoiroouTenein 6e3
OTpaHUYCHHS 1O BPEMEHHU, HO C OIPaHUYEHHUEM Ha KOJIMYECTBO KOMIIOHEHTOB
(me 6omee 50).

CB000HO pacnpocTpaHsieMble MAKEThI CXeMOTEXHHUYECKOIro MO/eJIu-
poBanusi. HauGomnee monynsapusiMu B Poccuu u Mmupe cBOOOIHO pactpocTpaHsi-
embiMu SPICE-cumynstopamu sBisitotcst LTspice, PSpice for TI, TINA-TI u
Micro-Cap. [laHHbIE CUMYIATOPHI TOAIEPKUBAIOT TpadUIECKUil BBOJ CXEM, KaK
¥ KOMMEPYECKHE CUMYJISITOPHI, HO B OTJIMYHE OT MOCJIEIHUX HE BXOIAT B CTPYK-
Ttypy CAIIP, npennasHadueHHBIX JJ1s1 TPOSKTUPOBAHHUS TTEUATHBIX TIJIaT.

Cumynsitop LTspice Obu1 co3dman B 1999 romy xopmopamment Linear
Technology (CIIIA) — mpousBOAMTENEM PATUOIIEKTPOHHBIX KOMIIOHEHTOB H
WHTETpalIbHBIX cxeM, KoTopas B 2017 romy Bomuia B cocTaB kKoMmmannu Analog
Devices. LTspice obecriednBaeT OCHOBHBIC BHABI aHAIN3a JJICKTPOHHBIX IICTICH
U BKJIIOYAET B ce0sl perysipHO OOHOBIAEMYIO OHOIMOTEKY paauo3JIeKTPOHHBIX
KOMITOHEHTOB W WHTETPAbHBIX CXEM, BBINMYMICHHBIX KOMIaHusMHu Linear
Technology u Analog Devices [13]. B LTspice taxxe nMmeercss BO3MOKHOCTh
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onmcanus coOctBeHHbIX Mmojaenei B Buje SPICE-koma. Cumynstop LTspice
nojsiep kuBaeTcsi komnanue Analog Devices Juist poABUKEHUSI COOCTBEHHOM
IPOAYKIMH, TaK KaK MOJIb30BATEb MOKET C MOMOUIIBIO JAHHOM MPOTpaMMbl O-
no0paTh HEOOXOAMMBIM KOMITIOHEHT U MOJYYUTh XapaKTEPUCTUKH pa3zpadaThiBa-
€MOr0 YCTPOICTBA.

PSpice for TI u TINA-TI — 3T0 35€KTpOHHBIE CUMYJISTOPHI, pazpadbaTbiBa-
empie komnanusiMu Cadence Design Systems u DesignSoft cooTBeTcTBEeHHO
cnenuanbHo Juist komnanuu Texas Instruments (CILIA), koropas, kak u Analog
Devices, siBIsieTcd OHUM UX KPYMHEUIIUX B MUPE MPOU3BOJAUTENEH IIIEKTPOH-
HBIX KOMIIOHEHTOB U UHTETpaibHbIX cxeM. Cumynsitopbl PSpice for TI u TINA -
TI nognepxuBarorcss komnanuen Texas Instruments ¢ TOW ke LEIBIO, YTO U
LTspice nognepxuBaerca komnanueit Analog Devices — COOCTBEHHBIN CUMYJIS-
TOP 3JIEKTPOHHBIX LEIIEN MO3BOJIAET MPOJABUIaTh HA PHIHKE MPOIYKIUIO KOMIIa-
HUMU.

[Iporpamma cxemorexHudeckoro monaenupoBanusi Micro-Cap paszpabaThbi-
Banack ¢ 1980 mo 2019 rox xommanueit Spectrum Software (CILIA) u crana
IIEPBBIM CUMYJIATOPOM JJIEKTPOHHBIX LIENEHN ISl IEPCOHAIBHBIX KOMIIBIOTEPOB.
[ToMmuMo Bcex BUIOB aHaIM3a aHAJIOTOBBIX, ITU(MPOBBIX W aHATIOTO-IIUGPOBBIX
ycTpoiictB Micro-Cap Takke oOecrieunBaeT CHHTE3 MACCHUBHBIX U aKTHUBHBIX
aHaJIOTOBBIX (DMIIBTPOB T10 33ITAHHOM YaCTOTHOM XapakTepuctuke (puc. 2) [14].

- |EI|1| Passive Filter Designer ﬂ

'E;'r‘ w_:":n ‘F(f‘i! T | | ra | / Design |Implementati0n| Optionsl

j”_}/_}‘!'|m-—-f\\fm-’°\"\ef/&§\‘>d ~Type —Response
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High-Pass -+ s N Chebyshew 3
{*' Bandpass * Ellipkic 3
" Notch :
-156 F
/ \ —Specifications —Poles and Zeros
-3 % Mode 1  Mode 2 Stage I Fo I Q0 I Fr I
. I 1 953.7975.., 75.20206.., 895.2487...
bl . € 2 1045.519.., 75.29206... 1114.215...
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457

Stopband Atten. (A) | 20 dB

Center Freq. {Fc) I 1000 Hz
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Err

500 1K 12K
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Puc. 2. Unmepdgetic cunmesa naccusnvix purompos 6 npoepamme Micro-Cap

Micro-Cap sBsiICS KOMMEPUYECKUX MpOorpaMMHBIM obecrieuenrem 10 2019
rojaa, mpudem B 2000-e ro/ibl JaHHAs MporpamMMa Obljia OJJHUM M3 CaMbIX IOITY-
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JSIPHBIX CUMYJISITOPOB DJIEKTPOHHBIX Iened kak B Poccuu, Tak u B mupe. I1po-
rpamma Micro-Cap He 6bi1a unterpupoBana B CAIIP, mosTomy He cmoria KoH-
KypUpOBaTh C ONMHUCAHHBIMU BBIIIIE KOMMEPYECKUMH cUMyIisiTopamu. Kpome To-
ro, komrnanus Spectrum Software He Bollla B CTPYKTYpY NMPOU3BOIUTENEH pa-
JTMO2JIEKTPOHHBIX KOMIIOHEHTOB M HE CMOTJa CaMOCTOSITENIbHO TMPOJAOKHUTH
npoJBIKEeHHE U pa3BuTue Micro-Cap, BCIEICTBHE YEro mpekpaTuiia CBOE Cy-
miectBoBanue B utosie 2019 roga. C storo momenta Micro-Cap nepecrain paspa-
OaThIBaThCS U MOJJEPKUBATHCS, a KoMIaHusi Spectrum Software npunsiia pe-
IIEHUE CJENaTh €ro CBOOOHO PaCIpOCTPaHIEMbIM MPOrPAMMHBIM 00ECIIeYEHU-
eM.

BoiBoabl. [IpoBeneHHBIE HCCIIEOBAHUS IOKA3bIBAIOT, YTO aOCOIIOTHOE
OOJIBIITMHCTBO IMAKETOB CXEMOTEXHUYECKOTO0 MOJEIMPOBaHUS, KaKk KOMMepye-
CKHUX, TaK UM CBOOOJHO pacHpoCTpaHSEMbIX CO37aHbl M pa3pabaThIBaIOTCS B
CHIA. TTokynka JUIIEH3UI ISl UCTIOJIb30BaHUS KOMMEPUYECKUX BEPCU MTAKETOB
CXEeMOTeXHHUYECKOro MozenupoBaHus, co3mganHeix B CIIA (ADS, PSpice,
Multisim, HSPICE) no coctostnuto Ha 2023 roa He HpeCTaBIsSeTCS BO3MOXK-
Hol. [Tokynka eBponerickoro cumynsitopa TINA Takke BecbMa 3aTpyAHUTENb-
Ha.

Cnenyer otmeruth, uto ¢ 2022 rtoma caiitel kommanuii Keysight
Technologies, Cadence Design Systems, Analog Devices u Texas Instruments
HeZoCTynHbI ¢ poccuiickux [P-ampecos, caiit kommanuu National Instruments
JNOCTYNEH, HO CKaYMBAaHUE MPOrpaMM C JIAaHHOTO caliTa HEeBO3MOXHO. J[aHHOE
00CTOSITETLCTBO BBI3BIBACT 3aTPYJHEHUS TIPU MOTYUYEHUN KaK MPOOHBIX BEPCHIA
KOMMeEpYEeCKUX cumyisiTopoB PSpice u Multisim, Tak U npu MOJTy4YEeHUU CBO-
60110 pacnpocTpansemsbix nporpamm LTspice, PSpice for TI u TINA-TI. [lo-
CTYH K MNEPEUYHUCIICHHBIM MPOrpaMMaM BO3MOKEH MPU UCIOJIb30BAHUU TEXHOJIO-
Uil BUPTyalnbHbIX yacTHRIX cered (VPN), HO B 3TOM ciydae mosiydenue pabdo-
TAIONIUX BEPCUU YCTAaHOBOUHBLIX (haiijioB He TapaHtupoBaHo. OduilMaTbHBIA
cait xommnanuu Spectrum Software ¢ 2023 roma He QYHKITMOHHPYET, TTOITOMY
noctyt k nporpamme Micro-Cap Taxke He rapaHTHPOBaH.

Takum oOpa3om, B HacTosIiee BpeMs HauOoyiee NOCTYIMHBIM JIJIsi POCCUK-
CKHX IIOJIb30BaTEICH SIBJISIETCS MAKET CXEMOTEXHUYECKOrO0 MOJIECIMPOBAHHUS
SimOne, KOTOPBI MOXKHO TOJIYYUTh B BUJE OECIUIATHON ITEMOHCTPAIMOHHON
Bepcuu SimOne Trial ¢ orpanudyeHnem o BpemMeHu dKcruryaranuu (10 30 gHeit)
u Bepcuu SimOne st panuontoOuTeneil 6e3 orpaHUYeHuUs: MO BPEMEHHU, HO C
OTPaHUYCHHEM Ha KOJUYECTBO KOMIOHEHTOB (10 50 KOMIIOHEHTOB).
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IIyoankanusi ocymecTBJIseTcsl B paMKax npoekra «Pa3paboTka HOBO-
ro y4e0Horo kypca '"Meroabl MAaTeMATHYE€CKOI0 M KOMIIBIOTEPHOI0 MOj1e-
JINPOBAHMSA 3J1€EMEHTOB M YCTPOHCTB HH(POKOMMYHUKAIMOHHBIX cHCTEM ',
peajqu3yeMoro modeauresieM rPaHTOBOI0 KOHKYpca Ui NpenojaBaTesiei
maructparypsl 2022/2023 CrunenguaabHoil nmporpammbl Baagumupa Ilo-
TAHUHA.
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INamxueB Tumyp DdnerauHosuy, Bapakun Su CepreeBuu

CPEJICTBA JOBEPEHHOM 3ATPY3KH OC HA OCHOBE
TEXHOJIOI'MM XOUHINPOBAHUSA KOHTPOJIBHBIX CYMM CPEJIbI

Abconomnoe 601bUWUHCINEO COBPEMEHHBIX NEePCOHAILHBIX KOMNbIOMEPO8 UMeIom
8CMpoenHble annapamHo-npocPamMMHble Cpeocmed 3aujumsl Om UCNOIHEHUs. MOOUGU-
yuposanuvie epcuti 6a3068020 npocpammnozo obecneuenus (I10), ucnoansaowezo
cepeucHvle yHKYUuU noo2omosku 3aepy3xku onepayuonrou cucmemst (OC) u camozo
3aepy3uuKa.

Yawe 6ceco ecmpoenHvle CpeOCmea UCNONb3YVIOM XIUU KOHMPOIbHBIX CYMM
cpeovl U ux ceepky ¢ smanonamu. Taxoce 8 QyHKyuoHan smux cucmem, 6 6ONbUIUH-
cmee cnyuaes, 6xo0um nposepka ecmpoerno2o 110 oononnumenvuvix mMooyneli Yun-
cema, maxux xkak Intel Management Engine. B smoti cmamve npedcmasnen 0630p cy-
wecmayrowux noocucmem, UCnoIb3yemvlx 6 coepemennvix IIK, a makoce ananuz ux
803MOJICHOCMEU U YA386UMOCTEl 8 HUX.
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O6ecnequue 6€3OI’ZCZCHOCmu 3a2py3i<u, KOHI’I’IpOJZb Cpeabl UCNOJIHEHUA, KOHmpOJZb
xamupoeaﬂueM KOHWZpO]ZbelX CyMM, MEXAHU3bL KOHWIpOJZ}Z Cpeabl UCNOJIHEHUA 6 OC
Windows u Linux.

Gadgiev Timur Afletdinovich, Vararin Yan Sergeevich
AUXILIARY TRUSTED BOOT SUBSYSTEMS BASED ON
ENVIRONMENT CHECKSUM HASHING TECHNOLOGY

The vast majority of modern personal computers have built-in hardware-
software protection against execution of modified versions of the base software, which
performs the service functions of boot preparation and the bootloader itself. Most of-
ten, the built-in tools use checksum hashes of the environment and their verification
against trusted recorded standards. Also, these systems, in most cases, check the firm-
ware of additional chipset modules, such as Intel Management Engine. This article
presents an overview of existing subsystems used in modern PCs and an analysis of
their capabilities and vulnerabilities.

BBEJAEHUE

BaxHO OTMETHTH, YTO KOHKPETHBIC MEphl 0€30MacHOCTH, HEOOXOIMMBIC
JUIS pa3IMYHBIX THIIOB CEKPETHOM MH(poOpMaIuu, OyayT OTIMYAThCS B 3aBHCH-
MOCTH OT YyBCTBUTEIBLHOCTH M BaKHOCTH MHGopMaliuu. OgHaKO B 1IEJIOM COOT-
BETCTBYIOIIIME MEPhI 0€30MaCHOCTH JIOJKHBI BKIIFOYATh B ce0s1 coueTaHue Ghusu-
YECKUX, TEXHUYECKUX U aIMUHHCTPATUBHBIX MEP KOHTPOJIS. DTO MOXKET BKIIIO-
4aTh TaKUE MEPBI, KaK KOHTPOJIb JOCTYIa, KPUIITOIPaPUUISCKYIO 3aIUTy, MOHH-
TOPHHT, PE3ePBHOE KOMMMPOBAHUE U BOCCTAHOBIICHHE, a TAK)KE ITPOTPaMMbI 00y-
YEHUS! W TIOBBIMICHUS OCBEAOMIIEHHOCTH COTPYAHUKOB O BO3MOXKHBIX YIpO3ax,
MPaBUJIBHBIX CIOCO0axX WCIOJIb30BAHUS YYBCTBUTEIHHOW MHGOpPMAIMH COOT-
BETCTBYIOIIUX MPUHATON MOJUTUKH OE30MaCHOCTH U JIEUCTBUSIX B CIIydae pea-
JU3AIMHA YTPO3HI.

TexHonOTHS XEMUPOBAHUS KOHTPOJHHBIX CYMM MOKET OBITh IOJIE3HBIM
WHCTPYMEHTOM i1 00€CTieueHus IEJIO0CTHOCTH JIaHHBIX W OOHApY’>KEHUS He-
CaHKIIMOHUPOBAHHBIX U3MeHEeHNH. OTHAKO BaXXHO YOSAUTHCS, YTO ITa TEXHOJIO-
T'Usl IPUMEHSETCS MPABWIIBHO U B COUYETAHUU C IPYTUMU MepaMu 0€301acHOCTH,
9TOOBI 00ECMEeYNTh KOMIUIEKCHYIO 3alUTy KOH(PHUACHIMAIBHOW HWH(OpMAaIny,
TaK KaK COOTBETCTBHE X3IIIA JJAHHBIX 3TATIOHHOMY XJIIIy MOXET UMETh MECTO HE
TOJIBKO B CITy4ae COOJIFOICHHMS TICJIOCTHOCTH JIAHHBIX, HO M B CITy4ae KOJITU3UU.
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B nenom, kimouoM K 00ecieueHnI0 MaKCUMaJIbHON 0€301acHOCTH KOH(U-
JEHIIMAIbHOM HH(OpMAIMK SBISETCA NMPUMEHEHUE KOMIUIEKCHOTO TMOJIX0/1a,
BKJIFOUAIOMIETO IENbIA Psifi Mep 0€30MacHOCTH M O0ECIEeYMBAIOIIETO PeryJsip-
HBIM MepecMOTp U OOHOBJIEHUE ITHX MEp MO Mepe HEOOXOJUMOCTH B COOTBET-
CTBHH C MEHSIOUIMMUCS YTPO3aMHU U TEXHOJIOTHUSAMHU.

O030p cymecTBYIOIIUX PadoT M MX MMILIEeMeHTauus no reme: «Oodec-
neyeHue 0e30MACHOCTH NMPOrPaMMHO-ANNAPATHOM CpeAbl ¢ MOMOIIBIO X)3-
HIMPOBAHUSD)

KonTponp anmnapaTHON U IpOrpaMMHON CPEABI C TOMOIIBIO XAIIUPOBAHUS
KOHTPOJBHBIX CYMM IMpeArojiaracT MCIOJIb30BaHUE KpUNTOrpaduyecKon Tex-
HUKH JJI IPOBEPKU LETOCTHOCTH U MOJIMHHOCTH CPEJIBI.

Xem-GpyHKIUS UCTIOIB3YETCS JUIsl BBIUUCICHUS YHUKAIBHOTO IU(POBOTO
orneyartka ¢aiina uiu Habopa JaHHBIX (PUKCUpOBaHHOTO pazMmepa. [lomydeHHoe
X3II-3HAYEHUE — ATO CTPOKA CUMBOJIOB, MPEJCTABIISIONIAS UCXOIHbIE TAHHbBIE, 1
o0kl U3BMEHEHUSI JAHHBIX MPUBEIYT K U3MEHEHUIO XdlI-3HaueHusl. CpaBHUBAs
X3II-3HAYEHUE TEKYLIEH CPEJIbl C paHEE€ BBIYMCIIECHHBIM X3II-3HAYEHUEM, MOKHO
O0OHAapYyKUTh JIFOObIE U3MEHEHHUS, KOTOPbIE MOTJIU ObITh BHECEHBI B CPEILY.

KoHTposibHBIE CyMMBI TIOX0XKH Ha X3II-3HAYCHUSI, HO OHU OOBIYHO UCIIOJIb-
3YIOTCS JJIsl TPOBEPKH LEIOCTHOCTH JIAaHHBIX Npu nepeaade. KoHTponbHas cym-
Ma — 3TO 3HAU€HHUE, KOTOPOE BBIUUCISETCS W3 Habopa JaHHBIX C TMOMOIIbBIO
omnpenesieHHoro anroputMa. KoHTponpHas cymma OTOpaBisieTCsl BMECTE C JIaH-
HBbIMH, & MOJy4YaTeslb MOYKET UCMOJIb30BaTh TOT K€ AJITOPUTM [IJIsl BHIYUCICHUS
HOBOW KOHTPOJIBHOM CyMMBbI Ha OCHOBE MOJIYYECHHBIX JaHHbIX. ECau ABE KOH-
TPOJIbHBIE CYMMBI COBMAJAIOT, CUMTAETCS, YTO JaHHBbIC OBLIM TepelaHbl 0e3
OLIMOOK.

Hcnonb3ysi KOHTPOJIBbHBIE CYyMMBI XJIIMPOBAHUS JJIsi KOHTPOJS amnmnapar-
HOU U TIporpamMMHOM cpefbl / 1 /, MOKHO yOemUThCsI, 9TO Cpelna He Oblia Mmoie-
JaHa WIM W3MEHEHAa HECaHKIIMOHWPOBaHHBIM 0Opa3om. Hampumep, ecnu cu-
CTEMHBIA aJIMUHHUCTPATOP BBIYHUCISIET XAUI-3HAYEHUE CPElIbl NEpe] BHECEHUEM
KaKUX-IM00 M3MEHEHUN, OH MOXKET MO3KE CPAaBHUTDH XDIII-3HAYCHHUE C TEKYIIEH
cpenoii, 4ToObl yOeaUThCsl, YTO HE ObUIO MPOM3BEICHO HECAHKIIMOHUPOBAHHBIX
A3MEHEHUM.

KonTposs anmaparHoil 1 npOrpaMMHON CPelibl ¢ MTOMOIIBIO XAIIUPOBAHUS
KOHTPOJIBHBIX CYMM — 3TO TEXHHKA, U3BecTHas Kak "Secure Boot". OHa npeano-
JaraeT MpOBEPKY IEJIOCTHOCTH MPOrpaMMHOTO OOECHEeYeHHs, 3alyIIeHHOTO B
CHUCTEME, MyTeM MPOBEPKH KPUOTOrpauyecKoro XsIIa KakKJ0ro KOMIIOHEHTa
10 HabOpy JOBEPEHHBIX 3HAUCHUI.
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[Ipu 3arpy3ke cucTeMbl MUKPOIIPOTpaMMa MPOBEPSIET LIETOCTHOCTD 3arpy3-
YhKa, CpaBHUBAs €ro KpUnTorpaduyecKuid XdII C COXPAHEHHBIM 3HAYCHUEM.
Ecnu xs1m coBnamaer, 3arpy34rK CYMTAETCs JIOBEPEHHBIM, U OH 3arpykaeTcs B
naMsTh. 3aTeM 3arpy3ydK MPOBEPSET KpUNTOrpapuyecKuid X1 sapa oneparu-
OHHOM CHUCTEMBbl W JPYIMX KPUTHUECKH Ba)KHBIX KOMIIOHEHTOB, U, €CIH UM
MO>KHO JIOBEpSITh, OHU TAKXKE 3arpy>karoTcsi B MaMsATh. ITOT MpPOLECC MpOaoJ-
KAETCs 10 TeX MOp, MOKa BCs cUCTeMa He OyJIeT MpoBepeHa U 3arpykeHa B ma-
MSITb.

OTa TeXHHKA MCTOB3YETCs JJI MPENOTBPAIICHUS HECAHKIIMOHUPOBAHHBIX
MOJIU(PUKALUNA CUCTEMbI, TAKUX KaK YCTaHOBKAa BPEJIOHOCHOTO MPOrPaMMHOIO
obecrieueHus Wi U3MEHEHHUE KPUTUYECKH BaXKHBIX CUCTEMHBIX (paitioB. Obec-
neyunBas 3arpy3Ky B MaMATh TOJBKO MPOBEPEHHBIX KOMIIOHEHTOB, Secure Boot
MIOMOTaET 3alUTUTHCSA OT Pa3IMYHBIX yrpo3 Oe3zomacHocTH. B obmiem ciydae
9Ta QYHKIMS MO0 YMOJIYAHHUIO BCTPOEHA B OOJIBIIMHCTBO COBPEMEHHBIX CHCTEM
UEFI u €€ MO>XHO OMNIIMOHAJIBLHO MCIIOJIb30BaTh, UTO HE TPeOyeT YCTAaHOBKU Ka-
Koro-iau6o gononautensHoro I10.

Secure Boot — 3T0 BaxkHass (yHKIMsS 0€30MAaCHOCTH, KOTOpask MOXET TI0-
MOYb 3alIUTUTh KOMIBIOTEPHBIE CUCTEMBI OT IIUPOKOTO CIIEKTpa yrpo3 0e3-
OMAaCHOCTHU M ysi3BUMOCTe. OHa o0ecrneynBaeT MEXaHU3M MPOBEPKHU IIEJIOCTHO-
CTH ¥ JJOCTOBEPHOCTH IPOTPAMMHBIX KOMIIOHEHTOB, 3arpy’KaeMbIX B IMPOIIECCe
3arpy3Kkd, 4TO MOMOTaeT yOeAuThCs B TOM, YTO CHCTeMa paboTaeT ¢ JI0BEpEH-
HBIM MPOTPAMMHBIM OOECIICUCHHEM U 3alllUIleHa OT HECAHKIMOHUPOBAHHBIX
U3MEHEHUU U aTakK.

Onnako npu Secure Boot cucrema mpoBepsieT Kpuntorpaguueckuii Xoi
Ka)KJIOTO KOMIIOHEHTA 10 HAabOpy MOBEpPEHHBIX 3HaueHui. Ecnu xo1 He coBna-
JTaeT, KOMIIOHEHT CUMTAETCS HEIOBEPEHHBIM, U CHCTeMa HE OyAeT 3arpyxarth
€ro B MaMsATh. JTO MPEIOTBPAIIAECT YCTAHOBKY OYTKUTOB M PYTKUTOB BO BPEMsI
rpoiiecca 3arpy3Ku, MOCKOJIbKY OHH HE CMOTYT ITPOUTH MPOBEPKY.

Kpome toro, Secure Boot MoxkeT 3alUTUTH OT aTak, KOTOPHIE MBITAIOTCS
U3MEHUTh MUKPOMNPOTPAMMYy WJIM JIPYyTMe HU3KOYPOBHEBHIE KOMIIOHEHTHI CH-
ctembl. [IpoBepsisi 1IEIOCTHOCTE MUKPOTIPOTPAMMBI M JIPYTUX BAXKHBIX KOMIIO-
HEHTOB BO BpeMsi poliecca 3arpy3ku, Secure Boot MOXeT rapaHTHpOBaTh, YTO
cucteMa paboTaeT ¢ JOBEPEHHBIM MPOTPAMMHBIM 00€CTIeUeHUEM W HE TOJBEp-
rajiachb BMEIIaTeIIbCTBY.

Secure Boot o0OecrieunBaeT HECKOJIBKO MPEUMYIIECTB 11 KOMIBIOTEPHBIX
CUCTEM, BKITIOYAS:
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1. 3ammuTa ot BpegoHocHoro I110: ofHUM M3 OCHOBHBIX MPEUMYIIECTB Se-
cure Boot sBisieTcs 3amuTa OT BPEAOHOCHBIX MPOTrpaMM U JIPYTUX THUIOB Bpe-
JIOHOCHOTO TporpaMMHOro obecrneudenus. [IpoBepsisi 11€IOCTHOCTh MpOrpamM-
HBIX KOMIIOHEHTOB, 3arpy’kaeMbIX B Ipoliecce 3arpy3ku, Secure Boot moxer
PEeIOTBPATUTh YCTAHOBKY 3JI0YMBIIUICHHUKAMU HECAHKIIMOHUPOBAHHOTO WM
BPEJAOHOCHOTO MPOrPAaMMHOI0 0OECIICUEHHS Ha CUCTEMY.

2. IloBslllIeHHAs 1IEIOCTHOCTh CUCTEMBI: Secure Boot rapantupyer, 4yTo B
cucteMe paboTalOT JOBEPEHHBIE MPOrpaMMHBIE KOMIIOHEHTHI, YTO IOMOTAeT
MOJIJIEP>KUBATH 1IETOCTHOCTh CUCTEMBI. JTO MOXKET OBITh OCOOCHHO BaXKHO JISI
KPUTUYECKH BaXKHBIX CHUCTEM, HANPUMEP, UCIIOIB3YEMbIX B 3/IpaBOOXPAHEHUH,
(dbuHaHCaX UK MPABUTEILCTBE, T TaKe HE3HAYUTENIbHbIC OIMOKU WIH ySI3BH-
MOCTH B IPOrPaMMHOM 00OECTICUEHUH MOTYT UMETh CEPhE3HbIE MTOCIEICTBHUSI.

3. IloBellIeHHE HAJEKHOCTU CUCTEMBI: Secure Boot obecrneunBaeT Mexa-
HU3M IPOBEPKU HAJICKHOCTU CUCTEMBI. VICroyb3ys TOBEpEHHBIEC XAIII-3HAYCHUS
U 1U¢POBbIE TOJNUCH JJI1 MPOBEPKHU 1EIOCTHOCTU MPOTPAMMHBIX KOMIIOHEH-
TOB, Secure Boot moMoraeT co3/iaTh ENOYKY JI0BEPHS, KOTOpasi paclpoCTpaHs-
€TCSl OT MUKPOIIPOTPaMMBI JIO ONEPAIMOHHON CUCTEMbI U MPUITOKEHHM.

4. 3amuTa OT OyTKUTOB U PYTKUTOB: OYTKUTHI U PYTKUTHI — 3TO THUIIBI BPE-
JIOHOCHBIX TIPOTpaMM, KOTOpbIE TMpeAHa3HAYEHBI JJI TOTO, YTOOBI B3STh MOJ
KOHTPOJIb TIPOIIECC 3arpy3KH U OCTaBaThCS CKPBITHIMHU B cucTteMe. Secure Boot
MOXKET MOMOYb MPENOTBPATUThH TU THUIIBI aTakK, 0OecrieunBasi 3arpy3Ky TOJBKO
JIOBEPEHHBIX MPOTPAMMHBIX KOMIIOHEHTOB B MPOIIECCE 3arPy3KH.

5. CooTBeTCTBHE CTaHAapTaM 0€30MacHOCTU: MHOTHE CTaHIapThl Oe3omac-
Hoct, Takue kak Common Criteria for Information Technology Security
Evaluation u Federal Information Processing Standards (FIPS), tpeGytot wuc-
nmosib30BaHus Secure Boot B kadecTBe 00s13aTE€THLHOTO dJIEMEHTA YIPaBICHUS
6e3omacHocThio. BHenpss Secure Boot, opranuzanuu Moryt o0ecneyuTb CoOT-
BETCTBHE 3TUM CTaHJapTaM U MPaBUIIAM.

Xots Secure Boot obecrnieunBaeT MHOXKECTBO MPEUMYIIECTB ISl KOMITbIO-
TEPHBIX CUCTEM, HEOOXOAMMO YUYUTHIBATh U HEKOTOPHIC MOTEHIIMATILHBIC HEIO0-
CTaTku. BOT HEKOTOpBIC U3 HUX:

1. TIpoGaemMbl COBMECTUMOCTH: OJHUM W3 TMOTCHIMAIBHBIX HEIOCTATKOB
Secure Boot sBisieTcst TO, 4TO OHa MOYKET BBI3BaTh MPOOJIEMbI COBMECTUMOCTH C
HEKOTOPHIMU OTIEPAIIMIOHHBIMU CHCTEMaMU WIW JpalBepamMu, KOTOPBIE HE MMOJI-
MACaHbl TOBEPEHHBIMH KIIFOYaMH. DTO MOXKET 3aTPyIHUTHh YCTAHOBKY WJIU 3a-
MYCK OMpPEEJICHHOrO MPOrpaMMHOro o0ecreyeHns, 0COOEHHO €ClIi OHO He 00-
HOBJICHO JJ1s1 moji/iep Kk Secure Boot.
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2. BIIOKMpOBKa MOCTAaBIIMKA: €IIE€ OJHUM IMOTECHIHAIbHBIM HEIOCTATKOM
Secure Boot siBiisieTcst TO, 4TO OHA MOKET MPUBECTU K OJIOKUPOBKE MOCTABIIUKA,
KOI'JIa Ha CUCTEME MOXKET OBbITh 3aIyIIEHO TOJBKO MpOrpaMMHOE OOecrieYeHue,
MOJIMUCAHHOE JIOBEPEHHBIMU MOCTABIIMKAMU. JTO MOXET OrPAHUYUTH BBHIOOP U
rMOKOCTh JIJISl TIOJIb30BaTeNield, KOTOpbIE XOTST MCIOJIb30BaTh MPOTrPaMMHOE
o0ecrieueHrne CTOPOHHUX MPOU3BOIUTENECH UM HACTPAUBATh CBOM CUCTEMBI.

3. CnoxHocTb: Secure Boot MOXKET yCIOXHUTH HPOLIECC 3arpy3KH, 4TO
MOXXET 3aTpPYJIHUThb YCTpaHEHUE HEMOJaJ0K WIM AUArHOCTUKY MpodOiieM. ITo
O0COOEHHO aKTyallbHO [IJIi CHCTEM C HECKOJbKUMH YypoBHsIMH Secure Boot,
HaIlpuMep, CUCTEM, UCIOIB3YIOIIMX Kak amnmapatHeli TPM, Tak U mporpaMm-
HBIU.

4. Jlo)kHO€ 4yBCTBO Oe3omacHOCTH: x0T Secure Boot MoxkeT moMoub 3a-
HIUTUTHCS OT OINpPEACIICHHBIX THUIIOB aTakK, OHAa HE SIBISIETCS CepeOpSIHOMN ImyJieit
JUTs1 6€30MMACHOCTH CUCTEMBI. 3TOYMBIIIUICHHUKHU BCE €1€ MOTYT HAaWTH CIIOCOOBI
o0oiitu Secure Boot, 0coOeHHO eciii UM yAacTcs CKOMIIPOMETUPOBATh CUCTEMY
Ha 00Jiee HU3KOM YPOBHE, HallpUMeEp, Ha YPOBHE MUKPOKO/IA.

5. CroumocTs: peanuzanus Secure Boot MOKET IPUBECTH K JOMOJHUTENb-
HBIM 3aTpaTaM Ha pa3pabOTKy W MPOU3BOJCTBO CHUCTEMbI, OCOOCHHO €CIU Tpe-
OyIOTCS CHeIMaIM3uPOBaHHbBIC allllapaTHhIE KOMIIOHEHTHI, Takue kak TPM.

XOTs 3TU HEIOCTAaTKU CJIeyeT NPUHUMATh BO BHUMAaHHE, IPEUMYIIECTBA
Secure Boot B 11e710M TNepeBeMBalOT MOTCHIIMAIBHBIC HEIOCTATKH, OCOOCHHO B
CUCTEMax, TPEOYIOIIMX BHICOKOTO YPOBHS O€30MACHOCTH U HAJIEKHOCTH.

Cy1iecTBYyIOT OMpeIeNieHHbIE TUITBI TPOTPAMMHOTO 00ecTIeUeHUsI, KOTOphIE
MOTYT OBITh HECOBMECTUMBI ¢ Secure Boot, 0COOEHHO €clii OHU HE MO ITUCAHBI
JIOBEPEHHBIMHU KJIF0YaMU. BOT HECKOIBKO MPUMEPOB:

1. JuctpubytuBbl Linux: HekoTopble nUCTpuOyTHBBI Linux MoOryt ObITh
HecoBMeCcTUMBI ¢ Secure Boot, 0coOOEHHO cTapble MUCTPUOYTUBBI, KOTOPHIC HE
noazepxkuBaroT UEFI Secure Boot. 910 nmponcxoaut moTomy, 4to siApo U ApY-
rue KOMIIOHEHTHI JUCTPUOYTHBA MOTYT OBITh HE MOJAMKCAHBI JTOBEPEHHBIMH
kimodyamu. OTHaKO OONBIIMHCTBO COBPEMEHHBIX NUCTPUOYTHBOB Linux Temepsb
NoAACP)KUBAIOT Secure Boot v mpegocTaBisioT MOANUCAHHbBIE SApa U JpaiiBe-
pBI.

2. Ilonp3oBaTenbCcKkue JpalBepbl YCTPOMCTB: HEKOTOPHIE MOJIb30BATENb-
CKHE JIpaiiBEephl YCTPONUCTB MOTYT OBITh HECOBMECTHMBI ¢ Secure Boot, ecniu oHH
HE TIOAMKCAHBI JOBEPEHHBIMU KIIFOYaMH. JDTO MOXET CTaTh MPOOJIEMON IS
M0JIb30BaTENeH, KOTOPHIM HEOOXOJUMO YCTaHOBUTH CIIELUAIN3UPOBAHHOE 000-
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pyllOBaHHE WM MNPOrpaMMHOE oOecredeHune, TpeOyroliee MOJIb30BATEIbCKUX
JPaBEPOB.

3. [IporpammHoe obecriedeHue JJisi BUPTyalu3alii: HEKOTOPhIE Mporpam-
MBI BUpTyaJlu3aliuu, Takue kak VirtualBox 1 VMware, MOryT ObITh HECOBMeE-
cTuMBI ¢ Secure Boot mo yMon4anuio. ITO CBA3aHO C TEM, UYTO 3TH HPOrPaMMBbI
UCIIOJIb3YIOT COOCTBEHHBIE 3arPy3UMKH, KOTOPbIE HE MOMUCAHBI TOBEPECHHBIMU
kiroyaMu. OJIHAKO MHOTHE MPOU3BOAUTENIM MPOrPAMMHOIO OOECredeHUs ISt
BUPTYaJIM3alMK BBITYCTUIN OOHOBJICHHUS, MOAepKuBatomue Secure Boot.

4. 3arpy3ounblie USB-Hakonutenu: 3arpy3ounHble USB-Hakonutenu, co-
3JIaHHbBIE C TIOMOIIBIO OIPEICIICHHBIX HHCTPYMEHTOB WJIM METOJIOB, MOTYT OBITh
HecoBMecTUMEI ¢ Secure Boot. Hanmpumep, ecnu USB-HakonuTens co3na ¢ 1mo-
MONIBI0 MHCTPYMEHTa, KoTophlil He nogaepxkuBaeT UEFI Secure Boot, 3arpys-
gk Ha USB-HakonuTene MOXKeT ObITh HE TIOAMKUCAH IOBEPEHHBIMH KITIOYaMHU.

CTOUT OTMETUTH, YTO MHOTHE U3 3TUX MPOOJIEM COBMECTUMOCTU OBLIU pe-
IICHBI B TIOCJIETHUE TOJIbI, U OOJIBIIMHCTBO COBPEMEHHOTO MPOTPaMMHOTO 0Oec-
neyeHus Terepb noajuepxubaeT Secure Boot. OnHako Bceraa Mmojae3HO MpoBe-
PUTH COBMECTUMOCTH MPOrPaMMHOTO M ammapaTHOro obOecreueHus ¢ Secure
Boot, npexae yeM BKIIF0YaTh €€ B CUCTEMY.

3a mocnenHue roabl ObUIO BBISIBJICHO M PACKPBITO HECKOJIBKO YS3BUMOCTEH
Secure Boot. BOT HECKOJIBKO NIPUMEPOB:

1. BootHole: BootHole — 310 ysi3BUMOCTb, KOTOpast 3aTparuBacT 3arpy34nkK
GRUB2, ucnonbs3yemMblii BO MHOTUX AUCTpuOyTHBax Linux. Y43BUMOCTH 103-
BOJISIET 3JI0YMBIIJIEHHUKY 000MTH TMporiecc mpoBepku Secure Boot, 3aMeHuB 3a-
IPY34YdK Ha BPEIOHOCHYIO BEPCHIO. Y SI3BUMOCTh Oblia packpeita B 2020 romy u
3aTparuBaet cuctemsl, ucnoaszyronme UEFI Secure Boot.

2. DUHK: DUHK (Don't Use Hard-coded Keys) — ysi3BuMocTb, 3aTparu-
BalOlasi TeHepaTrop ciydalHbIx yucen X9.31, ucnonap3yemblii HEKOTOPBHIMU
TPM. VYa3BUMOCTH IO3BOJISIET 3JIOYMBILUICHHUKY BOCCTAHOBUTBH 3aKPBITHIN
KJIt04, Ucnofib3yeMmblii TPM, KOTOpBIA MOKET OBITh HCIONB30BaH I 00X0aa
0e30macHOM 3arpy3Kd U JIPYTUX DJIEMEHTOB YIIPaBICHUSI 0€30MaCHOCTHIO. Y3~
BUMOCTH Obli1a packpsita B 2017 romy.

3. Infineon TPM Weakness — 3T0 ys3BUMOCTb, 3aTparuBaromiasi mpoIecc
reHepanuu napsl kimoueid RSA, ucnonb3yembrii HekoTtopbiMu TPM. Vs3Bu-
MOCTb MO3BOJISIET 3JI0YMBIIIJIEHHUKY BOCCTAHOBUTD 3aKPbIThII KIIHOY, UCIIOIb3Y-
embiii TPM, KOoTOpBIN MOXET OBITH MCHOJB30BaH A1 o0xoma Secure Boot u
JIPYTHX 3JIEMEHTOB YIPABJICHHS O€30TaCHOCTHIO. Y I3BUMOCTH ObLIa PACKPHITA B
2017 rony.
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4. Spectre nu Meltdown: Spectre u Meltdown — 3T0 Habop ys3BUMOCTEH,
KOTOPBIE 3aTPAaruBalOT MHOTHE COBPEMEHHBIE MTPOLIECCOPHI. Y I3BUMOCTH IO3BO-
JSFOT 3JI0YMBIIICHHUKY MCIIOJIb30BaTh HEJOCTATKH B alllapaTHOM peanu3auu
CHEKYJISITUBHOTO BBITIOJIHEHMSI JJIs1 U3BJICUYCHUS KOH(DUIEHIIMaIbHON nHpOopMa-
[IUU U3 CUCTEMbI, BKIIIOUas KpUNTorpadguueckue KIr4u, UCIOJIb3yeMble Secure
Boot. XoTs 3T ysA3BUMOCTH HE OTHOCSITCS KOHKPETHO K Secure Boot, oHu MO-
r'yT OBITh UCIOB30BaHBI JIsi 00X0/1a MHOTUX CPEJCTB KOHTPOJIsi 0€30MacCHOCTH,
BKJItO4as Secure Boot.

Cy1iecTByeT HECKOJIBKO TEXHOJIOTHH, UCTIONB3YIOIUX KpUITOrpadudeckoe
X3IIMPOBAHUE 711 KOHTPOJIS anmnapaTHO-MPOrPAMMHOM Cpelbl U MPOBEPKH 1ie-
JIOCTHOCTH CUCTEMBbL. BOT HECKOIBKO TPUMEPOB:

1. Secure Boot: Secure Boot rapanTupyer, 4To B MamsiTh 3arpyKar0TcCs
TOJIBKO MPOBEPEHHBIE KOMIIOHEHTHI, U IOMOTAeT MPEAOTBPATUTh aTAKU, HAIPAB-
JICHHBIE HAa W3MEHEHHE WM 3aMEHY KPUTHYECKH Ba)KHBIX CHUCTEMHBIX (haiyioB
WU KOMIIOHEHTOB.

2. Monyns nosepernoi miatdopmel (TPM): TPM moskeT ucnosb3oBaThest
JUIs1 IPOBEPKH LIEIOCTHOCTU MUKPOIIPOTPaMMBbl, 3arpy34MKa U IPYTUX KpUTHUYE-
CKM BaKHBIX KOMIIOHEHTOB CHCTEMbI ITyTEM MPOBEPKU KPUMNTOTPAPUIECKUX XI-
1IEW U MOAIUCEN.

3. Apxutektypa usmepenus menoctHoctd (IMA): IMA moxeT UCTOIb30-
BaTbCS JIJI MPOBEPKU IEJIOCTHOCTH CUCTEMBI M OOHAPYKEHHS JIOOBIX HECAHK-
IIMOHUPOBAHHBIX U3MEHEHUN WM MO (DUKAIINIA.

4. Measured Boot: Measured Boot: M3mepeHus: MOKHO HCTIOIB30BATH IS
IIPOBEPKH 1EJIOCTHOCTU CUCTEMBI BO BpPEeMs Ipoliecca 3arpy3Kku U 0OHapYKEeHHUSI
TOOBIX HECAHKITMOHUPOBAHHBIX U3MEHEHUHN WIH MOTU(DUKAIUH.

5. Secure Boot UEFI: UEFI Secure Boot ucnonb3yer kpunrorpaduyueckue
X3IIM JJIs1 MPOBEPKU LEJIOCTHOCTH 3arpy3urKa U JPYTrUX Ba)KHBIX KOMIIOHEHTOB
CHUCTEMBI B MPOLIECCE 3arPy3KH.

OTU TEXHOJOTUU MOXKHO UCIOJIb30BaTh B KOMOWHAIIMH JIJIT MHOTOYPOBHE-
BOM 3aIlIMTHI OT aTaK W MPOBEPKHU LEJOCTHOCTHU aNIApaTHOM M MPOrpaMMHOMN
cpenbl. Micnonb3ys kpuntorpaguaeckue XdImu A MPOBEPKHU IETOCTHOCTH CH-
CTEMBI, OpTraHU3aIMi MOTYT TapaHTUPOBATh, UTO HA UX CHCTeMax paboTaeT Jo-
BEPCHHOE IPOTPaMMHOE OOECIICUCHHE M OHHU HE OBLIM CKOMIIPOMETHPOBAHBI
3JI0yMBIIUICHHUKAMHU.

TPM — 310 anmapaTHbI KOMIIOHEHT, 00ecreunBaromuii 0e30macHoe xpa-
HEHUE KpUNTOTpadUyYeCKuX KIIOYeH W JApYyruX KOH(DHUICHIIUATHHBIX IaHHBIX.
O6bryno TPM mpexacraBnsier coO0l OTHENbHBIA YMI HA MAaTEPUHCKOW ILIaTe

105



KOMITBIOTEPHON CHCTEMBI, XOTs B HEKOTOPBIX cucteMax TPM moxer ObITh MH-
TerpupoBaH B cuctemy Ha kpucrajie (SoC).

TPM npennazHaueH Jjisi oOecrieueHusi 6€301acHON cpe/ibl XpaHEHHUsI KOH-
(buIeHIMAIBHBIX JAHHBIX, TAKUX KaK KIOUYW MU(poBaHus, 1UGPOBBIE CEPTH-
dbukatel 1 maponau. TPM Takke MOXET UCIOIB30BAThCS ISl MPOBEPKHU I1EI0CT-
HOCTHU CHCTEMBI ITyTeM H3MEPECHHS KpUNTOrpaduuecKux Xd3IIeH MPOIIUBKH, 3a-
rpy34yrKa U JPyTUX KPUTHUYECKH BAKHBIX KOMIIOHEHTOB CUCTEMBI.

Bot HekoTopsle kirodeBbie ocobeHHocTH TPM:

1. be3zomacHoe xpaneHnue paHHbIX: TPM obecreunBaeT O0e30macHyIo Cpeay
XpaHEHUs] KPUNTOrpapuUYECKUX KIIIOYed M APYyTrux KOH(MUIIEHIHUATbHBIX JaH-
HeIX. TPM wucnons3yeT KOMOMHAIMIO ammapaTHBIX M MPOTPaAaMMHBIX CPEJICTB
3aIUTHI JUIS 3a1UThl XPAHALIUXCS B HEM JAHHBIX.

2. Atrecraumsi: TPM MOXHO UCIONB30BaTh ISl MIPOBEPKU ILIEJIOCTHOCTH
CUCTEMBI IyTEM M3MEPEHUsI KPUNTOrpaduIecKrux XdIIEH MPOIITUBKH, 3arpy3yu-
Ka ¥ APYTUX KPUTUUECKUX KOMIIOHEHTOB CUCTEMBI. VI3MepeHuss MOTYT UCIIOJIb-
30BaThCs JJIs1 MPOBEPKHU TOTO, YTO CHUCTEMA HE ObliIa Mo/iJIeNIaHa I U3MEHEHA.

3. Ynanennasa arrectauus: TPM Takxke MOXET UCIOJIb30BAaThCA IS yJia-
JICHHOM aTTEeCTalMu, KOTOpas MO3BOJISIET YIAJICHHOM CUCTEME IPOBEPUTH ILIE-
JIOCTHOCTB JIOKAJIbHOW CUCTEMBI. Y TAJIECHHAs aTTECTals MOXKET UCIOJIb30BaTh-
Cs JUIsl YCTAHOBJICHUS JOBEPHUs MEXKAY ABYMsSI CUCTEMaMU U TapaHTUU TOTO, YTO
OHM HE ObUIA CKOMIIPOMETHUPOBAHBI.

4. Ynpapnenue kiaodyamu: TPM MOXET MCIONb30BaTLCA JJIA T'€HEpalvH,
XpaHEeHMsI W YIIpaBleHUs Kpurnrorpadguueckumu kiarouamu. Kiroun MoryT uc-
MOJIB30BAThCS JIJIsl MU(POBaHUs, IU(PPOBBIX MOANUCEH U APYrUX QYHKIUN Oe3-
ONIaCHOCTH.

5. Peructpsl kondurypamuu tiarpopmel (PCR): TPM ucnonszyer PCR
JUTSL XpaHEHUs1 Kpunrorpapuueckux u3MepeHuil KoMmoHeHToB cucTembl. PCR
MOTYT HCTIOJB30BAThCS [IJISI MPOBEPKHU IIEJIOCTHOCTH CHUCTEMBI U OOHAPYKECHHUS
TI0OBIX U3MEHEHUN WA MOIU(DUKALIHA.

TPM mupoko MCHOB3YeTCS B KOPIOPATUBHBIX CpefiaxX Jisg oOecredeHus
0e30macHOM cpebl XpaHEeHUsT KpUNTorpadhuuecKux KIo4Yerd W Ipyrux KoH(u-
JEHIMAJIbHBIX JaHHbIX. TPM Takke HMCHOJB3yeTCsl B COYETAHWUU C JAPYTUMH
CpelIcTBaMH 3alUThl, TAKUMH KaK Oe30omacHas 3arpy3ka u mudpoBaHHe TUCKa,
JUTsE 0OeCTieYeHHs] MHOTOYPOBHEBOM 3aIlIUTHI OT aTak.

IMA — 5310 Qynkius Oe3onmacHocTH Linux, KOTopass U3MepsieT KPUIITO-
rpadgudeckue x3mu (HasioB U IPYruX CUCTEMHBIX OOBEKTOB B Pa3IUYHBIC MO-
MEHTBI TpoIlecca 3arpy3ku. Pe3ynbTaThl M3MEpPEHHM COXpaHAIOTCS B (aiine
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KypHajia © MOTYT OBbITh UCIIOJIB30BAHBI JIJIsl MPOBEPKU LIETOCTHOCTU CUCTEMBI U
oOHapyKeHHs JIIOObIX HECAHKITMOHUPOBAHHBIX U3MEHEHUN WM MOJIU(DUKAIIUH.

Bot HekoTopelie KitodeBbie ocodeHHoCTH IMA:

1. U3smepenne: IMA u3MepsieT kpurnrorpaguyeckue X31mmm ¢GaiaoB U JIpy-
IMX CHCTEMHBIX OOBEKTOB, TaKUX KaK HCIOJHseMble (ailibl, OUOIMOTEKH U
daiinsl koHurypanuu. Pe3ynbraTel U3MEpeHuil coxXpaHstoTes B daiie xypHa-
J1a ¥ MOTYT OBITh UCHIOJIb30BaHbI JJIsl IPOBEPKHU LIETIOCTHOCTU CUCTEMBI.

2. Bepuduxanus: IMA MOKeT HCHOIB30BATHCS ISl TPOBEPKH 11ETTOCTHO-
CTH CUCTEMBI ITyTE€M CpaBHEHHUs Kpunrorpadguueckux xsiiei (ailioB u apyrux
CUCTEMHBIX OOBEKTOB C JIOBEPEHHBIM 3HaueHHeM. Eciu Xa1m coBmagaroT ¢ J10-
BEPEHHBIM 3HA4YCHHEM, (pailyl miM OOBEKT CUMUTAETCA JOBEPEHHBIM, U CHCTEMA
3arpy’kaer ero B namsth. Ecnu Xomum He coBMaaaroT, Gailn uiu oObeKT cuuTa-
€TCsl HEJIOBEPEHHBIM, U CUCTeMa He OyJeT 3arpykaTh €ro B aMsTh.

3. [Monmutuxu: IMA noanep’uBaeT MOJUTUKH, KOTOPbIE MOKHO HUCIIOJIb30-
BaTh JUJIS OMpENEJICHUsI TOTO, Kakue (ailyibl U JAPYrue CUCTEMHBIE OOBEKTHI
JIOJKHBI OBITh U3MEPEHBI, a TaKKe KaK AT U3MEPEHUS JIOJDKHBI XPaHUTHCS U
oOpabatbiBaThesl. [1OMUTUKU MOXHO MCIOJIB30BATh ISl HACTPOWKHU TOBEACHHUS
IMA B cOOTBETCTBUM C KOHKPETHBIMU TPEOOBAaHUSIMU OE30MACHOCTH OpTraHU3a-
1007078

4. Unrerpamus: IMA unTerpupoBana B siipo Linux M MOXKET HCIOIB30-
BaTbCA B COYETAHUU C JAPYTUMH (PYHKIUSIMHU O€30MacHOCTH LinuX, TakKMMH Kak
SELinux u AppArmor.

5. Ynanennasa arrectauusi: IMA Takke MOXKET MCIOJIB30BaThCS IS yJia-
JICHHOM aTTeCTaluu, KOTOpasl MO3BOJSET YJAJICHHOW CHCTEME IMPOBEPSTH Iie-
JIOCTHOCTD JIOKQJIbHOW CHUCTEMBI. Y JaJICHHAsl aTTeCTallUs MOKET HUCIIOIb30BaATh-
Csl 1711 YCTAHOBJICHUS TOBEPHS MEXKIY ABYMSI CHCTEMaMH W TapaHTHH TOTO, YTO
OHH HE ObUTH CKOMITPOMETHUPOBAHBI.

IMA — 310 MomHas (QyHKIUs 0€30MaCHOCTH, KOTOpask MOXET MOMOYb
MPEIOTBPATUTh aTaKW, HAIIPABJICHHBIC HA U3MEHEHHE WM 3aMEHY KPUTHUUYECKH
Ba)KHBIX CHCTEMHBIX (DailJIoB MM KOMIIOHEHTOB. M3Mepsis kpunrorpaduyueckue
X31U (GaiioB ¥ IPYTUX CUCTEMHBIX 00BEKTOB, IMA MOXeT momMoub yOeauThCs,
470 (halael U OOBEKTHI HE OBLIHM MOAAENaHbl uiu u3MeHeHnsl. Kpome toro, IMA
MOKHO HCIOJIb30BaTh B COYETAHUU C JPYTUMU CPEJICTBAMH KOHTPOJII Oe3omac-
HOCTH, TAKUMH Kak Oe30IacHas 3arpy3ka u mudpoBaHue IUcKa, 1 odecreye-
HUSI MHOTOYPOBHEBOM 3aIUTHI OT aTak.

Measured Boot — 3710 QyHKIMS, mOAAEpKUBacMasi HEKOTOPBIMU armapat-
HBIMHU TIaThopMaMu, HanpuMep, cucreMaMu Ha 6a3ze Intel ¢ Texnonorueit vPro.
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Measured Boot ucnonsszyet moayis Trusted Platform Module (TPM) mist nzme-
peHusi Kpunrorpad@uyeckux Xd3Ield MPOIIKMBKY, 3arpy3undKa U JPYTUX KPUTHUE-
CKM Ba)XHBIX KOMIIOHEHTOB CHCTEMBI M COXPAHSAET PE3yJbTaThl U3MEPEHUI B
TPM. M3MepeHnst MOKHO MCIOJI30BATh JIJIsl IPOBEPKHU LETOCTHOCTH CUCTEMBI B
npoliecce 3arpy3ku U 00OHapyKeHUS JTI0OBIX HECAHKIIMOHUPOBAHHBIX U3MEHEHUI
WU MOAU(UKAITAN.

Bort HekoTopsie kimtoueBbie ocooeHHocTr Measured Boot:

1. U3smepenne: Measured Boot ucnons3yer TPM 11 usmepeHus KpumnTo-
rpa@uuecKkux X3IIeH MHUKPOMPOTPaMMBI, 3arpy3dyMkKa M JPYTUX KPUTHUECKH
BAJKHBIX KOMIIOHEHTOB CHCTEMBI BO BpeMsl Mpoliecca 3arpy3ku. Pe3ynbraTel us-
MepeHuil coxpansatoTes B TPM u MoryT ObITh MCIIOJIB30BaHbI JIJIsl IPOBEPKHU I1e-
JIOCTHOCTH CUCTEMBL.

2. Bepudukanus: Measured Boot MokeT MCIOJIb30BaThCS AJI MPOBEPKHU
LEJIOCTHOCTH CUCTEMBI ITyTEM CpPAaBHEHUSI U3MEpEHUM, xpansmmuxcsi B TPM, c
JNOBEPEHHBIM 3HaueHuEeM. Ecin n3mMepeHust cCoBnagaroT ¢ JOBEPEHHBIM 3HAYEHU-
€M, CHCTEMa CUUTAETCA JIOBEPEHHOM, U ONEpaIlMOHHAas cucTeMa OyIeT 3arpyxe-
Ha. Eciii u3mepeHust He coBNaAaroT, CUCTEMA CUYUTAETCA HEJJOBEPEHHOM, U TIPO-
I1eCC 3arpy3Ku Oy/IeT OCTaHOBIJICH.

3. Nurerpanus: Measured Boot uHTEerpupyeTcss B MPOIIUBKY CHUCTEMBI H
MO>KET HCIOJB30BaThCsl COBMECTHO C APYTUMHU (PYHKIIUSIMU O€301aCHOCTH, Ta-
KUMH Kak Oe3oracHas 3arpy3ka u mudpoBaHue JUcKa.

4. Ynanennas arrecranusa: Measured Boot Takyke MOXKET MCIOIB30BATHCS
JUISl YOAJIEHHOM aTTecTaluy, KOTopas MO3BOJSET YJIAJIEHHOW CUCTEME IpOBe-
PATH LENOCTHOCTD JIOKAIBHOW CUCTEMBI. Y AalieHHAsl aTTeCTAaIUsl MOXKET UCIIOJb-
30BaThCA AJISl YCTAHOBJIEHUS JOBEPHS MEXKIYy JBYMsI CUCTEMaMHU U TapaHTUU TO-
ro, YTO OHU HE ObUTH CKOMIIPOMETHPOBAHBI.

5. Hactpoiika: Measured Boot moxkeT ObITh HACTPOECH B COOTBETCTBUU C
KOHKPETHBIMHU TpeOOBaHUSIMU 0€30MMacCHOCTH opranmu3anuu. Hamnpumep, cucrem-
HBI aJIMUHUCTPATOP MOXKET ONPENEIUTh MOJUTUKY, KOTOpasl OMpEAeIsieT, Ka-
KHE€ KOMIIOHEHTBI CHUCTEMBbI JOJKHBI OBITh M3MEPEHBI W KaK 3TU HU3MEPCHUS
JIOJKHBI XPAHUTHCS M 00pabaThIBaTHCS.

Measured Boot obecnieurBaeT MOITHYIO (PYHKITHIO 6€30MaCHOCTH, KOTOpas
MOXET MOMOYb MPEAOTBPATUTh aTaKW, HAIIPABJICHHbIC HA U3MEHEHUE WA 3aMe-
HY KPUTHYECKH BAXKHBIX CHCTEMHBIX (ailIoB MM KOMIOHEHTOB. Mcmonb3ys
TPM nans u3MepeHus: KpUNTOrpapUUecKUx Xd3IIeH KOMIOHEHTOB CHCTEMBI,
Measured Boot MoxeT moMoub yOeauThCS, YTO KOMIIOHEHTHI HE OBLIN MO/ Ie1a-
HBI WK u3MeHenbsl. Kpome toro, Measured Boot M0OXHO HCTIONIB30BaTh B cOUe-
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TaHUU C APYTHUMH 3JIEMEHTAMHU YIIpaBJieHUs] 0€30MacCHOCThIO, TAKUMHU KaK Secure
Boot u mmdpoBanue aucka, 1 oOecredeHUs] MHOTOYPOBHEBOM 3alllUTHI OT
aTax.

Opnnako BaxkHO OoTMeTUTh, uTO Measured Boot He sBisieTcst cepeOpsiHOM
nyJied U JIOJDKEH UCIOJIb30BaThCSl B COYETAHUU C JPYTUMU DJIEMEHTaMU yIpaB-
neHus: 6€30MacHOCThIO ISl 00ecrieYeHus] KOMIUIEKCHOTO perieHus: 0e30MmacHo-
ctu. Takxe cToutr oTMeTuTh, uTo Measured Boot nmoanepxuBaercst TOJIbKO He-
KOTOPBIMU aNMapaTHbIMU MIaTGOopMaMu U MOXKET OBITh JOCTYIIEH HE Ha BCEX
cucteMax. Tem He MeHee, ISl cucTeM, nojepxkuBaromux Measured Boot, on
MOJKET CTaTh IIEHHBIM MHCTPYMEHTOM JIJIsl TIOBBIIIIEHUSI 0€30MaCHOCTA CUCTEMBI
U o0ecrieyeHust 1EJIOCTHOCTH KPUTHYECKU BaXKHBIX KOMITOHEHTOB.

3akiouenue

Secure Boot 1 TPM nomMoraroT moBbICUTH 0€30MaCHOCTh KOMIBIOTEPHBIX
CUCTEM ITyTEM MPOBEPKHU IEJIOCTHOCTU MPOTPAMMHBIX U amnMapaTHBIX KOMIIO-
HeHTOB. OHM 00€CTeUnBAIOT JIOMOJHUTEIbHBIE YPOBHH 3aIlUTHI OT BPEIOHOC-
HBIX MTPOTrPaMM M HECAHKIIMOHUPOBAHHBIX MOAU(PUKAIIUA.

OnHako HU OJIHA TEXHOJIOTHs OE30MaCHOCTH HE SBIISIETCS COBEPIICHHOM.
Co BpemeHeM Hen30eKHO OyJIyT HaWIEHBI YS3BUMOCTH B ATHUX M BCEX JPYTUX
cpencTBax KOHTpouist 6e3omacHocTu. MccnenoBaTen M MOCTaBIIUKU paboOTatoT
HaJl BBISIBJICHHEM M YCTpaHEHUEM IIPOOJIEM, HO 3TO TTOCTOSIHHBIN MPOIIECC.

Vs3BumocTs Intel Management Engine B ynnax TPM nokasana, 4to naxe
anmapaTHble CPEJICTBa KOHTPOJIA OE30MacCHOCTH MOTYT CaMHU CTaTh BEKTOPAMH
JUTSI aTak, ecyid OyayT OOHapy>KEeHbI HEJIOCTATKU. DTO MOKA3bIBAET, YTO HU OJHA
TEXHOJIOTUS HE MOXKET 00ECIIEYUTh TOJIHYI0 O€30MaCHOCTbD.

HaunbGonee 3¢ ¢hekTuBHBIM sABISIETCS MOAXOJ '3alluTa BO BCIO TIIyOMHY'",
COYETAIOIINI MHOKECTBO CPEICTB KOHTPOJII M METO/I0B o0ecreueHus de3ormnac-
HocTH. [lob30BaTeN U CUCTEMHBIE aJIMHHHCTPATOPHI TAK)KE MTPAIOT BAXKHYIO
POJIb, BBITIOJIHSAS TAKUE TCUCTBUS, KaK:

®BHE/IPCHUE HAJICKHBIX TTApoJjieil U NBYX(haKTOPHOU ayTeHTU(DUKAITTN

®IJIe 3TO BO3MOXHO

®CBOCBPEMEHHOE MPUMEHEHNE OOHOBIICHUN U UCTIPABICHUN MPOTPaMMHO-
ro obecrnedeHus Il yCTPaHEHUSI U3BECTHBIX YSI3BUMOCTEH

®pEryJIsipHOE PE3EPBHOE KOMUPOBAHHUE JIAHHBIX, YTOOBI OTPAHUYUTH TIO-
CJIEICTBHS TIOTCHIIMAIILHBIX HAPYIICHUH 0€301TaCHOCTH

®COXPAHSTh OAUTEIBHOCTh B OTHOIICHUH PACTIPOCTPAHEHHBIX METOJIOB CO-
[IMATFHON MH)KCHEPUHU, TAaKUX KaK (DUIMHTOBBIC JICKTPOHHBIC MHUChMA M TEJIe-
(OoHHBIE 3BOHKU OT CAMO3BaHIIEB
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®CJIC/IOBATh MOJIMTUKAM U MPOIeaypaM 0€301acHOCTH OpTraHU3alluu

©COOJIIOJICHUE OCTOPOKHOCTH TMPHU MOAKIIOUCHUH HEU3BECTHBIX YCTPOMCTB
WJIM BCTaBKe He3HAKOMBIX USB-HakomuTeneii.

TexHosorust cama mo ce6e He MOXKET TapaHTHUPOBaTh 0€30MacHOCTh — O/IH-
TEJIbHOCTh YEJIOBEKA, MEPBhI MNPEAOCTOPOKHOCTH, OCHOBAHHBIC Ha 3]IpaBOM
CMBICIIC, U IICJIOCTHASA CTPATErus SIBIAIOTCS BaKHBIMHU JOTOJHEHUSIMHU. XOTS
Secure Boot 1 unnel TPM mnoBeImaroT 6a30Byr0 0€30MaCHOCTh KOMITBIOTEPHOTO
000opyaoBaHus, Ul TOCTHXKCHHUS MaKCUMaIbHON A()(PEKTUBHOCTH OHU JOJKHBI
MCTIOJIb30BAThCS B TAHJIEME C APYTMMH MEPEIOBBIMU METOJAMHU U CPEIACTBAMU
KOHTPOJIsi 0€30ITaCHOCTH.

Ortcroga ciaeayer, YTo MHOTOYPOBHEBasi 0€30MaCHOCTh C HCIIOJIb30BaHHUEM
KaK TEXHOJIOTUYECKHX, TAK U YEIIOBEYECKUX CPEJICTB 3allAThI JA€T OpraHu3alv-
SIM ¥ TI0JIb30BATEIIAM HAWIYYIIME IIAaHCHI 3alIMTUTh CBOM CUCTEMbI U JJAHHBIC —
JaKe TIPU HAJIMYUM YA3BUMOCTEM B KOHKPETHBIX TeXHOJOTUsaX. CoyeTaHue TeX-
HUYECKUX PEIIeHUH, MOJUTHK, 00yYeHUs U OCBEIOMJICHHOCTH OOECIeYMBaECT
KOMILUICKCHYIO 3alIUTY.

B nenom, xota Secure Boot u ynnel TPM 100aBiasgrOT 1I€HHOCTh, OHH HE
OTMEHSIOT HEOOXOJUMOCTH B MHOTOCTOPOHHEHW CTpaTernd riiyOOKOM 3aIluThl,
KOTOpasi yYUTHIBAET (DAKTOPHI, CBA3AHHBIC C JIFOABMHU MU MPOLECTypaMH, a TaKXKe
TEXHOJIOTUYECKUE BJIEMEHTHI. VHTErpupOBaHHBIM IMOAXOJ C HCIOJIb30BAaHUEM
BCEX JOCTYMHBIX HHCTPYMEHTOB OOECIICUNT HAMBBICIIUN ypPOBEHb MH(pOpMAITH-
OHHOM 0C30IaCHOCTH.
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[Tonnmar 3axap AnekceeBuu

NEMOIYJSANUS IIU®POBBIX CUT'HAJIOB C HCIIOJIb30BAHUEM
HEWPOHHBIX CETEN

Hannas cmamoes nocesweHa UCnoIb308AHUI0 HEUPOHHLIX cemell OJisi 0eMOoOYilsi-
yuu yugposvix cuenanos. Paccmompen npocmeviwuii cnyuau ASK-mooynsayuu u cno-
00 e20 0eMOOYIAYUU C UCNONb308AHUECM HEUpocemeso20 (huibmpa Ha baze ooHoMmep-
HbIX ceepmouHblx cemeti. Onucanvl npeumyuecmsd u HeOOCMamKu OaGHHO020 N00X00d,
a makoice npeodnoAHceHvl HaNpPasieHUus OAIbHEeUWUX UCCIe008anull 8 3mot ooaacmu. B
3aKAI0YeHUU NOOYEPKHYMO, YMO UCNOIb306AHUE HEUPOHHBIX cemel 8 0eMOoOyaayuu
YUPPOBLIX CUSHANO8 ABNIAENCA NEPCHNEKMUBHbIM HANPAGIeHUeM pPA38UMuUsl mexHo90-
eutl yugposou 06pabomru cusHaiIos, KOMopoe MOX4cem Haumu npUMeHeHue 8 pasiuy-
HbIX 001ACMAX, MAKUX KAK Mel1eKOMMYHUKAYUU, PAOUoCes3b, Oecnpogoousie cemu u
opyeoe.

Hemooynsayus, netiponnvle cemu, ASK mooynayus, neiipogunromp.

Ponimash Zakhar Alekseyevich

DEMODULATION OF DIGITAL SIGNALS USING NEURAL
NETWORKS
This article is devoted to the use of neural networks for demodulation of digital
signals. The simplest case of ASK-modulation and its demodulation method using a
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neural network filter based on one-dimensional convolutional networks are consid-
ered. Advantages and disadvantages of this approach are described, and directions for
further research in this area are proposed. In conclusion, it is emphasized that the use
of neural networks in the demodulation of digital signals is a promising direction in
the development of digital signal processing technology, which can find application in
various fields, such as telecommunications, radio communications, wireless networks,
and others.
Demodulation, neural networks, ASK modulation, neurofilter.

BBenenne

B nactosiee BpeMst oJiHO# U3 HanOoJIee aKTyaJIbHBIX 3a]1a4 SIBJISIETCS TPH-
€M U JIeMOJIYJIALNS MOJYJIUPOBAHHBIX IU(POBBIX CUTHAIOB. B maHHOW cTaThe
pPaccMOTpeH mpocTenuil ciydait - ASK-Momynsiius - u crnoco0 ee 1eMOoTyJis-
[[UU C UCTIOJIb30BaHUEM HEMPOHHBIX CETEH.

Amrututyanas Manunyssinus (AMH, ASK) - 3To BUI aMIUTUTYTHOM MOJTY-
JSIMW, KOTOPBIA TPEJICTABIIAET IBOUYHBIE JJAHHBIE B BUJE CKAUKOOOPa3HbIX U3-
MEHEHHUI aMIUIUTY]Ibl CUTHAJa, HUKHHUI ypPOBEHb COOTBETCTBYET 0, a BEpXHHUIA
1, nas yMEHBIIEHUSI MEXKCUMBOJIBHOM MHTEp(EPEHIIUU UCTIONB3YETCs (QUIBTP
HaiikBucra. [1]

OcHOBHasl YACTh

[Ipu nemonynsauuu nUPPOBLIX CUTHAIOB HAa (POHE IITYMOB BO3HHUKAET IMPO-
OyieMa, ITyM MOYKET UCKAa3UTh CUTHAJ U IPUBECTHU K omrokaM. YToObI TOBBICUTH
BEPOSITHOCTh MPABUJILHOIO pacno3HaBaHus nocie APY u kBaapaTypHOro aemMo-
IynaTopa, Mbl pazMeniaeM 0ydep Ha 4400 orcueToB U HeilpoceTeBOr GUIBTP Ha
0a3e OJTHOMEPHBIX CBEPTOYHBIX CETEH, CBEPTOUHBIC CETU OBLIM BBIOpAHBI, T.K.
XOpOoIIIo ceds 3apeKOMEHI0OBANIM B 3a7ja4aX 00pabOTKU cUrHajIoB[2-5], B T.4. U B
3amavax geMoayisiuu nudpoBeix curaanoB[6]. [locme aToro cnexyer aexoaep,
KOTOpBIN TipeoOpa3yeT curHan B Outhl. Ha puc. 1 mpencraBieHa 6iok-cxema
HEHUPOCETEBOrO JEMOLYISATOPA.

Y

GHY HelpoHHana ceTb

v

, Hexonep
90*
APY —
leHepaTop
cos(wt)

dHY

Y

Y
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Puc. 1. Hetipocemesoii 0emooynsamop

HeiipocereBoit ¢uiabTp mnpenacraBisieT coOON CBEPTOYHBIN aBTOKOIUPOB-
[IMK, KOTOPBII IPUHUMAET 3alIyMJIEHHBII CUTHAJI Ha BXOJ U BO3BpAIlACT OYM-
HIEHHBINA OT 1rymMa. OuibTp ObUT 00YUYEH TOJILKO Ha OJTHOM IMpuMepe(mapa BXO/I-
HOM BBIXOJIHOM CHTHAJ), HO YCIIEIHO paboTaja U ¢ MHOTMMH JIpyTUMU. Pe3yib-
TaThl MOKa3ajd, YTO UHPOPMAIIUIO B CHUTHAJE, KOTOPBIA OBUT JAEMOIYJIUPOBAH
0e3 MpuMeHEeHUsl JaHHOTO (PUIBTPa, BOCCTAHOBUTH HE yJanoch. OHAKO MOCIe
JIEMOYJISIUU U JEKOAUPOBAHUS C MCIOJIB30BaHUEM 3TOro (UILTpa BEPOST-
HOCTh ToTepu coodiienus u3 11 cumBosioB cHusmiack ¢ 97% o 8%. I1tu 3ame-
pel npousBenieHbl Ha BhIOOpke u3 1000 mpumepos. [Ipumep paboThl cucTeMbl
MIPOJIEMOHCTPUPOBAH Ha pHUC. 2.

AMNAWTYAHAS MAHHNYASLUS

* Aunnkryaian wavnynatsen (tocne SHY) OTtnpasneHHoe coobueHne:
[ ASKMod Test
1.0
g os | ‘
E 00 g .
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Bpemn (cexymne)
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s
S

s

s

s
S

AMOAMTYAHAS MaHuNynauus (nocne ®HY u HeapoceTu)

AMNNUTYAHAA MAHUNYASUMA (CUTHAN C WyMoM)

AmnnuTyga

BepoATHOCTE IOTEPIH COODMEHILT 113 oz
11 cumBonos cHm3Imacs ¢ 97% xo 8%

0.0 o1 0.2 03 04
Bpema (cexyHan)

0z 03
Bpemsa (cekyHabi)

Puc. 2. Ilpumep pabomwsi demooynamopa, ¢ UCnoab308anuem Heupocemel u o6e3
HUX

[IpeumytiecTBa HEUPOCETEBBIX (PUITBTPOB:

1. ®unbTp NpUHUMAET Ha BXOJ OOJIBIIYIO MOCIEA0BATEIbHOCTh OTCUETOB -
B HameMm cnydyae 4400 (11 cumBonmoB ASCII) - U MOXKET KOPPEKTUPO-
BaTh((PHIIBTPOBATH) TAHHYIO TTOCIIEIOBATEILHOCTh Ha 0a3€ BBIyUYEHHBIX 3aKOHO-
MEPHOCTEN B JAHHBIX.

2. Bo3MOXHO BCTpauBaHUE JEKOJEpa, HApUMEp, C aKTUBaluei softmax u
noJjiydyeHue "MArKux OMTOB" Ha BIXOJE HelpoceTu. Takoi MOAX0a MOKET M03-
BOJIUTH IEMOYJINPOBATh CPa3y HECKOJIBKO BUJIOB MOAYJISLIUU.

HenocraTku HeiipoceTeBbIX GUIBTPOB
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1. Huskas ckopocTh pabOTHI.
2. BrpIicokasi CTOMMOCTb 000PYI0BaHUS.
JIs pereHns NepeynciIeHHbIX HEJJOCTATKOB, MOXKHO MEPEUTH Ha aHAJIOro-
Bble HelpocereBble BUX ¢unbTphl. [7] Cxema Takoro ¢puibTpa NpuBEICHA HA
puc. 3.
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Puc. 3. Ananozoswiii netipoghunomp

Kpome Toro, BO3MOKHBI CIEAYIONIAE HATTPABICHUS UCCICAOBAHUM:

1. Ucnonw3oBanue Heipocerend Tpanchopmep|8] uimu LSTM[9] nnsa nexo-
JTUPOBAHUS CUTHAJIA.

2. Ilepexon co cBepTouHBIX ceTeil Ha HelpocereBbie BUX (uibtpsl (mis
yACIHICBJICHUS U YCKOPEHUS BEIYUCIICHUN).

3. Pabota c Heckonbkumu tunamu moayisiuuu (ASK, FSK, QPSK, QAM).

BriBOoaALI

B 3akmroueHne, MOKHO OTMETUTh, UTO UCIIOJIb30BAHNE HEUPOHHBIX CETEM B
CUCTeMaxX JIeMOIYJSIIMA UUQPPOBBIX CUTHAJIOB SBJISIETCS MEPCIEKTUBHBIM
HaMpaBJICHUEM PA3BUTHUA, MOJATBEPKACHUEM UYEMY CIyKaT CETH CHUHTE3UPYIO-
e curHajgbHble co3Be3nus[10], a taxke aemoaynsaTopsl, T.4. DemodNet[6].
Onnako, 4TOOBI CACNATh ATOT MOAXO0 ] 00Jiee MPAKTUYHBIM U 3(H(PEKTUBHBIM, T10-
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TpeOyeTcsl nanbHelIee UcClleJOBaHUE U ONITUMU3AIMs aITOPUTMOB U amlmapar-
HOM cOCTaBIIAIONICH J171s1 pabOThI ¢ OONBIIUMHU 00bEMaMU JaHHBIX U MOBBIIICHUS
CKOPOCTHU BBbIYUCIICHUH. JJaHHBIN MTOAX0/, PU €ro MpUMeHeHnH K 6omee rhdek-
TUBHBIM METOJaM MOJYJISILIMUA OTKPHIBA€T HOBBIE BO3MOXKHOCTH B Takux 00Jia-
CTSIX, KaK T€JICKOMMYHHUKAILIUU, PAIUOCBSI3b, OECIIPOBOAHBIC CETH U T.II..
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YK 378.1
TapacoBa AHHa AnekceeBHa, Hazapenko Makcum BurtanbeBuu

CUCTEMA HH®OKOMMYHUKAIIUOHHBIX TEXHOJIOT U KAK
®AKTOP HAYUYHOH MMPOJIYKTUBHOCTHU U YCIIEIIHOCTHA
JAEATEJBHOCTHU YYEHOI'O

B cmamve ananuzupyemcs eiusiHue cucmemuvl UHGOKOMMYHUKAYUOHHBIX MeX-
HOMIO2UUL HA NPOYECcchl HAYUYHO20 NOUCKA U NPOOYKMUBHOCMb HAYYHO20 MBOpUecmad.
Ilokazano 3Hauenue npedcmasieHuti 0 Hoocgepe 6 KoHmMeKcme mpanchopmayuu
HAayKu u 0opazosanus. BeioenreHvl 0CHOBHbIE MEeHOeHYUU PA3BUMUSL HAYYHO20 CO00Uje-
cmea 8 ycnogusax ungopmamusayu. O603HaueHbl NO3HABAMENbHbIE NPOOIEMbl, B03-
HUKWuUe 8 npoyecce UCHOIb308AHUS IMO20 HOBO20 2100ANbHO20 UHCMPYMEHMA Om-
pasicenus 00beKMUBHOU OKpydcaloujeli pearbHocmu. 3agurcuposansvt d3mansvl 6030eli-
cmeus cucmembl UHGOKOMMYHUKAYUOHHBIX MEXHON02ULL HA HAYYHOe CO0OUecmso.

Hoocgepa, ungpopmayuonnoe obwecmeo, un@oxomMmyHuKayuoHubie mexHoo-
2UlU, Hay4Hblll NOUCK, HAYYHOe MBOPUECMEO.
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Tarasova Anna Alekseevna, Nazarenko Maxim Vitalievich

INFOCOMMUNICATION TECHNOLOGY SYSTEM AS A
FACTOR OF SCIENTIFIC PRODUCTIVITY AND SUCCESSFUL
ACTIVITIES OF A SCIENTIST

The article analyzes the influence of the system of infocommunication technolo-
gies on the processes of scientific research and the productivity of scientific creativity.
The importance of the noosphere in the context of the transformation of science and
education is shown. The main trends in the development of the scientific community in
the context of informatization are highlighted. The cognitive problems that have arisen
in the process of using this new global tool for reflecting the objective surrounding re-
ality are identified. The stages of the impact of the system of infocommunication tech-
nologies on the scientific community are fixed. A systematic assessment of the impact
of the system of information and communication technologies on the cognitive activity
of a scientist is proposed.

Noosphere, information society, infocommunication technologies, scientific
search, scientific creativity.

dopMmupoBaHue u mocienyomee (QyHKIHMOHUPOBAHUE CUCTEMbI HH(DO-
KOMMYHUKAIIMOHHBIX TEXHOJIOTHI SIBISETCS HEOOXOJAMMBIM KOMIIOHEHTOM HO-
ocdepsl Kak 0co00H MmIaHeTapHOW 000709KkK 3emir. Bo3HUKHOBEHHE UMEHHO
JAHHOM CTPYKTYPHI BBICTYIIA€T 3aKOHOMEPHBIM 3TAllOM Pa3BUTUS BCEH UeloBe-
YECKON IMUBWIM3AIMN KaK 0COOOTO 3JE€MEHTAa U CTYNEHU TUIaHETapHOW SBOJIIO-
uu. [Ipu 5ToM MHHOKOMMYHUKAIIMOHHBIE TEXHOJIOTUH UTPAIOT KIIFOUEBYIO POJIb
B peaM3aIiiy dTOU 1€, TOCKOIbKY OHHU MO3BOJIAIOT HE TOJIBKO CO3/1aBaTh CH-
cTeMbl 0OMeHa MHGOpMAIEl MEXIy pa3IMYHBIMU CYObEKTaMHu, HO U d(dek-
THUBHO yNPABIIATH IJIAHETAPHBIMU MTPOIIECCAMH B TIEJIOM.

OpnnHako HE ciemyeT 3a0bIBaTh O BO3MOKHBIX HETATUBHBIX MOCIIEACTBUSIX
BHEJIpeHUS] WH()OKOMMYHUKAIIMOHHBIX TEXHOJIOTHMA Ha IUIAHETAPHOM YpPOBHE.
HeymepenHoe motpebiieHne pecypcoB Ha WX MPOU3BOACTBO M IKCIUTYaTaIlUIO
MOET HAaHOCUTh CEPhE3HBINA YIIEepO OKPYKAIOIIEH Cpele, a HeyMEHHUE YIpaB-
JSTh CUCTeMaMH MH(GOPMAIIMOHHOTO 0OMEHa MOKET MPUBECTH K CEPbE3HBIM Ka-
TacTpodaM Kak Ha YpPOBHE OTACIHHBIX PETMOHOB, TaK W Ha TUIAHETAPHOM
ypoBHe. [ToaToMy HEOOX0IMMO 00eCTIeUnTh OaTaHC MEXIY TEXHOJIOTHYCCKIMHU
TOCTIDKCHUSIMU U OXPAHOW OKPYKAIOIMIeH Cpelbl, a TakKe pa3padbarwiBath d-
(beKTHBHBIE MEXaHWU3MBI YIIPABJICHUS TUIAHETAPHBIMH IPOIIECCAMH Ha OCHOBE
pasyMma u 3HaHUM O IPUPOJE.
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Pa3BuTue u wucnosb3oBaHue WH(OOKOMMYHHUKAIIMOHHBIX TEXHOJIOTHI B
paMKax HOOC(Qepbl SBISAECTCS HEOOXOJUMBIM U BaXKHBIM IIIarOM B Pa3BUTHH 4e-
JoBeveckoil nuBuin3auu. OgHaKo sl TOTO, YTOObI JOCTUTHYTH 1IN OpraHu-
3alMM TUTAHETApHBIX MPOIECCOB Ha OCHOBax pa3dymMa W 3HAHUU O MPUPOJIE,
HE0OXO/IMMO YYMTHIBATh MOTEHIMATIbHBIE PUCKU U pa3padaThiBaTh dPGHEKTUB-
HbIE€ MEXaHU3MBbI yIipaBieHus. TOIbKO TaKUM 00pa3oM MOXKHO CO3JaTh UJl€alb-
HBI MHp, B KOTOPOM BC€ IJIaHETAPHBIE MPOIECChl OyAyT ONTUMHU3UPOBAHBI HA
0J1aro yejgoBeYeCTBa U OKPYKAIOUIEH Cpeibl.

OpHako Ba)XHO MMOHUMAaTh, YTO Hay4YHOE MO3HAHUE HE MOXET ObITh €/IMH-
CTBEHHBIM (DaKTOPOM, BIMSIOIIMM Ha IIPOrPECCUBHOE pa3BUTHE Mupa. be3 yuera
KYJbTYPHBIX, COUAJIbHBIX, SKOHOMHUUECKUX U JIPYTUX (PaKTOPOB HAYyKa HE CMO-
KeT ObITh 3(PPEKTUBHO MPUMEHEHA B PEIICHUU CIIOKHBIX MHUPOBBIX IPOOJIEM,
TaKHUX KaK U3MEHEHHUE KIumara, 0eIHOCTb, TOJI0] 1 HEPaBEHCTBO. [1]

[ToaTOMYy mpu U3YYEHUH U IPUMEHEHUU HAYYHBIX 3HAHUA BAXKHO YUUTHI-
BaTh BCE COIMAIIbHBIC U KYJbTYPHbBIC PA3IUUMs, a TAKXKE YCTPAHITH BOZMOKHBIC
HEraTUBHBIC TOCTEACTBUSL HAYYHBIX OTKPBHITUHA U TEeXHOJOTHH. TONbKO Takum
00pa3oM MOKHO JOCTUYb TAPMOHUYHOIO M YCTOWYMBOTO Pa3BUTHUS MHpPA, B KO-
TOPOM HayKa UTPaeT KJIIOUEBYIO, HO HE €IMHCTBEHHYO POJIb.

MextyHapO/IHbIE CETH JIOKAIbHBIX U PErMOHAIbHBIX KOMIIBIOTEPHBIX CHU-
CTeM 00€ecleyuBalOT MOJHUEHOCHOE IepeMellleHne HayyHoW WHGpOpMaluu U
MPEICTaBIAIOT CO00M OCHOBY MaKCHUMaJbHO COBPEMEHHOHN (HhOpMBI OOIICHUS
mojein. B chepe Hayku, oOlieHHe UTPaeT BBIAIOIIYIOCS POJIb, SIBISSCH HEOOXO-
JTUMBIM YCJIOBHEM JIJISi MHIAMBUYyaIbHOTO HAYYHOTO TBOPUYECTBA, a Takxke (yH-
JaMEHTaJIbHBIM MEXaHU3MOM I (POPMUPOBAHUS HAYUHBIX HAMPABICHUNA. DTH
CeTH OOBEIUHSIOT HAyYHbIE TPY/Ibl OTAEIbHBIX YUEHBIX C LIEJIbI0 CO3/IaHUs Lie-
JIOCTHBIX ¥ (DYHKLIHOHUPYIOUIMX HAYYHBIX HaIlpaBJIeHUN MaciuTada riodasbHO-
ro MCCEI0BaHus, 00€CIIeYNBAIOT PA3BUTHE HOBBIX HAYUYHBIX AUCLHUILIINH, KOTO-
pbie ObUTH OBl HENOCTYMHBI paHEe W3-3a reorpaduueckoil U BPEMEHHOW OT/a-
JIEHHOCTU YYEHBIX JIpYT OT Apyra. [2]

WToroBelii pe3ynbTaT HAYYHOTO TO3HAHHUS B IEJIOM CTAaHOBHUTCS BCE
00JIbIlIe 3aBUCUMBIM OT IIEIOCTHOCTH JACMCTBHI BCEro HAYYHOTO COOOIIEeCTBa, a
HE TOJIBKO OT 3PPEKTUBHOCTH AEATEIBHOCTH KAXKIOTO YUEHOTO B OTJEIBHOCTH.

CyIecTBEeHHOCTh HAy4YHOUW pabOThI 3aKIIOYaeTCs B OOMEHE HayYHBIMU
pe3ysibTaTaMU U UX TMOJHOLEHHOM comnocTtaBiieHuH. ClenoBaTeNbHO, cHCTEMa
MH(POPMALIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTUH WUIPaeT BAXXKHYIO pPOJb B
HAyYHBIX KOMMYHHKAIUIX, oOecrieunBas 3(p(GEeKTUBHOCTh M OBICTPOAEHCTBUE.
D10 sBNsSETCS HEOOXOTUMBIM 3JIEMEHTOM NPO(GECCHOHATBHONU NeATEIbHOCTH
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HAy4YHOTO COOOIIECTBA, MO3BOJISAA MOIB30BATEISM MOTYUYaTh TOCTYI K MUPOBBIM
OaHKkaM HayyHOW WH(GOpPMAIMM U MAaKCUMAaJbHO COOTBETCTBYS MOTPEOHOCTAM
YUEHBIX Uepe3 MOYTH HEMOCPEICTBEHHOE 0011IeHHe a00OHEHTOB.

Nudoxkommynukarmonnsle TexHojgorun (MKT) - 3To0 CcOBOKYMHOCTBH
CPElICTB, METOIOB U TEXHOJOTUM, KOTOPbIE MCIOIB3YIOTCS [l oOOMeHa uHdop-
Maluen, nepeaadn 1 00paboTKU JaHHBIX, a TAKXKe I CBSI3U U B3aUMOJICHCTBUSA
MEXy JIFOAbMHU, YCTPOMCTBAMH M CUCTEMAMH.

UKT BritouaroT B ceOst pa3iryuHbIe BUJIBI CBSI3U, CPEAN KOTOPBIX Tenedo-
HUS, paJInOCBsI3b, IHTEpHET, KOMIIBIOTEPHBIE CETH, & TAKKE aNMapaTHbIE U MPo-
IrpaMMHBIE CPEACTBA CBSI3H.

[Ipumenenune KT B paznuyHbix cdepax >KU3HU CTAJO0 HEOThEMIIEMOMN
YJacThIO Halllel IMOBCEAHEBHOMU JieaTenbHOCTH. B Ousnece, Hanpumep, UKT uc-
MOJIB3YIOTCS JIJISl yIIpaBJieHUsi OM3HEC-MpOoIeccaMy, aBTOMATH3AIUU TPOU3BO/I-
CTBEHHBIX W O(DHCHBIX 3ajad, JIEKTPOHHOW KoMmMmepuuu U T.1. B menunmne
UKT wucnone3yroTcs Mg YJIy4IIEHUS KayecTBa MEAULMHCKON IMOMOIIM, OU-
CTaHIIMOHHOTO O0Yy4YeHUs W MEAMIIMHCKUX KOHCylbTauuid. [3] B oOpa3oBanumu
KT nmoMoraroT yuyuTensiM U CTyJEHTaM MOoJIy4aTh JOCTYIN K MHPpOpMAaIUU, UC-
M0JIb30BaTh COBPEMEHHBIE METO/Ibl OOYUYECHHS M B3aUMOJICHCTBUA.

Onnum u3 Hambosee pacnpoctpaneHHbIx BunoB MKT sBrnserca Unrtep-
HET, KOTOPBIM CTal HEOTHEMJIEMOM 4YaCcThiO Hamled ku3HU. OH MpPEenOCTaABISET
HaM JIOCTYT K UH(OpMAIIMK, KOMMYHUKAITUH, PA3JIMYHBIM CEPBHUCAM U yCIIyTram,
U UTPaeT BAXHYIO POJIb B HAIlle paboTe, 00pa30BaHUM U Pa3BICUCHUSIX.

NudopmaimoHHO-KOMMYHUKAITMOHHBIE TEXHOJOTHUU TPOJIOJDKAIOT OBICT-
PO pa3BUBAThCA U YCOBEPUIEHCTBOBATHCA, YTO OTKPHIBAET HOBBIE BO3ZMOKHOCTHU
it 3G(HEKTUBHON M MPOAYKTHUBHOW PAaOOTHI, YIYUIIEHUS KadyecTBa KU3HU H
oOJerdyeHus Haield MOBCEAHEBHOM KU3HU. [4]

[TossBnenne u pacrpocTpaHeHre HHPOPMAIMOHHO-KOMMYHUKAIIMOHHBIX
TEXHOJIOTUH UTPAET BAXKHYIO POJIb B HAYYHOM MO3HAHUU, HAYaJI0 KOTOPOU MpH-
nuiock Ha KoHer XX Beka. OHU CO3[AI0T CUCTEMY, CITIOCOOHYIO OTpaxaTh 00b-
€KTUBHYIO PEAIbHOCTh, HO U MPUBOJAT K BOSHUKHOBEHUIO HOBBIX MO3HABATEIb-
HBIX TpobisieM. Pa3zpemienne »Tux mpobieM HEBO3MOXKHO 0€3 MOHMMAaHUS B3au-
MOOOYCIIOBIIEHHBIX TIPOIIECCOB, KOTOPHIC MPOUCXOAT B paMKaxX UCIIOIb30BaHUS
aToro rinobanpHOro MHCTpyMeHnTta. K cepeamnre 90-x ro1oB 3TO CTajao OYEBU/I-
HBIM, YTO CBHJICTEJILCTBYET O HEOOXOIMMOCTH TMOHUMAHMS W aJanTaiud K
HETIPEPHIBHO U3MEHSIONIEHCS 1TU(POBOIi cpere.

B nepByto ouepensb, cieyeT OTMETUTh, YTO IOHUMAHUE TEXHUYECKUX ac-
MEeKTOB (DYHKIIMOHUPOBAHUS TJIOOATBHOW CHCTEMbl HAyYHBIX KOMMYHUKAIIHMA

119



TpeOyeT cepbe3HOoro HaydyHoro ucciegoanus. [S] [locTpoeHre HalMOHATBHBIX
AJIEKTPOHHBIX CETEH M WX MHTErpalus B TII00ATbHYIO ceTh VIHTEpHET SBISAIOTCS
CJIOKHBIMH 3a7la4aMH MACIITa0HOTO XapaKTepa, KOTOPhIe MOTYT BO3HHUKHYTh
TOJIbKO Ha OCHOBE TEOPETUYECKUX HCCIIECIOBAHUN.

Kpome Ttoro, BaxHOW coCTaBisIOmEH TrI00adbHOM CHUCTEMBl HAyYHBIX
KOMMYHUKAIIMK gBisieTcs "desnioBeueckuil pakTop", KOTOPHINA MPEACTABISIET CO-
00li HE0OXOJUMOCTh MOHMMAHHUS 3aKOHOMEPHOCTEH €ro (pyHKIMOHUPOBAHMSL.
[6] IIponecchl ocBoeHMsT MHMDOPMAITMOHHO-KOMMYHHUKAIITMOHHBIX TEXHOJOTUN U
UX BO3JICUCTBUE HA HAYyYHOE COOOIIECTBO CTall OOHEKTOM BHUMAHUA U TpeOy-
10T JIOTIOJTHUTEINIbHBIX MUCCIIEIOBAHUMN C IEJIbIO JIyYIllero MOHUMaHUs UX B3aUMO-
CBSI3H.

Cpenu HuUX 0COOEHHO BBIJIETISIETCS BOMPOC O PO MHHOKOMMYHHUKAIIMOH-
HBIX TEXHOJOTHUH B HAYYHBIX HCCJIEIOBaHUAX. VIMEHHO Ha 3TOM HaIpaBJICHUU
COBpPEMEHHAasl HayKa CTAJIKHWBAETCSI C MHOTOUYUCIEHHBIMU HEONPEIEICHHOCTIMHU
U CJIOKHOCTSIMHU.

OpnHako, HECMOTPS HA HEKOTOPYIO HEOMNPEJEICHHOCTh B 3TOM BOIPOCE,
MO>KHO BBIIETUTH PpsiJi (PaKTOPOB, KOTOPHIE YKA3bIBAIOT Ha BaKHOCTh MCIIOJIB30-
BaHUS MH(POKOMMYHHUKAITMOHHBIX TEXHOJOTUN B HAYYHBIX MCCIIEOBAHUAX. BO-
MEPBBIX, 3TO CYHIECTBEHHOE PACHIMPEHME JOCTyINa K Hay4yHOU MH(OpManuu u
IPEIOCTaBIsIEMbIX pecypcoB. Bo-BTophIx, 3TO obseryenue coopa u o0OpaboTKu
JAHHBIX, YTO TMO3BOJISIET CYIIECTBEHHO YCKOPUTH IMPOIIECC HAYYHOT'O HCCIEN0-
BaHUA. B-TpeThuX, 3T0 BO3MOKHOCTh MPOBEJCHUS HAYYHBIX MCCIICJOBAHUN Ha
0oJiee BBICOKOM YPOBHE TOYHOCTU U MaciiTabe.

HecMoTpst Ha Bce 3TO, HEOOXOUMO OTMETUTh, YTO HH(POKOMMYHHUKAIIU-
OHHBIC TEXHOJIOTHH SIBIISIIOTCS JIMIIIb MHCTPYMEHTOM B pyKaX y4deHbIX. OHU HE
MOTYT TMOJTHOCTBIO 3aMEHHUTH TPAIUIIMOHHBIE METOJIBI U MPUEMbI HAYYHOTO HC-
CJICIOBAaHUSI, TaKWe KakK HAOJIOJIeHWE, JKCICPUMEHT, aHAIW3 JaHHBIX U T.1.
BwmecTo 3TOro nHhpOKOMMYHUKAIIMOHHBIE TEXHOJIOTHUHU JIOJDKHBI pacCMaTpUBATh-
Csl KaK JIOTIOJTHUTEIBHBIA PEeCypC, KOTOPBIN MOKET CYIIECTBEHHO MOBBICUTD (-
(EeKTHBHOCTHh HAYYHBIX UCCIICIOBAaHUM. 7]

OynkuuonnpoBanue cucrembl KT oOkazanoce HE TOJNBKO aKTUBHBIM
¢dakTOpoM B HAYYHOM IMO3HAHWH, HO TAK)KE€ HOBBIM OOBEKTOM HCCIICIOBaHUS.
BosneiicTBre MEXaHU3MOB U PE3YJIBTATOB JAHHOW CUCTEMBI Ha LIEJIOCTHBIN MPO-
11eCC HAYYHOTO MO3HAHMSI TTOPOMIIO paHee HEM3BECTHOE MPOOJIEMHOE T0JIe, KO-
Topoe TpebyeT riIy0oKOoro M BCECTOPOHHETO aHaiu3a. be3 3Toro anammsa, 3¢-
(peKTUBHOE HCMOIb30BaHUE (HOPMUPYIOIIEHCS CUCTEMBI TJI00ANIbHON HAy4HOU
KOMMYHHUKAITIH MOKET CTaTh 3aTPyAHUTENbHBIM. B cBsi3u ¢ aTuM, chopmupo-
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BaJIUCh JIBa HAIIPABJICHUS MCCIIEIOBAaHUS BO3JECHCTBUS CUCTEMBI HH(DOPMAIIMOH-
HO-KOMMYHHKAITMOHHBIX TEXHOJIOTUN HA HAyYHOE TTO3HAHUE.

[lepBoe HampaBieHHE — HCCIIEIOBAHUE TEXHUYECKUX ACMEKTOB — Be-
nercs B ocHoBHOM crerpanuctamu B ooactu CISE (Computer and Information
Sciences and Engineering). VccnenoBanus B 3Toi 001acTH MpeArnoiaratoT aHa-
JIU3 HE TOJBKO TEXHUYECKUX aCIEKTOB pa3BUTHUA VIHTepHeTa, HO U COIMAIbHBIX,
KyJIbTYPHBIX M TICUXOJIOTMYECKHX (PAKTOPOB, BIUSIONIMX Ha MCIOJIb30BAHUE
UH(OPMAIIMOHHBIX TEXHOJIOTUI B HAy4YHOU padoTe.

Tak, HarpuMmep, UCCIIeIOBAHUs MMOKA3BIBAIOT, YTO BO3MOKHOCTH UCIIOJIb-
30BaHMSI COBPEMEHHBIX MH(MOPMAIMOHHBIX TEXHOJIOTHM B HAYYHOU JESTEIIbHO-
CTH YacTO HEJOOIEHUBAIOTCS yueHbIMU. OHU MOTYT OBITh HEJOCTATOYHO OCBE-
JIOMJICHBI O HOBBIX MHCTPYMEHTaX, HE YMETh WX MPABUWIHHO MPUMEHSTH WU
IPOCTO HE BHUJIETh MPAKTHUYECKOM MOJB3bI OT WX UcMoyib3oBaHus. [8] [loatomy
OJIHUM U3 IPUOPUTETHBIX HAMPABICHUN HCCIICOBAHUN B 3TOM 00JIACTH SIBISICT-
csi pazpaboTka 3PGEeKTUBHBIX METOJ0B O0yUEHHUS YUYEHBIX paboTe C COBpPEMEH-
HBIMH UH(GOPMAIIMOHHBIMHU TE€XHOJIOTHUSIMHU.

Kpome Toro, BaKHO HCCII€NOBAaTh BIUSHUE HOBBIX HH(POPMAIMOHHBIX
TEXHOJIOTUN Ha CaMM TPOLIECCHl Hay4HOU paloThl. Vcmonb30BaHNE COBpEeMEH-
HBIX UHCTPYMEHTOB MOKET M3MEHUThH HE TOJIbKO TEXHUUYECKYIO CTOPOHY Hayd-
HBIX MCCJICIOBaHUM, HO U CIIOCOOBI OpraHu3aluM paboThl, CTPYKTYpPY cOO0OIIIe-
CTBa YYEHBIX U CIOCOOBI B3aUMOJICHCTBUSA MEXIYy HUMH. V3ydeHune HTUX mpo-
IIECCOB TMO3BOJISIET HE TOJILKO JIy4Ille TOHUMAaTh, KaK U3MEHEHUS B HHPOKOMMY-
HUKAIIMOHHBIX TEXHOJOTUSIX BIUSIOT Ha HAYYHYIO JIEATEILHOCTh, HO M CIIOCO0-
CTBYET Pa3BUTHUIO caMOil HayKu. [9]

B nepropl Cy1ecTBeHHBIX COIMATIBHBIX, SJKOHOMUYECKUX U TEXHUUYECKUX
TpaHchopManmii 0co0yI0 BaXXHOCTh MPUOOPETAIOT HOBBIE (HAKTOPHI, KOTOPHIC
BIIEPBHIC TOSBIISIOTCS B HAYYHBIX HCCIEIOBAHUSX W OKa3bIBAIOT HEMOCPE/I-
CTBEHHOE BJIMSHUE Ha (DYHKIIMOHMPOBAHUE HAY4YHOTO coolmiecTBa. OMHUM U3
TakuX (PaKTOPOB SABJSAETCS crcTeMa MHHOKOMMYHUKAIIMOHHBIX TEXHOJIOTHH, KO-
TOpast UMEET 0c000e 3HAYCHHUE U SIBJISICTCS MApaJUTMaIbHON ¢ TOUKH 3PEHUS €€
TJI00QJIBHOTO BIIASTHUS.

Bo3zneiictBue cucteMbl MH()OKOMMYHUKAITMOHHBIX TEXHOJOTUN Ha Hayd-
HOE COOOIIECTBO MOKHO PA3JeINTh HAa HECKOJIBKO ATANOB, KOTOPHIE SBIISIOTCS
3aKOHOMEPHBIMHU.

B nauane XXI Beka cucrema HHPOPMAIIMOHHO-KOMMYHUKALMOHHBIX TE€X-
HOJIOTM Hayaja OKa3blBaTh CYIIECTBEHHOE BIIMSHUE HAa HAYYHYIO JIEATEIb-
HOCTh. MEHSIIOTCS TEHACHITUN B OPTaHU3alliy HAYKH, TIOSIBIISIIOTCS HOBBIE (op-
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MBIl CaMOOpraHU3allMM, TaKWE€ Kak '"Tpynmbl mo uHTepecam' U '"BUPTyalIbHBIE
KOJUIEKTUBBI-cO00I1IeCcTBA", cO3/1aBaeMble Oarojapsi CeTeBoMy OOIIEHHUIO U CO-
TPYJHUYECTBY. XOTS 3TU (HOPMBI €lle HE ONPENESIoT BeAyllUue TEHACHIINU
HAyYHOTO IIOMCKa, MX TMOSBJICHUE CBUICTEIBCTBYET O CMEHE MPHUOPUTETOB
HAy4YHOTO OOIIEHUS U HOBBIX KaHAIOB nosydeHus: ungopmanuu. Hayka kak co-
[UATbHBIA UHCTUTYT CO3AaeT 0c000e MH(MOKOMMYHHUKAIIMOHHOE TIPOCTPAHCTBO,
BKJIIOYAIOIIEE OT/ENbHBIX YUEHBIX M HAayYHbIE KOJUJICKTHUBBI B Kaue€CTBE CTPYK-
TYPHBIX 2J1eMEHTOB.[10]

Takum 00pazoM, MOXHO CJENaTh BBIBOJ, YTO POJib MHHOKOMMYHUKAIIH-
OHHBIX TEXHOJOTHUH B HAYYHBIX MCCIEAOBAHUAX SBJISIETCA Ba)XHOU, HO HE HC-
KJIFOUUTENbHON. EAMHCTBEHHOE, UTO MOXKHO YTBEPKAATh C YBEPEHHOCTHIO, ITO
TO, YTO Pa3BUTUE ITOM 00JaCTU OYJET MPOJIOJBKATHCS U B JAIbHEHIIEM Cylle-
CTBEHHO BJIMSTH Ha MPOIECC HAYy4yHOTO Mmo3HaHus. Cuctema MHPOPMAIIMOHHO-
KOMMYHHUKAIIMOHHBIX TE€XHOJOTUN SIBISETCSA MOIIHBIM MHCTPYMEHTOM ISl CO-
BEpPLICHCTBOBAHUS HAYYHO-UCCIEI0BATEIbCKON ACATEIbHOCTH, YBEIUYECHUS €€
PEe3yIbTAaTUBHOCTH U KauecTBa. C ee MOMOIIBIO YUeHbIe MOTYT ObIcTpee U OoJiee
TOYHO 00pabaThiBaTh U aHAIU3UPOBATH JAHHBIC, POBOJAUTH CUMYJISIIUA U MO-
JIeTMPOBaHNS, OOMEHUBATHCS OMBITOM W 3HAHUSIMU, YTO B KOHEUHOM UTOTE€ T103-
BOJISIET TOJydaTh 0oJiee TOYHBIE U JIOCTOBEPHBIE HAYyYHBIE PE3YJbTAThl U OT-
KpbIBaTh HOBBIE TOPU30HTHI B NTO3HAHUM MHUpa. Takke OHA SBISETCS OJHHUM U3
KITFOUEBBIX (DaKTOPOB, OMPENETAIOMNUX PA3BUTHE COBpEeMEHHOW Hayku. OHa He
TOJIbKO OO0JIET4aeT W ONTUMHU3HMPYET HAy4YHBIH MpOllecC, HO U BIHUSAET HAa caM
CTWIb MBIIIJICHUSI YYCHBIX, HA MX MO3HABATEIbHBIE CIIOCOOHOCTU U KAYECTBO
HAy4YHBIX HCClieoBaHui. Ee ucnonp30BaHme sIBISETCS HEOOXOUMbBIM YCIOBHEM
JUISl TIOCTOSIHHOTO COBEPIIEHCTBOBAHUSI HAYYHOU JEATENBHOCTA U JIOCTUKEHUS
HOBBIX HAYyYHBIX PE3yJIbTaTOB.
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CCKHI/IH — Cucrembl CBSI3M U HaBHUTI'allnM

YK 621.371

Kocak Poman DnyapnoBud

BJAUAHUE CUHYCOUJAJBHOI'O PUDJIEHUA KPOMKH
N3JIYYATEJIA BUBAJIBJIN HA XAPAKTEPUCTHUKH NU3JTYYEHUA

B cmamve npusedenvt pesynibmamul uccied0o8anus YayyuleHus XapaKmepucmux
usnyuenus usnyuamens Bueanvou Onacodaps 6eedenuro CUHycoOUOanbHO20 pughieHus
KpomKu anmeHHbl. Paccmompeno énuanue maxoii ¢oopmvl KpoMKU HA co2nacoeawue,
koaghuyuenm ycunenus (KY) u kosgpguyuenm nonesnozo oeiicmeus (KI1/) uznyua-
mens (hazuposanHol aHMEHHOU peuemKy. Xapakmepucmurky u3iyyeHus nojyyeHvl 6
pedxxcume ckanuposanus 6 E-nnockocmu 6 wiupokom cekmope yenos +60° ¢ ceepxuiu-
POKOIU non0Ce Yacmom.

Onpeoeneno, umo egedenue CUHyCoudaIbHO20 pUu@ieHus pasmepom 8§ Mm no3eo-
Jslem pacuupums padouyio nojaocy 4acmom no YpoeHio Kodgguyuenma cmosueu
sonnwl no nanpsicenuro (KCBH) < 3 uz ouanazona om 310 0o 860 MIy ¢ xoa¢ppuyu-
enmom nepexkpormus (KI1) = 2,774 0o ouanazona om 236 0o 812 My ¢ KII = 3,441.

Hznywamens Busanvou, KCBH, KII/[, KV, pescum wupokoy2onbno2o ckanupo-

sanus, CLUII, ¢azuposannas anmennas peuemxa.

Kosak Roman Eduardovich

EFFECT OF SINUSOIDAL CORRUGATION OF THE VIVALDI
RADIATOR EDGE ON THE RADIATION CHARACTERISTICS

The article presents the results of the study of improving the radiation character-
istics of the Vivaldi radiator due to the introduction of a sinusoidal corrugation of the
antenna edge. The influence of such a shape on the matching, realized gain, and ra-
diation efficiency of a phased antenna array radiator is considered. The radiation
characteristics were obtained in the E-plane scanning mode in a wide-angle sector of
+60° in an ultra-wide frequency band.
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It has been determined that the introduction of a sinusoidal corrugation of 8 mm
in size makes it possible to expand the operating frequency band in terms of the volt-
age standing wave ratio (VSWR) < 3 from the range from 310 to 860 MHz with the
overlap ratio is approximate 2.774 to the range from 236 to 812 MHz with the overlap
ratio is approximate 3.441.

Vivaldi radiator, VSWR, radiation efficiency, RE, wide-angle scanning mode,
UWB, phased array antenna.

Bsenenue

AHtenHa BuBanpau, BnepBbie mnpenctaBieHHas I[lerepom I'mOcoHoMm B
1979 romy [1], moiyuyuna MKUPOKOE pacrpocTpaHeHUe Oarogaps HeJIoOMYy PTy
MOJIOKUTENIbHBIX XapakTepuctuk. K mpumepy, oHa MOXeT paboTaTh B IIMPO-
KON M
CBEPXIIIUPOKOM TMOJIOCE YaCTOT, MPOCTa B M3TOTOBJICHUU U OOJAJaeT HU3KOU
CTOMMOCTBHIO.

XapaKTEpUCTUKHU U3TYyUYEHUs] aHTEHHbI BUBaIbau BO MHOTO ONPEAEIISIIOTCS
€€ KOHCTPYKTHUBHBIMH OCOOCHHOCTSIMH, B CBSI3M C Y€M HCIIOJIb30BAHHUE pPa3JIny-
HBIX BBIPE30B U BCTABOK IO KPasiM M3JIy4yaTeNs IJIsl UX YIYUILIEHUs SIBIIAETCS aK-
TyaJabHOH 3a7aueil. BakHyI0 poJib UTPAET KOMIIAKTHOCTh @aHTEHHBI [2], 4TO MO3-
BOJISIET COKOHOMUTh Ha MaTepualie u pabore, a TakKe yIPOCTUTh TPAHCIIOPTH-
POBKY.

N3menenue GpopMbl KpoMKH aHTeHHBI BuBanbau B cocrae @AP Giarona-
PS UCIIOJIB30BAHUIO MPSIMOYTOJIBHBIX BBIPE30B U BCTABOK MPHUBOAMUT K pacilupe-
HUIO pabouel MOJOCHl YacTOT M YJYUIEHUIO XapaKTePUCTUK H3TydeHus [2].
BBenenne MetamiMueckux IMIACTUH MO OOKOBBIM TpaHsIM METaJUTM3aIlUU U3ITY-
yaTess MOo3BOJSIET yaydliuTh cornacoBanue [3]. CornacHo [4], BBegeHUe mpo-
pe3eil Ha KPOMKE aHTEHHBI MTO3BOJIAET YIYUIIUTh HAIPABICHHOCTh U YCUJICHUE.
Paznmuunas ¢hopma KpOMKH TakkKe MOKET TOMOYb YMEHBIIIUTH OOKOBBIE JICTIECT-
ku [5], [6]. B 3aBucumocTu oT popmbI Kpas u3mydaresnss MOKHO yBenuduTh KY
[7] m ynyummth XapakTepucTuku cornacoBanus [8]. [Ipumenenue rpebeHuaTomn
CTPYKTYpbl Takxke 1mo3BosisieT ynydimuTe KCBH anTeHHbI B HUXKHEW YacT pa-
0ouero auamnazoHa 4acToT, YTO OCOOEHHO Ba)KHO MPU CKaHUPOBaHUU [9)].

CrnenoBaTeNbHO, UCTIOJIB30BAHNE BCTABOK M BBIPE30B PA3IMUHON (OPMBI Ha
KPOMKE TJIaBHBIX JIEECTKOB M3Iyuaress BuBanbam — BechMa NOMYJISPHBIN CIO-
co0 yIyUIIUTh XapaKTePUCTUKHU U3TydeHus. [lenpio paboThl SBISIOCH UCCIIENO-
BaHWE BIUSHUS CHHYCOUIAIBHOTO puieHnss KpOMKHY u3nydaTtenss BuBanpau Ha
ero xapakrepuctuku uznyuenusi: KCBH, KV, KII/I.
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OcHOBHas 4acTh

1. Uznyuamenv Busanvou 6e3 pugnenus

3a ocHOBY Bo3bMeM (popMy mzmydatens BuBanbnu u3 [2]. Pazmep saeiiku
®AP 100 % 120 mm. Bricota antenusl 185 mM (puc. 1). [loanoxka TOAMMHON
0,5 mm BoimonHeHa u3 marepuana RT/duroid 5880, a mutanue mpou3BoaUTCS C
MIOMOIIBI0 KOAKCHATBHOTO Ka0Oels.

Puc. 1. Uznywamens Busanvou 6e3 pughnenus

Paccmorpum KCBH, KV u KIIJI nanHoit antennsl B coctae ®AP B nua-
nazone ot 0.2 no 1 I'T'm B pexxume ckanupoBanus. Ha Bcex rpadukax xapakre-
PUCTUK M3ITy4YEHUS KaXJOMl KpHBOM COOTBETCTBYET CBOE 3HAUYECHHUE YIJia
ckanupoBanus: 0° (kpacHas crutomHas JuHHS), 15° (CMHUH KOPOTKUM
nyHkTup), 30° (3eneHblit myHKTHD), 45° (opankeBble TOUKH) U 60° (KopuyHe-
BBI JUIMHHBIN MYHKTHD).
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Puc. 2. KCBH, KY u KII/] usnyuamens Busanvou b6e3 pughnenus
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CornacHo rpadukam, NpUBEJICHHBIM Ha PUCYHKE 2, paboyas mojoca 4acToT
aHTeHHBI 0e3 pudnenus nexut B npenenax ot 310 go 860 MI'u. Koaddunuent
MIEPEKPBITUSI, OMPENEsieMbli KaK OTHOIICHUE BEPXHEW I'PAHMYHON YacTOTHI K
HIDKHEHN, paBeH 2,774. KY B ykazaHHoW mosoce dacTtoT oT -9,3 no 0,15 ab, a
KII[ npeBbimaet yposens 0,74 Bt ipu 1,0 BT Ha Bxozae uznyuarens.

2. Mznyuamenv Busanvou c pugpnenuem

PaccMmoTpuM BBeieHHE CHHYCOUAANBHOTO pU(IICHUS 110 KpasM U3TydaTess
KaK KOMOWHAIIMIO CKPYTJICHHBIX BBIPE30B M BCTABOK MO KpasiMm u3imydarens. [llar
pucdnenus 4 mm. Ha puc. 3 uzoOpaxeHn uznyyaresnb BuBanbam ¢ cuHycOU1amb-
HBIM puIeHHEM pa3MepoOM 8 MM.

Puc. 3. Uznyuamenv Busanvou ¢ cunycoudanvHvim pugieHuem pazmepom 8 mm

HaI/IJ'Iy‘-IIHI/Ie PE3YyJIbTaThl, KOTOPLIC ITOJIYYArOTCA IMIPH Pa3MECpe pI/I(i)J'IeHHSI 8
MM, IIPCACTABJICHEI HA PHUC. 4,
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Puc. 4. KCBH, KY u KII/] uznyyamens Busanvou c cunycoudanvuvim pughneru-
em pazmepom 8 Mm
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Buano, uto pabouas monoca dactot 1mo ypoBHro KCBH < 3 Teneps Haxo-
nutes B npenenax ot 236 mo 812 MI'n (KII = 3,441), ero cpenHee 3HayeHUE B
oCcHOBHOM He npeBbimaeT ypoeHb KCBH = 2. KV nHaxoauTcs B iuanasoHe or -
12 no 0,3 nb. KIIJI Toxxe ynyumiaercsi, ocooenno B obisactu 300 — 500 MI'1.
Ero 3Hauenust B cpeanem pacnosiaratorcs Beiie yposss 0,84 Bt npu 1,0 BT Ha
BXO/JI€ U3JTy4aTels.

DneKTpuYecKue pa3Mepbl aHTEHHbl Ha BepxXxHeW pabouelt yactore 812
MI: 0,271 A x 0,325 A x 0,501 A, 4TO MO3BOJISIET CYAWTh O KOMITAKTHOCTH
pa3pabOTaHHOTO M3JTydaTels.

BuiBoabI

VYBenuueHue pa3mepa CUHYCOUIATBHOTO PUQIICHHS MTOCTEIIEHHO YBEJINYH-
BaeT padouMii quana3oH 4acToT, yiyuiias cornacoBanue u KIIJI. Huwxknsis rpa-
HUYHas 4acTOTa CMEUAeTcs BIEBO, a BOT KY ynyumaercs He3HaunTenbHO. Pas-
pabotanHbIil u3nyuyatenb OAP gBisieTcss KOMIAKTHBIM M CBEPXIIMPOKOIOJIOC-
HBIM, a TaK)K€ MO3BOJISIET pabOTaTh B MIMPOKOM CEKTOPE YIJIOB CKAHUPOBAHMS.

PaGora BbImosiHeHa B LleHTpe KOMIEKTHBHOrO mnoJib3oBanusi «Ilpm-
KJIATHAS 3JIEKTPOJAMHAMHUKA U aHTeHHbIe n3MepeHus» FOxuoro gexepasinb-
HOT'0 YyHMBepcurera B r. Taranpor.
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VJIK 538.956
Haraenko Anekcanap Bimagumuposud, J{pikuHa JIro00Bb AJIeKCaHIPOBHA,
KaprokoB Erop Binagumuposuu, BinacoB Anekceit FOpbeBuu

NbE30KEPAMUYECKHAN MATEPUAJI )11 KOMIIO3UTOB CO
CBA3HOCTSAMMHU 1-3 U 3-3

Mna cosoanus coepemennvix nvezonpeodpazosamenell HeoOX00UMbl AKMUBHbBLE
mamepuanvl, obaadarowue HeoOX00UMOU COB0KYNHOCMbIO I1eKMPOPUULECKUX Nna-
pamempos. C 3motl yenvio 6vi1a npeOnpuHAmMa NONLIMKA paspadomams mexHoI02UIo
NOYYEHUS Nbe30MAMepUuand ¢ NpocHO3UPYEeMbIM USMEHEHUeM e20 OCHOBHBIX Napa-
Mempo8 No380AAIOUWUX UCNONL308AMb €20 NPU NPOUIBOOCHIEE KOMNO3UMOE CO C8A3HO-
cmoio -3 u 3-3. B pezynbmame ucciedoganuss Obli0 NOKA3AHO, YMO BO3MONCHO
YAPAeaams yOeibHOU 4Y8CMEUMENbHOCNbIO Nbe30MAMeEPUANos UCHONb3YS NPEKyPCo-
Dbl C pA3IUYHOU YOelbHOU NOBEPXHOCMBIO.
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Ceeﬁemoaﬂekmpuku, Nnbe3091EKMPUKU, NbE30OKOMNOo3uni, KOMNO3UYUOHHbIE MA-
mepuaiol, yaeﬂbHa}Z UyeCcmeumeslbHoCmbo.

Nagaenko Alexander Vladimirovich, Dykina Lyubov Alexandrovna,
Karyukov Egor Vladimirovich, Vlasov Alexey Yurievich

PIEZOCERAMIC MATERIAL FOR COMPOSITES WITH
CONNECTIONS 1-3 AND 3-3

To create modern piezoelectric converters, active materials with the necessary
set of electrophysical parameters are needed. To this end, an attempt was made to de-
velop a technology for producing piezo-material with a predictable change in its basic
parameters allowing it to be used in the production of composites with connectivity 1-
3 and 3-3. As a result of the study, it was shown that it is possible to control the specif-
ic sensitivity of piezomaterials using precursors with different specific surfaces.

Ferroelectrics, piezoelectrics, piezo composite, composite materials, specific
sensitivity.

AKTUBHBIE 3JIEMEHTHI, M3TOTOBJIEHHBIE U3 IbE30KEPAMUUYECKUX MaTepua-
JIOB, HAXOJISIT MMPUMEHEHNE B TPeoOpa30oBaTesIX pa3IMYHOTO Ha3HAUYCHUS. 3a/1a-
YH, pellaeMble TaKUMH TPeoO0pa3oBaTEeIsIMHU, 3aCTABJISIIOT MCKATh HOBBIE OCO-
OCHHOCTH B M3TOTOBJICHUHU Ihe3oMaTepuayioB. B ocHOBe paboThI 1t000TO MHE3-
omnpeoOpazoBatens (MUKpO(GOH, THAPOAKYCTUYECKAs] AHTEHHA, aKyCTUYECKHM
U3ITydaTeb WIK MPUEMHHUK U T. J.) JEXKHUT CIIOCOOHOCTh MPEeBpAIllaTh BHEIIIHEE
MEXaHUYECKOE BO3ACHCTBUE B AIEKTPUUECKUI CUTHAI U HA00OPOT.

[Tpu BBIOOpE MBE30KEPAMUYECKUX MATEPUATIOB, TPUMEHSIEMBIX TP MIPOU3-
BOJICTBE KOMITO3UTOB CO CBSI3HOCTBHIO 1-3 ¥ 3—3 TJIaBHBIM KpUTEpPUEM MPUHSITO
CUNTATh OTHOIIEHHE OTHOCHTENBHOM JUAIEKTPHUECKON TIPOHULIAEMOCTH 15 /&,
¥ THIPOCTATHYECKOTO Mbe30Kod(pdUIUeHTa (n’, KOTOPBIA B CBOK OuYepenb,
ompenensieT 00beMHbIE XapaKTEPUCTUKHU Tbe3oMarepuana. [ mapocrartuueckuii
Mbe30K03(PPUITMEHT 3aBUCUT OT yJETbHBIX YyBCTBUTEIHLHOCTEH Mbe30MaTepua-
na gn =033 +03 +031 . B koMno3urax co cBA3HOCTHIO 1-3 u 33 yaenbHEIE 4yB-
CTBUTEIHLHOCTH {31 ¥ (32 MPUHUMAIOT 3HAYCHUS OJIM3KHE K HYJIIO, B CBSI3H C YeM,
00BEMHBIE XaPAKTEPUCTHUKN KOMIO3UIIMOHHBIX MhE30MATEPHUATIOB, OyIyT 3aBU-
CETh TOJBKO OT YJIeJIbHOW MPOAOJbHONW YyBCTBUTEIBHOCTH (33 [1].

N3roraBnuBaeMbie CEroHSI MThE30MaTEepUAbl HE 00JIaaf0T ONTUMAIEHBIM
COYETAaHUMEM YKa3aHHBIX XapakTepuCTUK. Kak MpaBWIO MbE303JICKTPUUYECKHE
MaTepualibl, UMEIOLIUE IOCTATOYHO BHICOKUE 3HAUYCHUS YJEIbHON YyBCTBUTEb-
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HOCTH (J33~35-38107 B M/H, xapakTepu3yloTcsa JUIJIEKTPHYECKOM IPOHUIIAE-
MOCTBIO C HEBBICOKMMHU 3HAUEHHAMH £15/&0~650 [2]. YKkazaHHbIE 3HAYEHUS (33
u £13/&, He COCOOCTBYIOT HOBBINIEHHIO COOTHONIEHHS CHIHANI-IIYM Hpeobpa-
30BaTeNEed, UCMOJIb3YEMbIX B THAPOAKYCTHKE, aKTUBHBIMU 3JIEMEHTAMU KOTO-
PBIX, SIBISIOTCS MbE30KOMIIO3UTHI CO CBA3HOCTHIO 1-3 1 3—3. MI3BeCTHBI TaKXke U
be30MaTepuabl C BBICOKUMU 3HAUYEHHSAMH &£15/£0~1620+1980, HO HM3KMMU
033~22-2310° B m/H [3], 4To memaeT NpaKTHYECKH HEBO3MOKHBIM UX ITPUME-
HEHHE B KQUECTBE aKTUBHOIO 3JIEMEHTA B MbE30KOMIIO3UTAX C YKAa3aHHOU CBS3-
HOCThIO. B pesynbrare, Obl1a chopmympoBaHa 1eb JaHHOTO MCCIIEOBAHUS, a
MMEHHO, BO3MOKHOCTb TIOJTyUEeHHUS IThe30MaTeprana ¢ COOTHOIIEHUEM E13 /&y U
033, O3BOJISIFOIIUM ITPUMEHSTH €r0 B KOMIIO3UTaX CO CBSI3HOCTBIO 1-3 u 3-3.

B xauecTBe MoziepHOTO 00bEKTa UCTONIb30BasIcs pazpaborannbiii B HKTh
«IIpezonmpubdop» mpezokepamuyeckuit matepuan [IKII-13, koTopsiii nmpuHame-
xuT cucrteMe L{TC. OcHoBHbie xapaktepuctrku mMatepuana [IKII-13, nomyyen-
HOTO MO KJIACCUYECKOM (KepaMUYECKOI) TEXHOJIOTHH MPEACTaBICHBI B TaOIHIIE
1. 3adBieHHas UeNb JOCTUTANACh MYTEM CMEUIEHHUS MOPOIIKOB OKCHIOB U Kap-
6onatoB MetamioB Bxonasmux B coctaB [IKII-13 ¢ mpenBapuTeiabHO HU3TOTOB-
JIEHHBIM METOJIOM XHMHYECKOIO COOCAXKJICHUSI U CUHTE3UPOBAHHBIM OKCUIOM
tuTaHata nupkoHus T1,Zr1.,O,, MOCIeAYIOMNE ITAMbI MOTYUYEHUS Mhe30KepaMu-
YECKOro MaTepHayia OCYIIECTBIISUIUCh B COOTBETCTBUU C KIACCUUYECKOM TEXHO-
JIOTUEN.

Cunre3 tutanata mupkoHus Ti,Zr1 O, OCyIIECTBISIICS METOJOM XUMHUYE-
CKOTO COOCaXJEHUSI M3 a30THOKHUCIBIX PAcCTBOPOB THUTAaHA U IUPKOHUS
(H2[Zr(NO3)s], Ho[Ti(NO3)s]) mpu temneparype 800-950°C. Hcnomb3oBaHue
XUMHYECKOTO COOCAXKJICHHS MO3BOJIET MOTYYUTh OJTHOPOJIHBIN MO pa3MepaMm H
COCTaBYy YJIbTPAJUCIIEPCHBIA MOPOIIOK C 3aJaHHBIM I'PAHYJIOMETPUUYECKUM CO-
ctaBoM. V3MeHEHHE pEKMMOB CHUHTE3a, & UMEHHO TEeMIEpaTypbl U BPEMEHH
M30TEPMUYECKON 00pabOTKH MO3BOJIAET MOMydYaTh YIbTPAJAUCICPCHBIE MOPOIII-
ku Ti,Zr1,,0; ¢ pa3nuuHON yACIBHOW MOBEPXHOCTHIO, KOTOPasi BapbHPOBAIACH
or 6000-11000 cm?/r. YaenbHas MOBEPXHOCTh MENKOJUCIEPCHBIX IOPOIIKOB
OKCHJIOB M KapOoHaToB MeTaiuioB Bxoasammx B coctaB I[IKII-13 cocraBmser
2000-3000 cM?/r.

MuxTy mia cunre3a marepuana [1KII-13 monyyanu cmemenemM B CTEXHO-
METPUYECKOM COOTHOIIICHHH B CMECUTENe THMa "MbsiHas O0uka', MOJyd4eHHOTO
METOJIOM XUMHUYECKOTO coocaxneHus T1,Zr1, O, ¢ MEIKOAUCTIEPCHBIMU OKCH-
naMu 1 KapOoHaTamu MetayioB. CHHTE3 Mbe3oMaTepHalia OCYIIECTBIISUA TIPH
temreparype 900°C B onny craguto. Ilocne cuHTe3a Marepuan MoJBeprayics
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MIOMOJTY B BBICOKOIHEPTETHYECCKON IMJIAaHETAPHOW MENBHUIIE C UCTIOIb30BAHUEM
BOJIHO-CTIUPTOBOM cMecHu. [0MHOTY mpoTekaHuUs Mpoliecca CHHTe3a KOHTPOIIH-
poBas MeTosioM PDA. [To qaHHBIM KOTOPOTO, MOKHO TOBOPHUTH, UTO B MaTEPH-
aJie OTCYTCTBYIOT CIIIbl HCXOHBIX KOMIIOHCHTOB M TIPOMEXKYTOUHBIX (a3, T. €.
OBLI TTOTyueH oHO(a3HbIN NEPOBCKUT (puc. 1).
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Puc.1. POA cunmesuposannoco mamepuana IKII1-13

Brinonnenue tBepo¢a3HOrO CHHTE3a U3 IIUXThI, COCTOAIIEH U3 KOMIIO-
HEHTOB PA3HOM CTENEHH AUCIEPCHOCTU (MEIKO- U YJIBTPATUCIEPCHBIX C YIEb-
HOM moBepxHOCThI0 2000-3000 cM?/r u 6000-11000 cM*/r COOTBETCTBEHHO),
BIMSECT Ha MEXaHW3MbI TBepAodaszHou auddy3un B mporecce cuHTe3a. IIpo-
1[ECC, MPOTEKAOIMUN B MOJUIACTICPCHON CHUCTEME, OTIUYAETCS OT Mpolecca ¢
y4acTUEM YacTHUIl COM3MEPUMOro paszMepa. JIokanbHble MEXaHUYECKHE HAMps-
KEHHUSI HA PA3BUTHIX MOBEPXHOCTSX pa3fena yiabTPaAUCIEPCHBIX NOPOIIKOB MPH
B3aUMOJICHCTBUU C MEJIKOJAUCIEPCHBIMU MOPOUIKAMU MPH CHHTE3€ TBEPIbIX
pactBopoB cuctembl L[TC mpuBoasST k 00pa30BaHUIO TCEBIOMOP(POTPOIHBIX
obnacTelt, 00JIETYCHHUIO JIBHXKEHHSI JJOMEHHBIX CTEHOK, TEPEOpPUEHTAINI TTOJIs-
pHU3AlMKA ¥ U3MEHEHHIO CBS3aHHBIX C 3TUM JJICKTPOPU3UUYECKUX CBOMCTB, UTO
MOATBEPKAAETCS LEIbIM PSIAOM HccienoBaHui [4—6].

BriniensnoxkeHHoe NpeanoioKeHue, MoATBEPKIAETCS Takxke U [7], koraa
HCIIOJB30BaHUE TOJBKO YJIbTPAJUCIIEPCHBIX MOPOLIKOB BCEX BXOJAIIUX B CH-
cTeMy KOMIIOHEHTOB BJI€YeT 3a co0Oil MOBbINIEHHE Kak O33 Tak U £15/&,. Ilpu
3TOM POCT MapaMEeTPOB HOCUT HE paBHOMEPHBIH XapakTep a HMEHHO, (33 yBeu-

yuBaeTcss Ha 25-30%, a OTHOCUTENbHAs JUAJIEKTPUYECKash MPOHUIIAEMOCTh
e1, /&, HA 45%, cTONBL OOJIEe 3HAUUTENBHBIN POCT &), /&, COYETACTCS CO CHIDKE-

HHUEM (33, TOCKOJIBKY J33= O3/ ¢, .

W3 cuHTE3npoBaHHOIO MOPOUIKa (POPMOBAIHM U CHEKAIH KEPAMUUYECKUE U3-
nenust B Buae quckoB @10x(1-1,5) MM, Ha KOTOPBIX U3MEPSIU dJICKTpOPU3NUe-
ckue napametpsl. Criekanue ocyectBisuiocs npu Te, =1200-1230°C. Dnek-
TPOABl HAHOCUIIM METOJIOM BXKUTaHMs cepeOpocoaepkalieid macTbl Mpu TeMIie-
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patype Texur=800°C B Teuenue 0,3-0,6 4. I[lonspuzanuio OCyIIECTBISIN Ha
BO3/IyX€ MPU MOBBIIIEHHON TeMIIEpaType U HANPSHKEHHOCTH mois 1,52 kB/mMM.
B Tabnuiie npuBeneHbl CPAaBHUTENbHBIE SJEKTPOPU3NUECKHE MapamMeTphbl
NbE303JIEKTpUYecKoil kepamuku u3 Marepuaina [IKII-13 nomydyeHHol pa3zinny-
HBIMH CIIOCOOaMHU.
Taomuma 1
CpaBHUTENbHBIE 3HAYEHUS JIEKTPOYUINUECKUX MapaMEeTPOB MbE303JIEKTpUYE-
ckoro matepuana [TKII-13

Cnoco0 nony-  OTHOcUTENb- [Tbe30aek- VY nenbHas uyB- VY nenbHas
YeHHS MaTepu-  Has JUDJIEK-  TPUYECKUU MO-  CTBUTEIBHOCTh  IMOBEPXHOCTH
ana ITKIT-13 TpHYECKast nyab daze10712 g33e107 B-M/H HOPOIIIKa
MpOHUIIAE- Ki/H Ti:Zr1+O02,
MOCTb £33 /& cM?/r
Kimaccunuecknii 1610 320 22,3 -
MTOP
C npuMeHeHu- 1540 500 40,1 6000-7000
€M IpeKypcopa 1310 480 41,4 7000-8000
Ti:Zr1:02 1140 483 48,0 9000-10000
1120 485 48,0 10000-11000

Kax cnegyer u3 Ttabin. 1 oOpasiibl M3rOTOBJICHHBIE C IPUMEHEHUEM MPEKYP-
copa Ti,Zr1-,0,, o6aagaromero yaenbHoi moBepxHocThio 9000—10000 u 10000—
11000 cM?/r, COOTBETCTBYIOT MAKCUMAIBHBIM 3HAYEHUSAM YAEIbHON 4YyBCTBH-
TEJIILHOCTH 933248°10'3 B-M/H npu gocTaTouyHO BBICOKHX 3HAYCHHUSX OTHOCH-
TEIHHOM UPJIEKTPUUECKON MPOHUIIAEMOCTH ¢,,/&,=1120-1140 u mbe3osnex-
TPUYECKOTO MOYJIs O33=483-485+1012 Ku/H.

BrIBOALI

B xoxe npoBenenus uccienoBanus Oblia TOKa3aHa BO3MOXKHOCTh IMOJTyde-
HUA nbe3okepamuyeckoro marepuana [IKII-13 co 3HaueHns MU yaenbHON 4yB-
CTBUTEJILHOCTH (33 U3MEHSIOIIMUICS B IMIUPOKUX Mpeiesiax U MPHU 3TOM yAaI0Ch
COXPAHUTh BBICOKHE 3HAYEHUS] OTHOCUTEIHLHON JTUAJICKTPUYECKON MPOHUIIAEMO-
CTH &L,/ &,¥ MbE30ICKTPHUECKOro MOIyJs Os3. Takoe COOTBETCTBUE YKa3aHHBIX
XapaKTEPUCTUK OTKPHIBAET BO3MOKHOCTh MPUMEHATH MbE303JIEKTPUUECKHUI Ma-
TepUa i1 MpeoOpa3oBaTesieii, aKTUBHBIMU JJIEMEHTAMH KOTOPBIX SIBIISIOTCS
KOMIO3UIIMOHHBIE MAaTEPUAJIBI CBSI3HOCThIO 1-3 1 3-3.

133



BUBJINOT PA®GUYECKHI CITMCOK

1. Newnham R.E. Composite elektroceramics. //Ferroelectrics.- 1986. V.68. N Y.
pp. 1-32.

2. Decenxo E.I'., Jlanyueep A.A., Pasymosckas O.H. HoBble Ibe30KepaMUUYECKUE
Marepuaibl. PoctoB-Ha-/ony. 1U3. PI'Y. 1983. 160 c. C. 12-36.

3. OCT 11 0444-87. Marepuansl nbe30KepamMuyeckue. TeXHUUECKUE YCIIOBUSI.
I'pynna 210. Beenenst 01.01.88. - M. 1987. - 141 C.

4. Ilpununxo FO.C. ®yHKUMOHAIbHas Kepamuika. OnNTUMHU3AIUS TEXHOJOTHH /
1O.C. Ipuwmunxo // donenk: Hopa-Ilpecc, 2007.-492 c.

5. Hecmepos A. A. BiusHue napaMeTpoB YacTHI[ TOPOIIKOB Ihe30(ha3 CUCTEMbI
LTC-IUHHC na snexktpodusznyeckre cBOWCTBA KEPAMUUECKUX MAaTEPHAIIOB, CO-
3maBaeMbIX Ha uX ocHoBe/ A.B. Haraenko, A.A.Hectepos, A.A. Ilanuy // Ma-
TepHallbl MEXIYHApOIHOW HAyYHO-TEXHHUECKOW KoH(pepeHIuu «Jlatumku u
cucteMbl-2011» - A6pay-/lropco 2011.

6. [llonosunxun b.C, Hacaenxo A.B., [llunkuna JI.A., Bepbenuxo U.A., Anopowuna
U H., llasenko A.A. BnusgHue peXxMMOB MEXaHOAKTHUBAIIMU HAa T'PaHyJIOMETpPH-
YeCKUH COCTaB MU MHUKPOCTPYKTYPY MpomblliuieHHoro Mmatepuana L[TC-19 //
NnxenepHbIit BECTHHUK JloHa, 2016, Ne4 URL:
ivdon.ru/ru/magazine/archive/n4y2016/3798

7. Ilpuceockuii B.B., [locubrxo B.M. MUKpPOCTPYKTypa U CBONCTBA NTbE30KEPAMUKH
LTC, KOHCOMUAUPOBAHHON M3 HAHOMOPOIIKA. YUEHble 3aMUCKU TaBpuyecKoro

HaluMoHajabHOTO YHHBepcuTeTa uM. B. . Bepnanckoro Cepust «buonorus, xu-
mus». Tom 26 (65). 2013. Ne 3. C. 301-312.

Haraenko Anexkcanap BiaaguMupoBUY, KaHIUJAT TEXHUYECKUX HAYK, JOLIEHT Ka-
denper MHCTUTYTAa BBICOKMX TEXHOJOTHH W TMbe30oTexHUKH HOxHOTO (enepanbHOTO
yHuBepcurera, Poccus, T. PoctoB-Ha-Ilony, yn. MwunbuakoBa 10, Temedon: +7
(904)5061082, e-mail: nagaenko@sfedu.ru

JbiknHa JI1060Bb AJIeKCAaHAPOBHA, HadyaIbHUK JabopaTopun MHCTHTYTa BBICOKMX
TEXHOJIOTUH U The30TexHuKU FOxHoro ¢denepanbHoro ynusepcurera, Poccus, 1. Po-
croB-Ha-/lony, yn. MunbuakoBa 10, Tenedon: +7 (904)3415495, e-mail:
ldykina@sfedu.ru

Kaprokos Erop BiiagumMupoBu4, KaHIUAAT TEXHUYECKUX HAYK, BEAYIIMM UHKEHEP
WHcTUTyTa BBICOKMX TEXHOJOTHHM M Mbe30TeXHUKU HOxHOTO (enepanbHOro yHUBEP-
cutera, Poccus, r. PoctoB-Ha-Jlony, yn. Muibuakosa 10, Tenedon: +7 (904)3401595,
e-mail: evkaryukov@sfedu.ru

134



BaacoB Asekceii FOpbeBuY, BeyIuii HHX)EHEp 10 3amuTe nHGopmanuu, MHCTUTYT
BBICOKMX TEXHOJIOTUN M mhe3oTexHuku HOxkHoro QenepanbHoro ynusepcutera, Poc-
cus, . PocroB-Ha-Jlony, yn. MunsuakoBa 10, tenedon: +7 (961)4345337, e-mail:
avlasov@sfedu.ru

Nagaenko Alexander Vladimirovich, Candidate of Technical Sciences, Associate
Professor of the Department of the Institute of High Technologies and Piezotechnics of

the Southern Federal University, Russia, Rostov-on-Don, 10 Milchakova str., phone:
+7 (904)5061082, e-mail: nagaenko@sfedu.ru

Dykina Lyubov Aleksandrovna, Head of the Laboratory of the Institute of High

Technologies and Piezotechnics of the Southern Federal University, Russia, Rostov-
on-Don, 10 Milchakova str., phone: +7 (904)3415495, e-mail: Idykina@sfedu.ru

Karyukov Egor Vladimirovich, Candidate of Technical Sciences, Leading Engineer
of the Institute of High Technologies and Piezotechnics of the Southern Federal Uni-
versity, Russia, Rostov-on-Don, 10 Milchakova str., phone: +7 (904)3401595, e-mail:
evkaryukov@sfedu.ru

Vlasov Alexey Yurievich, Leading Information Security Engineer, Institute of High
Technologies and Piezotechnics of the Southern Federal University, Rostov-on-Don,
Russia, 10 Milchakova str., phone: +7 (961)4345337, e-mail: avlasov@sfedu.ru

YK 004.7
Boiinexosckuit Banum Hukonaesuu, Uepaukos mutpuii FOpbeBuy,
[pimiioBa ApuHa BurtanbeBHa

CTATUCTHYECKHUE XAPAKTEPUCTUKHU CKOPOCTHU HIEPEJAYN
NH®OPMALIUU B PAIUOKAHAJIE CETHU Wi-Fi

Onucana memoouka nposedeHus HAmypHO20 IKCHEPUMEHmMA N0 UMEPEHUO
OCHOBHbBIX NApPaAMempos nepeoadu OaHHbIX 8 JOKAIbHOU paouocemu, HOCMpPOEeHHOU no
mexnonoeuu Wi-Fi. Ilpusedenvt u obcysxcoaiomes pezyiomanmovl npogedeHus: maKozo
usmepumenvroeo sxcnepumenma ons cemet Wi-Fi 6 ouanasonax2.4 u 5 I'Ty.

3ona paouonoxpeimus Wi-Fi, ouanazon uacmom. cxema opeanuzayuu cesnsu,
CKOpOCMb nepedauu UHGOpMayuu, napamempsbl UCHOIb3YEMbIX CUSHANI08. UHmepgelic
83aUMOOEUCMBUL, YPOBEHb U3YUAEMOU MOUWHOCTIU.
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Voitsekhovskiy Vadim Nikolaevich, Chernikov Dmitry Yuryevich,
Tsyptsova Arina Vitalievna

STATISTICAL CHARACTERISTICS OF INFORMATION TRANSFER
RATE IN Wi-Fi NETWORK RADIO CHANNEL

The method of conducting a full-scale experiment to measure the main parame-
ters of data transmission in a local radio network built using Wi-Fi technology is de-
scribed. The results of such a measurement experiment for Wi-Fi networks in the 2.4
and 5 GHz bands are presented and discussed.

Wi-Fi radio coverage area, frequency range, communication arrangement
scheme, information transmission rate, parameters of used signals, interface of inter-
action, level of radiated power.

MHOTOYHCIIEHHbIE CUTYaIlHsI CBSI3aHHBIEC C Pa3BEPThIBAHUEM M HCIIOJIB30-
BaHUEeM ceTel paauocBsizu BHyTpu mnomemieHuit (Wireless Indoor Local area
Network) npuBoAsST K HEOOXOJUMOCTH OIEHKH PEalIbHOW CKOPOCTU TEpenayu
uH(bOpMaIMU B MOJOOHBIX CETIX TPAAUIUOHHBIMU A0OHEHTCKUMH YCTPOUCTBA-
mu [1-4]. B »3TOii cBsI3u B JaHHON paboOTe MpEAnpHUHSTA MOIMbBITKA W3MEPEHUN
ckopoctu nepeaaun nHopmanmu B quanazonax 2.4 I'Tu 5 [T, xapakTepHbIx
s Wi-Fi cereii (puc.1). DKkcniepuMeHTaIbHON OIICHKE MOJyIeXkaia CKOPOCTh
nepenayy BHYTPHU MOMEIICHUH MPU OTCYTCTBUHM KaKUX-JIMOO €CTECTBEHHBIX WM
UCKYCCTBEHHBIX TMPEMSITCTBUN TPH HMCIOJIB30BAHUM TPATUIIMOHHBIX a0OHEHT-
CKHUX YCTPOMCTB, KAKUMU SIBIISIIOTCSI HOYTOYK Wi cMapTdoH. PaccTosiHre Mex-
7y UCTOJIb30BaHHOW Toukoi Wi-Fi U mpHeMHHKOM IO YCJIOBHUSIM HATYPHOTO
AKCIIEPUMEHTA HE TIPEBBIMIANO 15 METpOB.

B nenocpencTBenHoil 6im3octu (HE najgee 5 METPOB) OT TOYKH JOCTyTa
Wi-Fi HaxoauIuCch aHAIM3aTop CHEKTpa, KOTophid mpuHuMain curHan Wi-Fi Ha
BHEIITHIOIO MITHIPEBYIO0 aHTCHHY W MOOWJIBbHBIN TelaehoH - cMapThOH, KOTOPHIi
UCTOJIB30BaJICS B ponu KiaveHta cetd Wi-Fi 1 mepBoHavaabHOrO MHIMKATOPA
HanboJiee XapaKTePHBIX MOTPEOUTEIBCKUX XapAKTEPUCTHK (POPMUPYEMON Ta-
KUM 00pa3oM 30HbI paguonokpbitus Wi-Fi.

CxeMa opraHW3alMy CBsI3W, UCTIOJb30BaHHAS MPU MPOBEICHUH OMUCHIBA-
€MOTO HaTYpHOTO IKCIIEpUMEHTA TpUBEAcHa Ha pucC. 1.
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Puc. 1. Cxema opeanuzayuu cesazu

[IpunoxkeHue, ycTaHOBJICHHOE Ha cMapTdhOH [5], MO3BOIAIO IPOCMOTPETH
COCTOSIHHE paboTalomuX B OKpecTHOCTSX Touek mocrtyma Wi-Fi cereii, mapa-
METpHI X PabOTHI M YCTPOMCTBA, MOAKIIOUCHHBIC K HUM. B wacTHOCTH, TaHHOE
MIPOTpaMMHOE OOECIICUCHHE MOKA3hIBAJIO YPOBEHb CUTHaNA OT KaKJIOW CETH B
JAHHOM TOYKE, Ha KaKOM KaHayie paboTaeT Kakaas CeTh, U KaKOBa 3arpy’KeH-
HOCTb Ka)KJI0TO KaHaJla pa3IMYHbIMU ceTsMU. Eciu ceTb nuMmeeT uaeHTudukarop,
TO OH BBIBOJUTCS HaJl CUTHAJIOM, KOTOPBIM OTOOpakaeTcs HaJ CHUTHAJIOM B 4a-
CTOTHOM KaHajie, KOTOphI OH 3aHMMaeT. B oOmem ciydae mHTepdeic mpo-
IrpaMMBbI COCTOUT M3 YETHIPEX BKIIAJIOK, HO B XOJI¢ SKCIIEPUMEHTa OBLIA MCITOb-
30BaHbI TOJILKO JIBE U3 HUX (pHUC 2).

[IpuMep BBIBOJIa HA dKpaH AaHHON MH(OpPMaIMK MPHUBEJIEH Ha HIDKECIIC-
IyromieM pucyHke [5]. B mpaBoii yacTW pucyHKa mpuBeleHAa WHAUKAIWS Ya-
CTOTHOTO KaHana s cetu ¢ uMeHeM IK 304 B nuanazone 2,4 I'T', a Ha j1eBoO# -
uHpopManus o noakmoueHuoi ceru Wi-Fi B tnanasone 5 I'T
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Puc. 2. Obwuii 6uo unmepgeiica I10 Wi-Fi Monitiring

B kauectBe Wi-Fi Touku Obulo Hcmoib3oBaHO obopynoBanue Huawei
ARG611W [6], untepdeiic anMUHHUCTpATOPa JJIs1 KOTOPOTO MO3BOJISET YIPABIIATh
YPOBHEM H3JIy4yaeMOW MOIIHOCTH Py, mosocoit yactot Af, ucnonb3yemoit s
nepeaadyd MHPOpMaluK B BBIOPAHHOM YaCTOTHOM KaHasie Ny, a Takxke BIOOpOM

HoMepa N UCIIOJIb3yEMOI0 YaCTOTHOIO KaHaja (puc. 3).
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. |nonoca vacror.

Puc. 3. HUnmepgeiic aomunucmpamopa 011 ynpasienusi napamempamu

Wi-Fi cemu ons Huawei AR611W

HenocpenacTBeHHO Ui M3MEpeHusi CKOpocTH B paauokanaie Wi-Fi Oblia
ucrosb3oBana ytunuta iperf3 [7]. JIns opranuzanuu u3MEpeHHil CKOPOCTH Ha
IIEPCOHAJIBHOM KOMIIBIOTEPE, KOTOPBIA MCIOJIB3YETCS B KAdyeCTBE CepBeEpa U
MOJIKJIIOUEH K onHOMY u3 BHyTpeHHuXx Ethernet-moproB Huawei AR611W, BBO-
IUTCST KOMaHAa Buaa: iperf3 —s, rae K04 —S TOBOPUT O HEOOXOAMMOCTH HC-
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NoJIb30BaHUsl yTWIMTHI iperf3 B cepBepHoM pexume. Ha HOyTOyKe, KOTOpPBIiA
MCIIOJIb30BaJIC B KauecTBe KimeHTa B cetu Wi-Fi, anaiornynast komaH1a ©UMeeT
BU/I:
Iperf—c192.168.1.5 -p 5201 —t 1000 >wifi 2 4 min.txt,

r7ie K04 -C TOBOPUT O HEOOXOJUMOCTH HCIIONIb30BaHuUs iperf3 B KIMEHTCKOM
pexume, aaliee MpUBEIEH aJpec KOMIBbIOTEpa, KOTOPBIM MCHONIb3yeTcs B Kaye-
CTBE M3MEPUTEIBHOTO cepBepa -192.168.1.5, ko4 -p yka3plBaeT HOMEp IMOPTAa,
UCIIOJIb3yEeMOT0 ISl U3MEPEHUH, a KITtoY —t 3a/1aeT JJIUTENbHOCTh U3MEPEHUH B
cek. [locnme cumBoiia > ykaspiBaeTcs UMs (aiiina, B KOTOPbIA MPOU3BOAUTCS 3a-
MACh PE3YJIbTATOB U3MEPEHUMN. Pe3ylbTaThl U3MEPEHUI CKOPOCTH, 3alMCAHHBIC
B TEKCTOBBIH (haiiyl C yKa3aHHBIM UMEHEM, UMEIOT CIICAYIOIIUNA BU/I:

[ 4] local 192.168.1.182 port 58330 connected to 192.168.1.5 port 5201

[ 1D] Interval Transfer Bandwidth EavHnup
[ 4] 0.00-1.01 sec 4.00 MBytes 33.1 Mbits/sec naMepeHus
[ 4] 1.01-2.01 sec 3.75 MBytes 31.5 Mbits/sec CKOpOCTU

[ 4] 2.01-3.01 sec 4.00 MBytes 33.7 Mbits/se
[ 4] 3.01-4.01 sec 3.75 MBytes 313 Mbits/sec

‘ B CkopocTb
[ 4] 4.01-5.01 sec 4.00 MBytes 33.5 nepeaasv
UHopmauum B

pagnokaHane .

Puc. 4. Cooepoicanue mexcmosoeo ¢hatina ¢ pezyibmamamu usmepeHutl CKopo-
cmu 6 paouoxanane cemu Wi-Fi

JIns uenedt mpoBeEeHUS OMMCBIBAEMOTO MU3MEPUTENBHOIO IKCIIEPUMEHTA
HMHTEpeC MpEACTaBIAeT npeanociaeanuii cronaoden. [locine o6paboTku mosrydeH-
HOM W3MepuTeNnbHON HH(OpManuu, oO0paboTaHHBIE Pe3yJbTaThl MOTYT OBITh
MIPE/ICTABJICHBI B BUJIE CIEAYIOLIETO rpaduka.
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YpoBeHb CUMrHana min |:
YPOBEHE CUrHaNa max |
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Puc. 5. Pezynomamot uzmepenuii ckopocmu 6 paouoxanane Wi-Fi 2.4 I'T'y ons
PA3TUYHBIX YPOBHEU MOWHOCMU UTYHAEMO20 CUSHALA

Kpacnast kpuBast COOTBETCTBYET HMXKHEMN IPaHUIIE MOIIHOCTH H3Ty4aeMO-
ro CUTHAJIa, CUHSIS - HA00OpOT, BEpXHEH TI'paHMIC H3JIy4aeMOM MOIIHOCTH B
nuamnazone 2.4 I'T'm.

JIns SKCTIepUMEHTaIbHOM OIEHKH KOJIMUeCTBAa a0OHEHTCKHX YCTPOMCTB,
KOTOPBIE UCIIOJIB3YIOT auana3onsl 2.4 u 5 I'T'1 npoBeaeHbl H3MEpPEHHUSI peaIbHOM
paanoOCTaHOBKH Il OOBEKTOB B cocTaBe kamiyca Cubupckoro ¢eaepaibHOTo
yHuBepcutera (COY), Ha miIomaasiax KOTOPbIX W MPEAIoiaraercss mpeaocTaB-
JSITh YCIIYTH Nepeadn JaHHbIX Ha ocHOBe TexHojoruu Wi-Fi. [TonyueHnsie pe-
3yJbTaThl U3MEPEHUN OAHO3HAYHO CBHJIETEJILCTBYIOT O MOJHOM JIOMUHHPOBa-
Huu auanasona 2.4 I'T'u B yactu ucnons3oBanus texuosioruit Wi-Fi.

CpaBHeHUE CKOpOCTEH mepenadd JaHHbIX Ui auana3oHoB 2,4 I'To u 5
[T npencraBneno Ha puc.6. Ha nannom prucyHke 006€ KpuBbIE COOTBETCTBYIOT
MaKCHUMaJIbHO BO3MOXKHOM M31y4aeMol MOIIHOCTH. [loiydeHHble TakuM oOpa-
30M pe3yJIbTaThl OYEHb XOPOILIO COOTBETCTBYIOT pHUC. 2 (IIEHTpalbHAs YaCTh).
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Puc. 6. Cpasnenue ckopocmeti nepedauu oannwix 6 ouanazonax 2,4 I'Tyu 5 [Ty
NPU MAKCUMATLHBIX YPOBHAX UZYUAEMOU MOUWHOCIU

Opnnako B auanasone S5 [T 1yist paGoThl CUCTEMBI CBSI3M OTBEACHA MOJIOCA
gacToT Af=80 MI1, Torna kak B nuamazone 2,4 I'Tu Af=20 MI'1 (puc. 7).
CrnekTpanbHble TapaMeTPhbl UCTIOIb3yEMbIX CUTHAJIOB MOXKHO HAaJI€)KHO KOHTPO-
JUPOBATh IO XapaKTepy KPHUBBIX, KOTOpbIe (POpMHUpYET aHaIu3aTop CIEKTpa
(puc. 7). Cnextpsl curranos Wi-Fi B nnanazone 2,4 I'T' npu pa3auuHbIX YpOB-

HSX M3Iy4aeMoO MOIIHOCTH (Mmin — cjieBa, max — CIpaBa), MOJy4YEHHBIE C TO-
MOIIbIO aHATM3ATOPA CIIEKTPa, MPEICTABICHBI HA HIXKECIEYIOMINX PUCYHKAX:

-74.8 A l 74.0
W‘ \:,, Uiy
\ el g |

-76.8 Mﬁ 76.0 [AY ot
-78.8 8.8

3 q6Hz) Etop: 2.50] Tt 2 400

REN: 4 MHz Centar:2.95GHz REM: 4 MHz

UBH: 309 kiz Span: 100.0HHz Sweep:50.8ns UEH: 300 kHz

i
; M I"nl

i L
L L ST

Etop:2.50H:]
Sweer: 50.0ns

Center;2.45GHz
Span: 100.8MH2

Puc. 7. Cl’leKmpbl CUCHAI06 NpuU pas3iudHblXx YPOBHAX u3ﬂyuaeM0d MoulHocmu

[Tomy4yeHHbIe pe3ysIbTaThl U3MEPEHUH MO3BOJIIIIN MTPOBECTH MX CTATHCTH-
4ecKyro 00paboOTKy, B YaCTHOCTHU MOCTPOUTH 3aBUCUMOCTh OIICHKH MaT. 0XKH/[ia-
uust ckopoctu I/ B cetn Wi-Fi ot ypoBHst MotHOCTH Py, n3aydaemoit AP,

KOTOpasi pyBe/ieHa Ha puc. 8.
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40
35
30
25
20

15

mBuT/cex

10

OueHKa cpegHero sHaueHua CKopocTH

Puc. 8. Oyenxa cpeoneeo 3nauenus ckopocmu nepeoadu OaHHbIX

[IpuMepHO aHATOTUYHYIO 3aBUCUMOCTH YAAJIOCh MOCTPOUTh U JJISL CPEMI-
HEKBaJIpaTUYECKOr0 OTKJIOHEHMS 3HaueHui ckopoctu I1J] B panmokaname Wi-
Fi B 3aBUCHMOCTH OT YpOBHS MOIITHOCTH M37y4aeMOTO CBSI3HOTO CHTHAJIA.

=
(=]

OLeHKa cpeaHexBaapaTUYecKero
OTKAOHEHWA CKOPOCTW B paloKaHane,
MBuT/cex
[ =T I X R T N - RN - I -]

Puc. 9. Oyenxa cpeonexeaopamuueckoeo omkionerus ckopocmu I1J]

Kak noka3zama npoBeneHHasi cepusi UBMEPEHUM, MPOLEHT HCIIOJIb30BaHUS
nuariazoHa 2.4 I'Tu ayis GOJIBIIMHCTBA PEAIbHBIX CUTYAIMl B HACTOSIIUNA MO-
MEHT BpeMeHu cocTaBiseT nopsaka 90 %. KoHeuHo ecTh OCHOBaHUS MOJIararh,
4yTO B OJMpKaiiiieM OyaylieM 3TO COOTHOlIeHHue OyAeT MeHATbcs. JlnanazoH ya-
ctoT 2.4 I'T, ucxoas xotst Obl U3 pUC. 3 - EpPErpy, eH, Aa U KOJIUIeCTBO ado-
HEHTCKHUX YCTPOMCTB, KOTOpbIE CIOCOOHBI paboTaTh B nuamna3one 5 [T ¢ kax-
IBIM JIHEM Bo3pacTtaeT. Kpome sToro curnan B auamnazone 2,4 I'T1 He oTinnyaer-

OueHKa cpegHero 3HayeHua ckopoctu M

544 75

-68 -66,8 -64,8
YpoBeHb MOLWHOCTM MOJIE3HOTO CUrHana, Abm

OueHKa cpefHeKBaApaTUYECKOro OTK/OHEHUA
ckopoctu N4

-68 -66,8 -64,8

Cs BBICOKOH CTA0MIBHOCTBIO.
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I[OHOJIHHTGJILHLIM PE3YJIIbTATOM IMPOBCACHHBIX U3MCPUTCIIBHBIX 3KCIIC-

PHUMCHTOB MOJKCT CJIYXHUTb BBIBOJ O TOM, YTO TCXHOJIOI'HA Wi-Fi camocros-

TCJIIbHO HC CMOXCT PCHINTHL BOIIPOC O IIOJHOI'O PAAHUOIIOKPBITHA TCPPUTOPHUU

npeBLIma}omeﬁ COTHH MCTPOB U MOKCT OBITH MCITOJIb30BaHAa B TaHIEMC C MO-

OmIbHOM CBsA3BI0 cTaHgapta LTE wnm Onauskolt mo wuueosoruu mpodeccuo-
HaJIbHOM CUCTEMOU paauoaoctyna [8].

HccnenoBanue BbINMOJHEHO NPU (PUHAHCOBOM noaaep:xke KpacHosip-

CKOTr0 KpaeBoro (poHaa HaAyKH, B paMKaxX HAYyYHOr0 MpoeKTa (KOJ 3asiBKH
2022060208783).
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VJIK 004.056.5

EpmakoB Anekcanap CepreeBuu

AHAJIN3 CUCTEM BECITPOBOIHOM CBS3U B KOHTEKCTE
OBECHEYEHWSA 3AIIUTHI OFBEKTOB KPUTUYECKOM
WH®OPMAIIMOHHON NHO®PACTPYKTYPBI

Paboma mmnoeux asmomamuszupoganuvix cucmem YRpasieHus NPou38o0CmeEeH-
HbIMU U MEXHOIO2UYECKUMU NPOYEeCccamu C853aHa ¢ NOAyYeHuemM OaAHHbIX OMm pa3iud-
HbIX KOHMPOINEPO8 U YCMPOUCME, UCHOAb3VIOWUX 0ecnpo8oOHble KAHANbl CEA3U U
scmpoennvie 8 00wy cucmemy ycmpovcme HUumepnema eeweti (10T). Lenvro cma-
movU AGIAEMC npogedeHue aAHaIU3ad mexHono2ul 6ecnpo8ooHo2o docmyna OJisl Cu-
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cmem 10T, peanuzosanHvix 6 mupe, YmeepHCOEHHbIX OMedeCmEeHHbIX CMAHOapmos
CBA3U, A MAKIHCE BOZMOICHBIX CNOCOD08 OYEHKU 3AWUWEHHOCMU UHDOpMayul, nepe-
0asaemoll N0 paccmampueaemvim cucmemam ceésasu. B pesyivmame @vinoanern 00630p
OCHOBHBIX CIAHOAPMO8 C853U, YePO3 OE30NACHOCMU, A MAKHCE BO3MONCHbIE CNOCODD
OYEHKU 3AUUUEHHOCTU.

M2M-cemw, 10T, SDR, 3awuma ungpopmayuu, 6ecnposoonvie cemu.

Ermakov Alexander Sergeevich

ANALYSIS OF WIRELESS COMMUNICATION SYSTEMS IN THE
CONTEXT OF ENSURING THE PROTECTION OF OBJECTS OF
CRITICAL INFORMATION INFRASTRUCTURE

The work of many automated control systems for production and technological
processes is associated with obtaining data from various controllers and devices using
wireless communication channels and built into the overall system of Internet of
Things (10T) devices. The purpose of the article is to analyze wireless access technolo-
gies for IoT systems implemented in the world, approved domestic communication
standards, as well as possible methods for assessing the security of information trans-
mitted over the considered communication systems. As a result, an overview of the
main communication standards, security threats, as well as possible methods for as-
sessing security was made.

M2M network, 10T, SDR, information security, wireless network.

Bsenenne

TexHoJorn4eckoe pasBUTHE B CETOAHSIIHEM MUPE CMEILIAECTCS B CTOPOHY
Pa3BUTHS MCKYCCTBEHHOTO MHTEJUIEKTA U CUCTEM MEXMAIIMHHOTO B3aUMOJIEH-
ctBusi (M2M), rae BIMsSIHUE YETIOBEKA HA CUCTEMY CBOJMTCS K MUHUMYMY. YK€
MOKHO Ha0JII0/IaTh 32 BBEJIEHUEM IMOBCEMECTHO PACHpPOCTPAHSIOLIEHCS TEXHO-
norun «Muatepueta Bemein» (1oT), Bkimtouaromeii B ce0si CeTh TEXHOJIOTHYECKUX
yCTpOoHCTB 1 M2M B3auMOJENCTBHS MEXAy HUMH. JlaHHas TEXHOJOTWs 3ape-
KOMEH/IOBajla ce0s MPU MOCTPOSCHUU «YMHBIX JOMOBY, MO3BOJISIOIIMX IKOHO-
MUThH MOTpEOJIIEMbIe YEJIOBEKOM PECypChl, CUCTEM aHajHh3a COCTOSHUS OT/a-
JICHHBIX W OMNACHBIX IMPOU3BOJICTBEHHBIX 00BekTOB. Halmtomaercs mHTepec B
Pa3BUTUHU JAHHOUN TEXHOJOTUH K pa3paboTKe aBTOHOMHBIX, SHEPTOHE3aBUCUMBIX
U He TpeOyromX 00CTy>KUBaHUS CUCTEM.
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OcHoBHafl YacTh

C nensto obecneuenus M2M BizaumoseiictBus B [oT ucnons3yroTcs mm-
POKO paclpoCTpaHEHHbIC I OOecredeHus JOCTyMa B CETH CBS3U OOIIEero
MOJIb30BaHUS TEXHOJIOTMU OECIPOBOJIHOW CBSI3M, PEau30BaHHBIC BO BCEX MO-
OMJIBHBIX YCTPOMCTBAX, a TakKe pa3paboTaH PsiJ HOBBIX TEXHOJIOTHUN Oecrpo-
BOJHOTO JOCTyna. JlaHHBIE TEXHOJIOTHH OECIpPOBOIHOIO JIOCTYIa BO3MOXKHO
KJ1acCU(UIIMPOBATh 1O JAJTBHOCTH JEHCTBHUS CHUTHAJIa: CUTHAJIBI OJIUXKHETO,
CpeIHEro M JajbHero paauyca JelcTBus. B Tabin. 1 paccMOTpeHBI OCHOBHBIC
CTaHAAPThI CBA3U, UCTIOJIB3YIOLIMECS JAaHHBIMU CUCTEMAMHU, IIPUBEICHBI quamna-
30HBI PA0OYMX YaCTOT, CXEMbl MOAYJISAIIMM CUTHaNa, MaKCHUMajlbHas CKOPOCTH
nepeaavyy JaHHBIX U UCIIOJIb3YEeMbIe MEXaHU3MBI 3aIUThl HHGopMaruu| 1].

Tabmuma 1
CTaH,Z[apTI)I CBA3H, UCIIOJIB3YCMBIC B IoT
IIporoko.a cBs3u JAuana3on pado- Mopyasiuusi Cxopoctb TexHOJI0ruM 3alUThI
YHX YaCTOT, CHTHaJIa nepexavyu
MI'n JaHHBIX,
Kour/c
CranaapTsl 0J1MKHEro pajguyca aeiicTBus (JaJabHOCTD JeicTBUs curnana<0,1 m.)
NFC/EMV 13,56 Ompoc - ASK; 106 (NFC-A,  cxema ayTeHTHU(pUKAIHA
npuem — BPSK NFC-B); CDA; nmn¢ppoBanue RSA
212/424
(NFC-F)
Crangaptel WPAN, WLAN, WMAN, WNAN, WHAN, WFAN (1ajbHoCTh AelcTBUS CUTHAJA<S KM.)
Wireless M-Bus: 433 /868 GFSK, 88 udposanne AES-128
4 GFSK, GMSK. ouT;
WMRNET 433 /470 CSS 250 Mudpposanme AES-128
owur;
LoRa 864-865,5, CSS 37,5 Mudposanme AES-128
868,7-869,2 our;
Thread 2400 OQPSK 256 Mudpposanme AES-128
owur;
ZigBee 2400 OQPSK, DSSS, 256 Iudpoanue AES-128
FHSS ouT;
WirelessHART 2400 OQPSK, DSSS, 256 IudpoBanne AES-128
FHSS ouT;
ISA100.11a 2400 QPSK 256 Iudposanue AES-128
our;
Z-Wave 869 FSK 100 udposanne AES-128
our;
EnOcean 315/868/902/ ASK 125 udposanne AES-128
928 out; TLS
ANTH+ 2400 GFSK 1000 udposanne AES-128
ouT;
Bluetooth 2400 GFSK, FHSS 1000 Iudposanue AES-128
ouT;
802.11/a/b/g/m/ac/ax 2400 BPSK, QPSK, 16- [Io 11000000  IIudpoBanue AES-256
5000 QAM, 64-QAM our;
256-QAM, 1024-
QAM
802.11ah 900 BPSK, QPSK, 16- 347000 udposanue AES-256
QAM, 64-QAM our;
256-QAM
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IEEE 802.11p 5850-5925 16-QAM 3000 Mudposarne AES-256

owur;
CranaapTsl JajibHEro paauyca aeicTBus (1a1bHOCTh AelcTBUsI curHana<100 km.)
Crpmx XNB 868.7-869.2 - DBPSK 9,6 AnTopuUTMEI INPPOBAHUS
OKOHEYHEIE ycrpoiictBa XTEA-256,
YCTpOWCTBA; I'OCT P34.12-2015.
446-446.1 - 6a3o- udpoBanue npu nepe-
BbI€ CTAHLIUHU. nmade nanabix HTTPS/SSL
anroput™ RSA, 2048 dut
NB-Fi 868,7-869,2 DBPSK 25 udposanue 'OCT P
34.12-2015, 256 6ur
Sigfox 868 BPSK 0,1 udposanne AES-128
owur;
RPMA 2400 RPMA/DSSS 624 Mudposanme AES-128
our;
Telensa 868 /915 FSK 0,0625 — me- -
penaga
0,5 - mpuem
Wi-SUN 870-876 2FSK, 4FSK, 300 udposanne AES-128
915-921 OFDM, OQPSK our;
2400 ayrentudukanus PANA

Ha nanHbIii MOMEHT B HallIel CTpaHE NPU3HAHBI B KAYECTBE HAIMOHAIbHBIX
cTanaapToB nBe TexHosoruu cBs3u loT: poccuiickas paspadotka NB-Fi[2] u
LoRaWAN RU[3]. Jlo HemaBHUX MOP TakKe Belach MpopaboTKa (PpaHITy3CKoM
texHosoruu SigFox[4] nnsa pabotel B Poccun.

Nudopmarmonnas Oe3omacHocTh TexHoyioruu "MHTepHeTa Bemiei"
HaAMPSMYIO 3aBUCHUT OT PUCKOB MPUMEHEHHS CTaHIapTOB OECTIIPOBOIHBIX CETEH.
B cootBerctBuM ¢ npukazom Munnudpsr Poccun ot 29 mapta 2019 roma N 113
K OIaCHBIM PUCKaM OTHOCSITCS Cleayrommue[S]:

- BO3MO’KHOCTh TPUMEHEHHUs OecnpoBOAHBIX cereil "MHTepHera Bemieit"
JUISL COKPBITOTO OOMEHa 4Yepe3 TEeXHUYECKHE YCTPOWCTBA, BXOJSIIHNE B CETh,
AIIEKTPOHHBIMU COOOIICHUSIMU;

- CIO)KHOCTb OOHApY>XCHHSI HEJIETaIbHO Pa3MEIIEHHBIX TEXHUYECKUX
CPEIICTB, OCYIIECTBIISIFOIINX PA0OTy C MOHMKEHHON MOIIHOCTHIO B UMITYJIbCHOM
pexuMe;

- a0COMIOTHO HEKOHTPOJIUPYEMOE BO3HUKHOBEHUE B3aMMHBIX PAJUOMOMEX
OT YCTPOMCTB B CETAX U MEXIy ceTsiMu "MHTepHeTa Benei";

- WCTOJIb30BAaHHE MWHOCTPAHHBIX KPHUIITOAITOPUTMOB, UMEIOIIUX HEEKJIa-
pPUPOBAHHBICE BO3MOXKHOCTH HJisi IHdpoBaHUs WHGOPMAIIMKM B KOHEYHBIX
ycrporctax cereit [0T;

- BO3MOKHOCTH TIepe/ladyi COOpaHHBIX OKOHEUHBIMH ycTpoiicTBamu 0T Ha
teppuropun Poccuiickonn denepanyu JaHHBIX HA CEPBEPHI, Pa3MELIEHHBIE 3a
npeaeaaMu TEPPUTOPUN CTPAHBIL;

B ocHoBe Oe3omacHocTu 1000 OECHpPOBOAHON CETH JICKHUT MPHUHLHUII
obecrieueHrss KOHPUIACHITUATHHOCTH, IEITOCTHOCTU, JOCTYITHOCTH W KOHTPOJIS
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nocryna. KonpuaeHmanbHOCTh OAPAa3yMeBaeT, YTO TpauK HE MOXKET OBITH
IPOYUTAH HEABTOPU30BAHHBIMU MOJI30BATEISIMHU, IEIOCTHOCTh HE MO3BOJISET
BHOCUTH MpEAHAMEPEHHbIC WU CIy4YallHble U3MEHEHHS B IepeaBaeMyl0 HH-
dbopmaiuio, I10CTyMHOCTh rapaHTHpPYyeT, uTo ycrpoiictBa [oT u monb3oBaTenu
MOTYT HUCIOJIb30BaTh MH(PPACTPYKTYpy B J1000€ BpeMs, a KOHTPOJIb JIOCTYIIa
OTpaHUYMBAET PECYPCHI ISl HEABTOPU30BAHHBIX MOJIB30BATEINECH.

Bormpocsl obecnieuenus: 6e30macHOCTH ycTpoicTB «IHTepHeTa Belein» ak-
TUBHO pa3pabaThIBalOTCs MO BCEMY MUPY B CBSI3U C T€M, YTO aTaKd HA JAHHBIC
YCTPONCTBA PETYJISIPHO MPOBOASTCS 3JIOyMBINUICHHUKaMH. 3a(UKCUPOBAHHBIC
aTakd TMPUBOAWIA K OCTAaHOBKE pabOThl MHGOPMAIMOHHBIX PECYpCOB, KOTa
JTAaHHBIE YCTPOMCTBA UCIIOJIb30BAIMCH /IS CO3/1aHus Tpaduka B cocTaBe OOTHET-
cerelt npu npoeaeHnr DDOS aTak, win naxe KacKaJHOTO OTKIIOYSHUS DJICK-
TponuTanus B ropoackoit unppactpykrype. B CIIA, x nmpumepy, YnpasieHue
NEPCIEKTUBHBIX UCCIIEI0BATENHCKUX MPOEKTOB MUHKCTEpCTBA OOOPOHBI CO3/a-
no mporpammy Trusted Integrated Circuits[6] nms pa3pabOTKH TEXHOJIOTHH,
o0ecreynBaINX HaJASKHOCTh TPOU3BOJICTBA AJEKTPOHHBIX YCTPOWUCTB, HC-
MOJIb3yEMbIX B BOCHHBIX cucTeMaX. C IeJbl0 OIEHKH YPOBHS YS3BUMOCTEH CH-
CTEM TaM >K€ HAIIMOHAJBHBIM KOHCYJIBTaTUBHBIA COBET MO HHPPACTPYKTYpE
(NIAC) coznanu cucremy o6mieit onenku ysizsumoctu (CVSS) Ha ocHOoBe 0a3bl
JAHHBIX  OOIIEM3BECTHBIX YSA3BUMOCTEH WH(POpPMAIIMOHHON 0e30macHOCTH
(CVE). A xomuccusa no Bompocam kubepnpocrpanctBa (CSC), B monosiHeHUE
yCTaHOBHJIA CO3/IaHUE MEXaHU3Ma JJIs BBIABJICHHS U KiacCudUKaIuu 1madbioHOB
aTak ¢ momorbio obmenoctynHoro karamora CAPEC (Common Attack Pattern
Enumeration and Classification).

Kommanum, 3anumaroiyecs pa3paboTKON Cpe/CTB 0OECIIEUEHHsI CETEBOM
0€30macHOCTH, TTOCTOSTHHO TIPOBOJISIT MCCIIEIOBAHUS HOBBIX yIrpo3 B CHUCTEMax
nepeaayn  gaHHbIX. CorjacHO wuccienaoBaHusM komnanuii  Fortinet[7] u
Bastille[8] k ocHOBHBIM ys3BUMOCTSM U yrpo3am cucteM loT cremyer oTHeCTH:
YCTPOWCTBA MOJCTYIITNBAHNS/HAOIIOICHUS 32 CETEBOW aKTUBHOCTHIO; YSI3BUMO-
CTH B OECIIPOBOHBIX MEepU(PEpUNHBIX YCTPOMCTBAX; HATTMYKE HEYTBEPKICHHBIX
MOJIUTUKOW O€30MaCHOCTH YCTPOUCTB B CETH (OECIPOBOIHBIE KAaMEPHI, COTOBBIC
yCTpoiicTBa, ycTpoiicTBa UHTEpHETa Belle); yA3BUMOCTH B CUCTEMaX KOHTPOJIS
JIOCTYTIOM M OXPaHHO-TIOKapPHOW CHUTHAIM3AIMK; CIabble Maposiy; He3alluIleH-
HbIE CETH TMepeayd JaHHBIX; MCIOJb30BaHHE HEOE30MMACHBIX CETEBBIX WHTEP-
deticoB B paboTe; OTCYTCTBHE MEXAaHHU3MOB 3alUTH KOH(PHUIACHIIMATHHOCTU
MOJIH30BATEIHCKON MH(OpPMAIIMU, a TaKXKe Mepeadyd U XpaHCeHUs JaHHBIX; OT-
CYTCTBHE TIOCTOSTHHOTO aIMUHUCTPUPOBAHUS YCTPONCTB.
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B nacrosimiee BpeMs mpaktuyecku Bce ycrpoiictBa 10T co3nmanbl Ha 6asze
TEXHOJIOTUU MPOrpaMMHO-oIpeaensemMbix pagrocucteM (SDR). Jlannas TexHo-
JIOTHS TIO/IPAa3yMEBaeT MCIOJIb30BaHUE PAIUONEPENATYNKOB/PaIuOTIPUEMHHIKOB,
napaMmeTpbl padboThl KOTOPBIX, B TOM YHUCJIE: TUIl MOAYJISILIMM CUTHAJA, BHIXOTHAS
MOIIIHOCTh CHTHajla, YCTAaHABIMBAIOTCS WJIM U3MEHSIOTCS MPOTrpaMMHBIM 0bec-
neyeHreM. CUTHaJBl B YCTPOMCTBaX F'€HEPUPYIOTCS B KAYECTBE AUCKPETU3UPO-
BaHHBIX IIU(GPOBBIX CUTHAJIOB, MPe0Opa30BaHHbIC U3 MU(POBBIX B aHATOTOBBIN
yepe3 mupokononocHbld IAIT (mudpoBoii aHamorosslil mpeoOpa3oBareinb). B
NpUEeMHUKE, aHAJOTMYHO, HUCHoJib3yercs mupokonoigocHbii ALl (ananoro-
1 poBoil mpeobpazoBaTelib), KOTOPHINA 3aXBaThIBAET CUTHAN B dduUpe U aeMo-
OyJIupyeTr (opMy curHajga ¢ MOMOIIBIO MPOTPaMMHOTO OOeclieueHus Ha yHH-
BEPCAJIbHBIN MPOLIECCOP.

SDR ycTpoiicTBa /Ui OleHKH KHOEepOEe30MmacHOCTH CETeH MOSBUIUCH JI0-
CTaTOYHO JaBHO, MEPBbIC U3 HUX COOMpAINCh HAa OCHOBE IUIAT BHJI€03aXBaTa
(TV-1ronepoB). C ux MOMOIIBIO MO YIPABICHUEM CIICIIMATIU3UPOBAHHOTO MPO-
rpaMMHOT0 o0ecrieueHusl MPOBOJAUTCS aHAIN3 YCTPOUCTB U CETEH MpH MpoBejie-
HUW TAaK Ha3bIBAEMBIX TECTOB HA MPOHUKHOBEHHE, NEHTECTOB. OCHOBHBIM IIPO-
rPaMMHBIM HHCTPYMEHTOM JJIsl OCYIIECTBIICHUSI OLEHKH 3alllUIICHHOCTH SBJIS-
etcsi, 6eccriopHo, Kali-Linux, koTopsiii B 6a30BOi COOpKE BKIIOYAET MOICPHK-
Ky HekoTopbix SDR mnatdopwm, Takux kak RTL, HackRF One, UHD hardware u
Funcube. Jlannbpie anmapaTHbie miaTGopmMbl OrpaHUYEHbl YaCTOTHBIM JIHANa3o-
HoMm B 0,1-6000 MI'm u mox ympaBinenueM Kali-Linux crnocoOHBI MPOBOAUTH
ataku 1o ka"Hasiam Wi-Fi, Bluetooth, NFC, ZWave u Wireless M-Bus[9]. Kpome
TOTO /Ui JAaHHBIX ammapaTHBIX MIaT(GopM BO3MOKHO HaIKCaTh MPOTrPaMMHOE
obecrieueHre HEMOCPEICTBEHHO IMOJ] UCIOJIb3YeMYI0 Ha 0O0OBEKTE CETeBYIO TEX-
HOJIOTHIO, B ClydYae, KOrja M3BECTHA MOIYJALMS IpuHUMaeMmoro curHanal10].
ITpu 3TOM HEOOXOUMO MMOHUMATh, YTO SDR TEXHOJIOrMU 3TO BCETO JIUIID OJIUH
13 UHCTPYMEHTOB JJI OIICHKH 0€30MacHOCTH CUCTEM OECIPOBOJIHOM CBSI3U, MC-
MOJIB3YIOIIUICSA B KOMIUIEKCE C JIPYyTUMHU METOJAaMU U CPEICTBAMU ayJIUTA HH-
dbopmaIoHHON OE30ITaCHOCTH.

BoiBOABI

B cratbe mpoBeneH 0030p CTaHIAPTOB CBSI3U, MCTOIB3YEMBIX IS o0ecre-
yeHus: paboThl yCTpocTB «HTepHETa Bemiei», KOTOpPhIe HA JTaHHBIA MOMEHT
aKTUBHO PACTIPOCTPAHSIIOTCS KaK JJIsl UCTIOJIb30BaHUSI B JOMAIIIHEM OBITE, TaK W
JUTs1 OOYCTPONCTBA TOPOJICKOM arJioMepaliuy U yrpaBieHUs] yCTPOHCTBAMHU, BXO-
JSIIMMH B COCTaB aBTOMAaTHU3MPOBAHHBIX CHCTEM YIIPABJICHHSI TEXHOJIOTHMYE-
CKMMH ¥ TIPOU3BOACTBEHHBIMH IPOIIECCAMH, UMEIOITUX BEPOSITHOCTH OBITH Ka-
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TErOPUPOBAHHBIMU B KaueCTBE OOBEKTa KPUTHUYECKOM HH(POPMAIMOHHON WH-
dbpacTpykTypsl. JJIsi BOSMOKHOCTH OIpeeeHUs aKTyalIbHBIX YIrpo3 ObLIN pac-
CMOTpPEHBI aKTyaJlbHbIE€ OAHKH JIaHHBIX Yrpo3. B kauecTBe MeToja OLICHKU 3a-
IIUIIIEHHOCTH OB PAaCCMOTPEH BapHaHT MpUMeHeHUs! ycTporcTB SDR momor-
HEHHE K CTaHJapTHBIM METOJlaM, pPErJaMEHTHPOBAaHHBIM HOPMATHUBHO-
Metoanueckoi nokymentanueit @CTOK, ®Cbh Poccun.

BUBJINOT PA®GUYECKII CITMCOK
1. Chang Seung-Taek, “Connectivity Technologies and Interference Signal
Analysis for [oT Service.” [Qnextponnsiii pecypc] / © 2023 ChS e4ds News.
URL:https://www.e4ds.com/webinar_tech_dn.asp?idx=125 (/laTa oOparenus
30.05.2023 1.)
2. TOCT P 70036-2022 HUudopmaimoHHble TeXHONOTHH. MHTEepHET Bemek.

[TpoTokon H6ecrpoBOIHOM Mepeauu JaHHBIX Ha OCHOBE Y3KOMOJOCHOW MOJTY-
nsiuu paauocurdana (NB-Fi) [Dnextponnsiit pecype] // 2007-2022 © OI'BY
«PCT». URL: https://protect.gost.ru/document.aspx?control=7&1d=244628
(1ara oopamenns 30.05.2023 r.)

3. IlpenBaputenbHbI HalMoOHaIbHBIM cTaHaapT Poccuiickoit ®@enepanun. Cre-
mudukanys LoORaWAN RU [Dnekrponnsiii pecypc] // © 2023, AO «Konekcy.
URL:  https://docs.cntd.ru/document/1200177821 (lata  oOpameHus
30.05.2023 1.)

4. SigFox ne moxopun Poccuto [DnextponHsiit pecypc] / © 1999 — 2023
ComNews.ru, https://www.comnews.ru/content/220907/2022-06-27/2022-
w26/sigfox-ne-pokoril-rossiyu ([lata o6pamennst 30.05.2023 r.)

5. Ilpuka3 06 yrBepxaeHnn KoHmenuu nocTpoeHus U pa3BUTHS Y3KOTIOJIOCHBIX
OecripoBoIHBIX ceTelt cBsa3u «MHTepHeTa Beiei» Ha Tepputopuun Poccuiickoit
®eneparuu ot 29 mapta 2019 roga N 113 [Dnexrponnsiit pecype] // © 2021
MunuctepcTBO 1H(POBOrO pa3BUTHSA, CBA3M U MAaCCOBBIX KOMMYHHKAIUN
Poccuiickoit @eneparuun URL: https://digital.gov.ru/ru/documents/6410/ ([a-
ta obOpamenus 30.05.2023 r.)

6.  Trusted Integrated Circuits (TRUST) [Onexrponnsiii pecypc] // © 2023 De-
fense Advanced Research Projects Agency. URL:

https://www.darpa.mil/program/trusted-integrated-circuits (/lata oOpamienus
30.05.2023 r.)
7.  What Is an IoT Device Vulnerability? [Onexkrponnsii pecypc] / © 2023

Fortinet, Inc URL: https://www.fortinet.com/resources/cyberglossary/iot-

device-vulnerabilities ([lata oopamenns 30.05.2023 r.)

150


https://www.e4ds.com/webinar_tech_dn.asp?idx=125
https://protect.gost.ru/document.aspx?control=7&id=244628
https://docs.cntd.ru/document/1200177821
https://digital.gov.ru/ru/documents/6410/
https://www.darpa.mil/program/trusted-integrated-circuits
https://www.fortinet.com/resources/cyberglossary/iot-device-vulnerabilities
https://www.fortinet.com/resources/cyberglossary/iot-device-vulnerabilities

10.

Top Internet of Radios Vulnerabilities [nexrponnsiii pecypc] // © 2014 -
2023 Bastille Networks Internet Security URL.:
https://www.bastille.net/research/top-10-internet-of-radios-vulnerabilities
(ata oopamenns 30.05.2023 1.)

G. Chu and A. Lisitsa, «Penetration Testing for Internet of Things and Its Au-
tomation» 2018 IEEE 20th International Conference on High Performance

Computing and Communications; IEEE 16th International Conference on
Smart City; IEEE 4th International Conference on Data Science and Systems
(HPCC/SmartCity/DSS), 2018, pp- 1479-1484, doi:
10.1109/HPCC/SmartCity/DSS.2018.00244.

Software Defined Radio (SDR) [Onextponnsiit pecypc] / © 2006-2023, Habr
URL: https://habr.com/ru/articles/158401/ ({ata obpamenus 30.05.2023 r.)

EpmakoB Anexcanap CepreeBud, crapiiuii pernojaBareib [ISTUTOPCKOTo rocy-

napcteenHoro yausepcurera (I1I'Y), Poccus, r. [laturopcek, np. Kanununa, 9, tene-
don: +7 (879) 340-00-00, email: ermakov(@cascad-kmv.ru

Ermakov Alexander Sergeevich, Senior Lecturer of the Department of ICTMIS Py-
atigorsk State University, 357500, Pyatigorsk, Kalinina 9, PSU, dept. ICTMIS, +7
(879) 340-00-00, email: ermakov(@cascad-kmv.ru

VIIK 621.397.62

[Tnakcuenko Bragumup CepreeBuy

KOMBUHHWPOBAHME ITPU PASBHECEHHOM ITPUEME
CUI'HAJIOB

B cmamve onucanvt ocobennocmu mexuuueckoul peanusayuu aicopummos Kom-

OUHUPOBAHUA peanu3ayuil CIY4auHbIX NPOYecco8 8 KaHalax ycmpoucme oopabomku

CUCHANOB, OCHOBAHHbIX HA yYeme cmamucCmu4eCcKux 3aKOHOMEPHOCMAX 6 UX 63AUMHDBLX

npeevluLteHusAxX, UCC1e008aHbl 0OCODEHHOCMU MEXHUYECKOl pealusayuu OCHO6HbLX )3-

J06.

3amupanus cucnanos npu npueme, aneopummbl, KOMOUHUPOBAHUS, XAPAKMeEPU-

CMUKU, OBUNCYWULCS 0OBEKM.
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Plaksienko Vladimir Sergeevith
COMBINING WITH A SPACED SIGNAL RECEPTION

The article describes the features of the technical implementation of algorithms
for combining the implementations of random processes in the channels of signal pro-
cessing devices based on taking into account statistical patterns in their mutual excess,
the features of the technical implementation of the main nodes are investigated.

Fading of signals during reception, algorithms, combinations, characteristics,
moving object.

BBenenne

N3noxeHsl TPUHIUIBI KOMOWHHUPOBAHUSI CUTHAJIOB MPU PEIICHUM 3a]1ady
PA3HECEHHOI0 MpHUeMa B YCJIOBUSIX OBICTPBIX M MEJJICHHBIX UX 3aMHUpPAaHUN B
c(hOpMHUPOBAHHBIX KaHaIaX

CoBpeMeHHOE COCTOSTHUE HAYKU M TEXHUKU MPEAbSIBISIET Bce 00Jee KecT-
K€ TpeOOBaHUS K TEXHHUKE paJuoIpHeMa, mepenadyd u o0padOTKHA CHUTHAJIOB.
Oco0yto CII0KHOCTh MPEJICTABIISIET Ta 3a/1a4a MPU HAXOXKJIEHUU XOTS OBl OJTHO-
ro u3 abOHEHTOB Ha MOJBIXKHOM 00bekTe. OcBOeHHE U(PPOBOIT TEXHUKH U 00-
Jiee TIMPOKOE €€ MCIOJIb30BAHUE BBIJIBUTAET HA TEPBBIN IUIaH 3a7a4y COBEp-
IICHCTBOBAHUS Mepeadyn JaHHBIX. B cBOIO odepens, npu nepenade JaHHBIX Be-
POATHOCTH OIIMOOYHOrO IpHEMa He Jo/bkHa mpesbimars 10° — 107, a unorma
naxe 10, DT TpeGoBaHMS 3HAYMTENBLHO BBIIIE, YEM TPEOOBAHMs, BBIIBUTAC-
MBI€ B Clly4ae 0ObIuHOM TenedoHHo# u TenerpadHoii cBszu [1 — 5.

3amaun paguonpuemMa 3HAYUTENBHO YCIOXKHSIOTCS MPU HAIMYUU 3aMHpa-
HUW CUTHAJIOB OBICTPBIX M MEIJIEHHBIX, KOT/1a HEOOXOAMMO YUYUTHIBATh BH]I 3a-
KOHOMEPHOCTH 3aMHUPaHU, HATPUMEDP BUJI IJIOTHOCTU PacHpeeiIeHUs] BEpOsIT-
Hoctert W (X).

Bce 6omnbliyro akTyanbHOCTh MPUOOpETaeT mpobdiieMa Co3aHusl HaIeKHOM
TEXHUKHU CBSI3H C MOABUKHBIMU 00BEKTaMH, HAXOSAIITUMUCS HA 3eMJIe U BOJIC, B
BO3/IyX€ M MO BOJOW. DTa TEXHHUKA JOJDKHA OBITh MAJIO KPUTUYHOM KaK K peib-
edy MECTHOCTH M BHUJY CPEJIbl PaCIIPOCTPaHEHUS, TaK U K PSAIY TPAAUIIMOHHBIX
nmomex (MPOMBINIJICHHBIE ¥ aTMOC(EpHBIE TTOMEXH UMITYJILCHOTO Xapakrepa), a
TaKXKe K IIOMeXaM OT CUCTEM 3aKUTaHUS IMOJBUKHBIX CPEIICTB.

AHanmu3 MaTepuagoB OTEUECTBEHHOW W 3apyOEKHON TMedaTH MOKa3bIBaerT,
YTO 3TOM TpoOeMe yleJIeHO cephe3Hoe BHUMaHue. [[s pemenus psna 3amad,
BO3HHKAIOIIUX MPU 00pabOTKE CUTHAIOB, HAMPUMEp, MPU 3aMUPAHUSIX U MHO-
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roJly4eBOM PacIHpoOCTpaHEHUU PAMOBOJIH, HanboJiee MEePCHEKTUBHO MPUMEHe-
HUE pa3HeceHHOoro npuema [1 - 4].

OcHoBHas YyacTh

PannocBs3b ¢ MOABMKHBIMU OOBEKTaM BO3HUKJIA MPAKTUYECKU OJIHOBpE-
MEHHO ¢ u3obperenrem paauo B 1895 r. pycckum yuensiM A.C.IlonoeiM. Of-
HAKO TOJIBKO B TOCJIEJIHEE BpeMsl TEXHHMKA MPOJABUHYJIACH HACTOJIBKO, YTO CTaJla
IPETBOPATHCS B JKU3Hb MEUYTa O HEMEJJICHHOW CBSI3U C TOJIBH)KHBIMU OOBEKTa-
MU.

B nocnennue rofipl ObICTPO pacHIMPUIIOCh IPUMEHEHHUE TIEPEIBMKHBIX pa-
JTMOYCTAHOBOK M B TPaKJIaHCKUX, U B BOCHHBIX IEsX. OOBEKThI, HA KOTOPHIX
yCTaHABJIMBAIOTCS TPUEMHO-TIEpEAIoONUe PaJAUOCTaHIIUN, OTJIMYAIOTCS OOJIb-
muM pazHoobpaszuem. Cpeau HUX, MPEXKIE BCEro, CIEIYET BBIACIUTh aBTOMO-
Own, moe3/a, JieTaTelbHbIC aIapaThl, MOPCKUE U PEUHBIE CY/Ia.

OnHoit u3 HamOoliee JIETKO M3MEPSEMbIX XapaKTEPUCTUK IEpe/laBaeMOoro
CUTHAJIa, MyTh PACIPOCTPAHEHHUs KOTOPOTO MPOXOJUT Yepe3 MOJABMKHBIA 00b-
€KT, SIBJISICTCS 3aBUCHMOCTH aMIUIUTYbl €r0 OrHOaroIIie OT MECTOMOIOKEHUS
npuemMHoi ctaniuu. Takas uHbopmalus npeacrapisieTcs oObIYHO B opme 3a-
NMCEW aMIUIUTY/Ibl CUTHAJa B 3aBUCUMOCTH OT BpemenH [ 1,2].

3anucu CUTHAJIOB, NOJIYYEHHBIE UCCIEAOBATENSAIMH, MOKA3bIBAIOT, YTO OTH-
Oarorasi pauoCUTHaNIa, TPUHUMAEMOTO Ha TIOJIBIPKHOM 00BEKTE, pacipeiesieHa
1o 3aKOoHY Panest, eciu u3MepeHust TpOBOASITCS HA pACCTOSIHUU B HECKOJIBKO Jie-
CATKOB JUIMH BOJIH IPU MOCTOSTHHOM CpeJHEM YpoBHE curHaia. Ha ocHoBaHuu
bu3HUECKUX COOOPAKEHUM ITO MO3BOJIAET MPEANOJIONKUTh, YTO MOJIE B JIFOOOU
TOYKE CO3/1AE€TCS PSAOM TOPU3OHTAIBHO MEPEMEIIAIONIUXCS TIIOCKUX BOJH CO
CIIy4allHBIMH aMIUTUTYJIaMU U yTi1amMu npuxoja. Pa3bl TaKKuX BOJIH PAaBHOMEPHO
pacnpenaenensl B uatepBaie ot 0 qo 27, [Ipu 3TOM MOXHO cUMTaTh, UTO aMILIU-
Tybl ¥ (a3bl CTATUCTUYECKU HE3aBUCUMBI

B TeopeTtnueckux paccyx A€HUSAX MOYTH BCETJla BBOJUTCS MOJielb Panees-
CKHMX 3aMHPAHHI, HECMOTPSl HAa TO, YTO MU3BECTHBI YaCThI€ U CEPhE3HBIE OTKIIO-
HEHUS OT 3TOM Mojenu [4 — 6].

Ha puc. 1 npuBeneHsl IIOTHOCTH pacnpeaeneHus BeposiTHocTellt W (X).

153



. 3 n - npuxoasLwas
I\ BOJIHa

C J/ _/.\v o
2 ."' / \ 1
4 T ) . C . V X

0 2 4 6 8 10 12 14 16 18 20 X Puc. 2 Monens II0OCKUX BOJIH
Puc. 1 [InoTHOCTH pacpeneneHus BEpOATHOCTEN

KpuBas 2 COOTBETCTBYET pAJICEBCKOM IJIOTHOCTU PACIPEICIICHUS BEPOAT-
HocTe. KpuBbie 1 1 3 COOTBETCTBYIOT BapuaHTaM HEPIJICEBCKUX paclpesese-
HUM TUIOTHOCTEU BEPOSITHOCTEM.

KpuBas 3 cooTBeTcTByeT cl1abbIM 3aMHpaHHAM, Ha3bIBAEMbIM HWHOT/IA I10-
BEPXHOCTHBIMH, MPU KOTOPHIX TIIYOOKHE 3aMUPaHUs OTHOCUTEIILHO PEJIKU 1 He-
IIPOJIOKUTEIBHBI, @ orrbaroIias OOJIBIIYI0 YacTh BPEMEHH HAXOJUTCS BOJIHM3U
MeJIMaHBbI.

Kpusas 1 npeacrasiser pacupenesieHue, OJIM3Koe K IKCTPEMAIbHOMY, TIPH
KOTOPOM (QJTIOKTyaIlud UMEIOT MIUPOKUM JTHana3oH M3MEHCHHM, B ATOM Cilydae
YaCTHIMU SIBJISIOTCS OBICTPBIC 3aMUPAHUSI.

Cxema npocToit MoJieny ISl ciy4dasi INIOCKKUX BOJIH, TTOCTYIAIOIIUX OT CTa-
IIMOHAPHBIX paccerBaTeliel M IMaJaroluX Ha MOABMKHBIA OOBEKT, Mepe/BUra-
IOIIUICS CO CKOPOCThIO V B HaNpaBJIEHUM OCH X, TTIOKa3aHa Ha puc. 2.

[Inockocte XY npenmnosaraeTcs rOpu30HTAIIBHO PACHOJIOKEHHOM. [[BrkKe-
HUE 00BEKTa BBI3BIBACT JOIJICPOBCKUI CABUT KaXJIOW 4aCTOTE, OTPESIIIEMBbIii
cooTHOIIeHHeM ©®, =BV cosa,

27
rae B= - A\ — IUIMHA BOJIHBI HECYILETO KOJIEOaHusI.

N3 npuBeaeHHOr0 COOTHOLIEHUS CIEAYET, YTO JOIJIEPOBCKUM CIBUT Orpa-
HUYeH 3HayeHusiMu T3V, KoTOpbIe, KaK MPaBUIIO, 3HAYUTEIBHO MEHBIIE HECY-
IIE€W YaCTOTBHI.

Ecnu nepenaBaeMblii CUTHAJI BEPTUKAIIBHO MOJISIPU30BAH, TO KOMIOHEHTHI
MOJIsI B MECTE PACMOJIOKEHHUS TMOJBIKHOTO 00BEKTa MOTYT OBITh 3allMCaHbl B
BUJIC
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N
,=Eg>. C, cos(@t+8,)

n=1

Mz

Eo C,sina, cos(®.t+06,)
LI
E

—Oi L cosa, cos(@.t+0,)

M n=1

en - 0‘)l’lt + (pl'l

r7e M, — HeCylas 4acToTa MepelaBaeMoro CUrHalia; | — BOJTHOBOE CONPOTHB-
neHue cBoboaHoro npoctpanctsa; E¢C, — neficTBuTenbHas aMIUIATYAa N-id BOJI-
HbI B KOMIIOHEHTE noJisi E;; ¢, — ciydaiiHas (a3a, paBHOMEPHO pacrpe/ieieHHas
B untepnaie (0,27).

OcHOBHBIMH (PaKTOpaMH, CHIDKAIOIIMMHU Ka4eCTBO paJHoINpHUeMa B yCIIO-
BUSIX TIOJIBMDKHOW CBSI3M, SIBJISIIOTCA: OBICTPHIC M MEIJICHHBIE 3aMUPAHMUS, CIIBUT
Hormepa, a takxe ciaydanHas UM. M3BecTHO, UTO B yCIIOBUSX 3aMUPaHUM JJIs
MOBBIIICHUS TOMEXO0YCTOMUNBOCTU IP(HEKTUBHO UCIIOIH30BAHUE PA3HECEHHOTO
MpUeMa, KOTOPBIM HCHOJIb3yeTcss ¢ 1927 rona M mo3BOJSET YMEHBUIUTH Kak
rIIyOUHY, TaK U JUIMTEIbHOCTh 3aMUPAHU.

BoiBOABI

MeronaMm pa3HECEHHOTO MpUeMa B MOOMJIBHBIX CUCTEMaX CBSI3U IMOCBSIIIE-
Hbl MHOTOUYHCIICHHBIC paboThl [1 — 11], B ToM umcne aBropa [6 — 11]. B aTux pa-
00Tax MPOBEACHO PACCMOTPEHHE HE TOJBKO Pa3IMYHBIX METOJ0B (popMUpOBa-
HUSl KaHAJIOB Pa3HECEHHOTO MpHeMa, HO U METOJI0B 00padoTKu chopMUpoBaH-
HBIX CUTHAJIOB.

[Tokazano, yto HambOosee >PGHEKTUBHBIM SBISIETCS MOIUDUIIMPOBAHHBIN
METOJ] KOMOMHUPOBAHHOTO ciioxkeHus [10], peann3yemblil yCTpONRCTBOM IOCIIe-
JETEKTOPHON 00paOOTKU CUTHAJIOB TIPH CIIBOGHHOM pa3HECEeHHOM mpueme [9].
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Cexuust — MexaTpoOHHUKA U POOOTOTEXHHKA

VJIK 004.5

Yukpun mutpuii EBrensesny, CmonpHukoBa Kamusia PycremoBHa

KOJUVIABOPATUBHBIE POBOTEXHUYECKHUE CUCTEMbI: OB30P
IOPUJIUKO-CUCTEMHBIX ACIIEKTOB B3AUMOJENCTBHUSA C
HUMMU

Hccnedosanue unnosayuonnol obracmu — 83aumooeticmeaue ueiosexa u poooma
A67151emMcsl OOHUM U3 Ktouesbix (hakmopos Unoycmpuu 5.0, komopas opueHmuposana
Ha co30aHue cpedvl OJis1 6e30nacHol u 3pGekmuenol Korrabopayuu onepamopa u
koboma. Ilosmomy 63aumooeticmeue yenoseka u poboma A6isemcsi OOHOU U3 CAMBIX
AKMYaIbHbIX MeM, GIUAIWASL HA IKOHOMUKY, DLIHOK mMpyod U 00uecmaso 6 YeioM.

Llenvto uccneoosanusn a61semcs ONUCanue poOOMEXHUYECKUX cucmem u 0030p
IOPUOUKO-CUCTNIEMHBIX ACNEKMO8 83AUMOOeIICEUs: KOOOma u onepamopa.

3aoauamu uccnedosanus asnsomces: 1) oowuii 0630p KoiIAOOPAMUBHBIX POOO-
MEXHUYECKUX CUCmeM No MUNAM: Peuaemblx 3a0ay, 8bINOIHAEMbIX pabom, ynpasie-
HUs; 2) paccmompenue Cyuecmsyroumux CUucmem OYeHKu pUcKo8 npu 83aumooeticmeuu
onepamopa u koboma.

Peanuzayus nocmasnennvix 3a0au 6necem ce0oii 8K1a0 8 OanbHelulee Uccieo08a-
HUs obnacmu 83aumo0eticmsusi 4eio8eka u poooma, HaAnpasileHHas Ha co30aHue cpe-
Obl 01151 be3onachou u aghghexkmuenou Kornabopayuu onepamopa u koboma.

Ha oannom smane ucciredosanus neobXooumo ommemumay, 4mo 8 mexkywux pea-
uAx Ovicmpopacmywe2o ceKmopa poOOMexHuUKU 3ampyoOHUmMenbHo KidcCupuyupo-
gamv U YHUDUYUPOBAMb KOANIAOOPAMUBHble pOOOMeXHUu4ecKue Cucmemvl 8 eOUHblll
axkm.

Konnabopamusnvie pobomul, e3aumodeticmaue uenogeka u poboma, Koiabopa-

mueHble p060mexHuquKue cucmemsl.

Chickrin Dmitry Evgenevich, Smolnikova Kamilla Rustemovna

COLLABORATIVE ROBOTIC SYSTEMS AND REVIEW OF
LEGAL-SYSTEM ASPECTS OF INTERACTION WITH COBOTS

The study of the innovative field — human-robot interaction is one of the key fac-
tors of Industry 5.0, which is focused on creating an environment for safe and efficient
operator-cobot collaboration. Therefore, human-robot interaction is one of the most
relevant topics affecting the economy, labor market and society as a whole.
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The purpose of the study is to describe robotic systems and review the legal-
system aspects of cobot-operator interaction.

The objectives of the study are: 1) a general overview of collaborative robotic
systems by type: tasks to be solved, work to be performed, and control; and 2) a review
of existing risk assessment systems for operator-cobot interactions.

The implementation of these tasks will contribute to further research on the inno-
vative field of human-robot interaction, aimed at creating an environment for safe and
effective operator-cobot collaboration.

At this stage of the research it should be noted that in the current realities of the
rapidly growing robotics sector it is difficult to classify and unify collaborative robotic
systems into a single act.

Collaborative robots, human-robot interaction, collaborative robotic systems.

Bsenenne

B pamkax nmaHHO# cTaThu paccMmaTpuBaercst Oosee y3kas o0yiacTb pobo-
TEXHUKH, SBJSIONIASACS MEHee MpopabOTaHHON B CpaBHEHUHU C JPYTUMH 00Jia-
CTSIMU POOOTEXHUKH — KOJITTaOOpaTUBHBIE pOOOTHI (KOOOTHI).

OTnuuuTenbHble 0COOEHHOCTH KOJIa0OPaTUBHBIX pOOOTOB 3aKIIIOYAIOTCS
B TOM, YTO KOOOTHI MPEICTABIISIOT COO0I aBTOMAaTHYECKOE YCTPONCTBO, HE3aBH-
cslliee OT CBOETO CO3/aTelis W BBIMOJHSIOT 3a/1aud, MOCTaBICEHHBIE HETIOCPE/I-
CTBEHHO OIepaTopoM, pabOoTaIUM COBMECTHO ¢ HUM. [Ipu skcmutyaTanuum Ko-
00ThI HE orpaxkaarorcs 3abopamu u He TpeOyroT cucrteMm OezonmacHOCTH. CoOB-
MecTHasi paboTa dYeloBeka M poOOTa SBISETCS MHHOBAIMOHHOW 00JIaCThIO,
HaIpaBJIeHHAs Ha CO3/aHKe cpefbl sl 6e30macHoro u 3 EeKTUBHOTO COTPY/I-
HUYECTBA MEXKIY JIIOABMHU M poOOTaMU IS BBIIOJTHEHHUS KOHKPETHOW 3ajauu
[1].

Crnengyer OTMETUTH CEPbE3HBIM M OCHOBATENBHBIA MOIXOJ 3apyOeKHBIX
uccrenaoBareneid B 4actTu 0030pOB JIMTEPATypPhl U CIIEHAPUEB B3aUMOICHCTBUS
KOJUTaboOpaTUBHBIX poOOTOB [1-7]. B cBsi3u ¢ OTCYyTCTBHEM 3aKOHOJATEIHLHOTO
PEryIUPOBAaHMS TAaK)Ke HEOOXOIUMO OTMETHTh, YTO B POCCHICKON U 3apyOex-
HOHM JUTEpaType MO-pa3HOMY HUHTEPIPETHPYETCS, HO MPU ITOM COXPAHICTCS
CMBICJI PaCCMaTPUBAEMOTO TEPMHUHA «KOJUTA0OPATUBHBIA POOOTY.

TepmuH «komabopaTuBHBI poboT» ObLT BBenmeH J. Konreittom u M.
[TemkuubM eme B 1999 r., rie aBTOpbl TPaKTYIOT YKa3aHHBIA TEPMUH KakK po-
OOTHU3UPOBAHHOE YCTPOUCTBO, KOTOPOE MAHUITYJIUPYET 0OBbEKTaMHU B COTPYAHH-
YECTBE C YeJIOBEKOM-OIepaTopoM [8].
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B cymectytomem ['OCTe P 60.0.0.4-2019 «PoGoThsl 1 poOOTOTEXHHUYE-
ckue yctpoictBa. TepMuHbl U onpenencHus» [9] TepMHUH «KOI1a00paTUBHBIN
po0OOT» HE KOHKPETU3UPOBAH, HO NPHU 3TOM MPEAYyCMATPUBAIOTCS B3aUMOCBS-
3aHHBIE TEPMHHBI TaKue Kak: poOOT JJIsi COBMECTHBIX pabor (collaborative
robot), coBmecTHass pabota (collaborative operation) u coBMecTHOe pabodee
npoctpaHcTBO (collaborative workspace). C ydueToM CTpeMHUTENbHOTO Pa3BUTHUS
OTpaciau poOOTEXHUKHU MPUHIUITUAIBLHOE 3HAYEHUE UTPAeT YHU(PUKALIMUS TEPMHU-
HOJIOTMHM ¥ UMEHHO T10 3TOM MpUYMHE MEKTOCYJapCTBEHHBIE CTaHIapThl B 00J1a-
CTH POOOTEXHHMKHU JIOJDKHBI YETKO OTPaKaThb COOTBETCTBYIOIIME TEPMHUHBI U
onpeeIeHusl.

Takum 006pa3om, 4TOOBI IPUOIUZUTHCS K CYTH TOHITHUS «KOJIJTAOOpaTUB-
HBIM poOOT (KOOOT)» HYKHO TOHMMATh €r0 KaK KOMIAaKTHBIN, THOKHI TTPOMBIIII-
JICHHBIN POOOT, MpeAHA3HAYCHHBIN ISl TTOCJIEIOBATEIBHBIX U TOYHBIX Pa0dO0T BO
B3aMMOJICUCTBUH C paOOTHUKOM-CIEIIUATUCTOM MIPU OTCYTCTBUH JOTIOTHUTEb-
HOTO MPOrPaMMHUPOBAHUS.

KosnabopaTtuBHbie po0OTEeXHHYECKHE CHCTEMbI. CHEHAPHHM B3anMMO-
AeHCTBUS ONepaTopa u KodoTa

ba3oBbIM TOKyMEHTOM, 3aKPEIUISIONIUN MOIX0/IbI K 0€3011aCHOMY B3aWMO-
nevicreuto sBisiercss [OCT P 60.1.2.3-2021/ISO/TS 15066:2016 «Po6oThI 1 po-
O6oToTeXHHUECKHE ycTpoicTBa. TpeboBaHust 6e30macHOCTH sl poOOTOB, pado-
TaIOIIMX COBMECTHO C uestoBekom» [10].

B pamkax maparpada B TabmuuHO# (hopme paccMaTpuBarOTCS KOOOTHI,
COOTBETCTBYIOIIME TPEOOBAHUSIM CTaHIAPTA, & TAKKE B KKJIOM CIICHApUU aHa-
JTU3UPYIOTCS ydacTHe OlepaTopa, TEXHUKA U CKOPOCTh KOOOTa MPHU B3aUMOJICH-
CTBHHM omiepaTopa u koboTa. Beimeykazannsiii cranaapt [10] onpeaenser yeThl-
pe KOMOMHAIINK B3aUMOCBS3M U TUTIA PYHKITMOHUPOBAHMS KOOOTOB: 1) THI KO-
00Ta C 3alUTHBIM MEXaHU3MOM OCTaHOBKH, 2) THUIl KOOOTa C PyYHBIM yIIpaBJie-
HUEeM, 3) TUT KOOOTa, OCHAIIEHHBIN CUCTEMOW KOMIBIOTEPHOTO 3peHHUs, 4) THI
Ko0oTa ¢ orpannuenuemM cuibl. B Tabn. 1. «Cuenapuu coBMeCTHOU pabOThI KO-
00Ta ¥ orepaTopa» ONMUCAHbI CIICHApUU 0€301MaCHON COBMECTHON pabOTHI KOOO-
Ta W omeparopa, JEMOHCTPUPYIOIINE MPEIBAPUTEITHLHYIO OIEHKY PUCKOB BO3-
MOYKHBIX CUTYaIlMi MPUIMHEHUS Bpea orepaTopy.
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Taomuna 1

Cuenapuu cOBMECTHOM paboThl KOOOTA U omeparopa

Cuenapumn
COBMECTHOM
padoThI

Kontpomupye-
Masi OCTaHOBKa C
y4eToM Tpedo-
BaHM Oe3orac-
HOCTH

Pyunoe ympas-
JICHHE.

KoHntpous cko-
pOCTH U pasjie-
JICHUS 30H.

OrpanunueHue
MOIIHOCTHU U
YCHJIUS

YuacTue onepa-
TOpa

Omnepatop He
UMeeT KOHTPOJIS.

ABapuiiHas
OCTaHOBKA.
Kontpouns omne-
paTtopa BO BpeMs
oOy4eHwusl.

Hukakoro yeno-
BEYECKOI'0 KOH-
TPOJISl B COB-
MecTHOM pabo-
4YeM MpOoCTpaH-
ctBe. PaboTa ko-
00Ta 3aBUCUT OT
MIpeIBapUTEIIb-
HBIX HACTPOEH-
HBIX B €r0
YIPABJSIIOLIEN
IIPOrpaMMe 30H.
3aBUCHUT OT NpHU-
MeHeHus. Onepa-
TOp paboTaer
OJIHOBPEMEHHO.
Kontpommpyercs
CHJIa ¥ MOIII-
HOCTB TIPH KOH-
TaKTe.

CxopocTb KO-
oora

CkopocTb paBHa
HYJII0, €CIH
orepaTop Haxo-
JTUTCS B 30HE
COBMECTHOM pa-
OOTHI.
Kontpomupye-
Masi CKOPOCTb C
y4eToM Tpebo-
BaHMI1 Oe3ormac-
HOCTH.

Kontpomupye-
Masi CKOPOCTb C
y4eToM Tpebo-
BaHUM Oe3ormac-
HOCTH.

MaxkcumanrHas
onpeAcIeHHas
CKOpOCTb ISt
OTpaHUYCHUS
CHUIEL.
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Texuunka

OcTaHOBKa KO-
6oTa obecrie-
ypuBaeTcs 0e3
MOTEPU MOIII-
HOCTH JIBUTaTe-
JIei.

BBoja naHHbBIX U
yrpaBiIeHHEe
JIBHOKEHUEM
OCYIIECTBIISICT
oreparop.
Kobort He 00y-
yaeTcst — pabo-
TaeT B PEKUME
MaHUMIYJISATOpA.
OnHoBpemeH-
Has pabora.
MuHuMaIbHOE
pa3aenuTeNnb-
HOE PaccTosi-
HHE IS BBI-
MMOJIHEHHS 3a-
ad.

Kob6oTt He mo-
KET MPEBBICUTH
MOIIIHOCTD
4Ype3MEPHOU
CHJIBI.
CBobOoaHOE mIe-
pe)IBI/I)KeHI/Ie B
COBMECTHOM
paboueM mpo-
CTpaHCTBE.

MepnbI 0e3-
ONACHOCTH

CaeroBble Oapb-
epsl

CHi10MOMEHT-
HBII JaTYHUK.

CaetoBble Oapb-
ephl.

CunomMoMeHT-
HbIE TaTYUKH.
Konctpyknus
K000Ta, BBIOOP
MIPUJIOKEHNHN 1
KOHCTPYKIHUS
A4Yeiiku KoboTa.



B mensx skcmityaTupoBaHusi KOOOTOB Ha JIOJDKHOM YPOBHE HEOOXOIUMO
YCTaHOBUTH KOHKPETHBIE BO3MOXKHBIE MOBTOPSIOLIMECS 3a7a4d C BBICOKOH J10-
ney npeackaszyeMocTtu. Micxois U3 BhIIETPUBEIACHHBIX MOAX0I0B MOKHO BbIJIe-
JUTH TPU OCHOBHBIX KPUTEPHS, OIIPOBEPraroiinue J0JKHOE 0€30MacHOe B3auMO-
JeNcTBUA omneparopa u koOoTa: 1) olleHKka HaMepeHui YeloBeka, 2) Mepbl 0e3-
OTIACHOCTH, 3) aHTPONOT€HHO-TEXHOTeHHbIe onacHocTH [11].

O0630p B TabiMuHOM (hopMe KOUTa0OPATUBHBIX POOOTEXHUUECKUX CHCTEM
[0 TUIIaM pPEIllaeMbIX 3a/1a4, BBIMOJHAEMBIX paboT U yIPaBJICHHUIO BO BCEX CIIe-
HapHsaX KoJutabopaluu ¢ y4eTOM aHalii3a y4acTHs orepaTopa, TEXHUKU U CKO-
pocTH K0OOTa MOKa3bIBAET, UTO HA JAHHBIA MOMEHT HE HUCKJIIOYEHO MPUYUHEHUE
Bpeza orepaTopy, padoTarolero B HEMOCPEACTBEHHOW 0sn30cTH ¢ KoboTom. B
paMKax 0030pa ObLITU BBISBJICHBI TPH OCHOBHBIX KPUTEPHS, OTPHUIIAIOLIUE JTOJIK-
Hy10 0€301acHOCTh: 1) OlLleHKa HaMEpEeHUH YeoBeKa, 2) Mepbl OE30MaCHOCTH U
3) aHTPOTNOTe€HHO-TEXHOTEHHBIE OMMACHOCTU

BwmecTe ¢ Tem Henb3s HE YUUTHIBATh, YTO HA TEKYIIHMH MOMEHT HU OJUH
U3 JJOKYMEHTOB B IOJIHOM MEpEe HE pa3pelialoT BBISABICHHBIE KPUTEPUU B YaCTH
0€30MacHOro B3aMMOJIEUCTBU YesloBeka u pobora. Ha sty npobnemy oOparia-
10T 3apyOeKHbIE (PYTYPOJIOTH U CIECIUAIUCTHI B 00JIACTH pOOOTEXHUKU, MHBIMU
CJIOBaMH TIPEIABECTHUKUA HOBBIX 3aKOHOB POOOTEXHHUKH, KOTOpPHIE TOBOPAT O
HE0OXOMUMOCTH (POPMUPOBAHUSI HOBBIX 3aKOHOB U PA3IMYHBIX JOKYMEHTOB
MMEHHO B YacTH O€30MacHOro B3auMoencTeus [12, 13].

BoiBOABI

B pamMkax naHHOU CTaThU ONMMCAHO U MPOAHAIU3UPOBAHO B3aUMOACHCTBUE
oreparopa u KoOOTa B KOJJTAOOPATUBHBIX POOOTEXHUYECKUX CHCTEMAaX, B TOM
gucie 0003HAYEHBI U PACCMOTPEHBI CYIIECTBYIOIIUE MPOOJIEMbI B YACTH JTOJIK-
HOTo 0€30MacHOr0 B3aMMOJEHCTBUSI onepaTropa U KoOoTa.

JJis TOCTUKEHUS! BBICOKOTO YPOBHSI 0€30IIaCHOCTH MEXAY KOOOTOM U oOrie-
paTopom, U B OCOOCHHOCTH B 4acTH 00OeCIIeueHHsI TapaHTH 0€30MacHOCTH Olle-
paTopy, HEOOXOMMO MPEIBAPUTEIHHO OIICHHUBATH BCEBO3MOKHBIC PUCKHU TPH-
YUHEHUS BpeJa Kak CO CTOPOHBI KOOOTA, TaK U CO CTOPOHBI YEJIOBEKA B CUTYa-
[USX C aHTPOMOTEHHBIMU OTIACHOCTSMH.

HecomHeHHO, KOOOTBI UMEIOT MHO>KECTBO MTPEUMYIIECTB, HO BMECTE C TEM
HEJIb3sl HE YYUTHIBATh HEIOCTATKU KOOOTA, BBIABICHHBIC B IPOIIECCE aHAIN3A
KOJUTAOOPATHBHBIX POOOTEXHUUECKUX CHCTEM: PHCK BO3HHUKHOBEHHUS KOH-
(IUKTHBIX CUTyaluil MEXIy KOOOTOM M OIepaTopoM, He0OXOIUMOCTb JIOTOJ-
HUTEJIHLHOTO OOy4YeHMsI mepcoHana Mjsi paboThl ¢ KOOOTOM, OTPaHUYEHHOCTH
(GyHKIIMOHaIa KOOOTa M0 CPAaBHEHUIO C PAOOTHUKOM-CIIELUATNCTOM, OTpaHHye-
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HHUSI B OC30IaCHOCTH pa6OTBI ko0oTa BOIM3H orcparopa, 4To MOXKCT Or'paHH-
UUTBb CTO IIPUMCHCHHUC B HCKOTOPLIX OTPACIIAX.
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YVIK 681.11.031.1: 629.331
Maiigauenko Bnaaucinas BnaguciaBosuy

IQJIEKTPOMOBHNJIM 1 COBPEMEHHBIE CUCTEMbI
HAKOIIVIEHUA U XPAHEHUA DJIEKTPOSHEPT'UM

B pabome paccmampusaromcs paziuunvie nepcneKmueHvlie U peanu308aHHble
NPOEeKmbvl CUCMeM HAKONAEHUS SHepauu O/ 9NeKMpPOmpaHCcnopma, ux ocobOeHHoCcmu,
npunyun pabomol, kiaccuguxayus u ooracmu npumenenus. Ilpueedenvt ceedernusi 00
sppexmusHocmu cucmem HAKONJIeHUs dNeKmposIHepeuu dnekmpomoounel. Ha ocnose
0030pa oyeHeHbl 803MONCHOCIU 015 6HEOPEHUSL PA3IUYHBIX CUCIEM HAKONJEHUsL HED-
Ul 8 ABMOMOOUILHOU OMPACIIU.

Ccucmemvl HakonieHus 1eKmMpo3IHePUU, INEKMPOMOOUNU, INEKMPOXUMUYECKUE

Hakonumeiu, djleKkmpudecKkue Hakonumeiu, MexanuvecKue HaKkonumelilu.

Maydachenko Vladislav Vladislavovich

ELECTRIC VEHICLES AND MODERN SYSTEMS OF ELECTRIC
ENERGY ACCUMULATION AND STORAGE

The paper discusses various promising and implemented projects of energy stor-
age systems for electric transport, their features, operating principle, classification
and applications. The information about the efficiency of electric vehicle power stor-
age systems is given. Based on the review, the possibilities for the implementation of
various energy storage systems in the automotive industry are evaluated.

Electric power storage systems, electric vehicles, electrochemical energy storage
systems, electrical energy storage systems, mechanical energy storage systems.

BBenenue

B cBs3u ¢ 3amadeit Mo MOCTENEHHOMY CHI)KCHHIO BPEIHBIX BHIOPOCOB OT
aBTOTPAHCIIOPTa B T'yCTOHACEJIEHHBIX pailoHax Bce OoJiee aKTyaJbHBIM CTaHO-
BUTCS PACIHIMPEHUE WCIIOJIH30BAHUS AJICKTPOMOOWICH U AICKTPOTPAHCIIOPTa B
KaueCTBE OCHOBHOT'O CpPEJICTBA MEPEABMKEHUS U IEPeBO30K rpy30B [1]. JIBa oc-
HOBHBIX HAMpPAaBIICHUS PA3BUTHS DJIEKTPOMOOWIIEH — 3TO COBEPIICHCTBOBAHUE
TEXHOJIOTUN HAKOILJICHUS W XPAHEHUS AJICKTPOIHEPTUH W TOBBIMICHHE d(Pdek-
TUBHOCTH paboThl 3neKkTpocucteM aBTomMoOmid. [loBeimienue s¢dekTuBHOCTH
ANEKTPOOOOPYIOBAHUS M CHUCTEM YIPABICHUS JJICKTPOIHEPTETUIECKUMH CH-
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CTEMaMHU — 3TO KOMIUIEKCHasI Mpo0siemMa, KOTOPOH MOCBAIIEHO OOJIbIIOE KOIH-
4ecTBO pabOT y HAcC B cTpaHe U 3a pyoexom [2-7]. B obmactu coBepiieHCTBOBA-
HUS TEXHOJIOTUH HAKOIUICHHS M XPaHEHUsS 3JIEKTPOIHEPIUH PETYISIPHO Mpeia-
raroTCsl HOBBIE PEIICHUS, YTO 3aCTaBJISIET IEPECMATPUBATH YCTOSIBIIUECS TEXHO-
JIOTUYECKUE PEIICHUS 1JI UICTOYHUKOB YHEPTUU B JIEKTPOMOOUIISX.

OcHoBHas YyacTh

Llenpto paboThl sABISIETCS 0030p OCHOBHBIX THUIIOB HAKOMUTEIEH 3IEKTPO-
SHEPTUU JJIsl DIEKTPOMOOUIIEH U AJIEKTPOTPAHCIIOPTA, CYIIECTBYIOIIUX U pa3pa-
OaThIBa€MbIX B JaHHBIA MOMEHT U BbIOOp Hanbojee ONTUMAIBLHOTO PELICHUS B
STOM 00JIaCTH HAa CETOHAIIHNUNA IE€HbD.

Hakonurenu 351eKTposIHEPTUH MOKHO KJIACCU(PUITUPOBATH KaK:

a) MEXaHUYECKUE HAKOIIUTEIIH;

0) HaKOMUTENN YHEPTUM MAarHUTHOTO TIOJISl B BUJIE AJIEKTPOMArHUTOB;

0) HAKOMUTEIN SHEPTUM AJIEKTPUUECKOTO TMOJISI B BUJE PA3IMYHBIX €MKO-
CTEl KOHJIEHCATOPOB;

I') 3JIEKTPOXMMHYECKNE HAKOTTUTEIIH.

OcHOBHOE pa3iuyue 3aKII0YaeTcs B CIIOCO0€ XPaHEHUS DJICKTPUUECKOM
sHepruu [8-10].

DJIEKTPOXMMHYECKUE HAKOMMUTENN MOXHO pa3Je/iuTh HA JABa TUNA — TOM-
JUBHBIE 2JIEMEHTHI U 0atapeu. TOMIUBHbBIE JIEMEHTHI SBISIOTCS XUMHUYECKUMHU
UCTOYHUKAMHU TOKa, KOTOPbIE MPEOOpa3yrT PHEPTUI0 TOIUIMBA B DJIEKTpUYE-
CKYIO SHEPTHUIO.

[IpumMepoM TakuX UCTOYHUKOB SIBISICTCSI MOHHO-MEMOpAHHBIN TOILTUBHBIN
AJIEMEHT, OCHOBHBIM 3JIEMEHTOM KOTOPOTO SIBJISIETCS HOHOOOMEHHasi MeMOpaHa.
Yepes Takyro MeMOpaHy CBOOOJIHO MPOHUKAIOT MOHBI BOJAOPO]Ia, KOTOPHIE OCY-
HIECTBISIOT MEPEHOC 3apsija MEXIy KaToJoM M aHoiom. Jljis ra3oB, BCTymHaro-
IIMX B PEAKIIMIO, B BUJE BOJOPOJA, MPEICTABISIONIETO COO0M TOMIMBO, U KHC-
J0poja, SBISIONMIETOCS OKUCITUTEIEM, MEMOpaHa MPEACTaBIsIeT cOO0M MpensiT-
ctBue. It noBwimenus 3pQGeKTUBHOCTH pabOTHI AIEMEHTa PUMEHSETCS TijIa-
TUHOBBIN Katanuzatop. [IpeumyinecTBoM Takux MCTOYHHUKOB sBIETCS A dek-
TUBHOCTh B CPaBHEHUHU CO CIOCOOAMU MPeoOpa3oBaHUs dHEPTUHU, Mperoiara-
IOIMMU  C)KUTaHWe ToIuiMBa. HepoctaTkamMu TakuX BJIEMEHTOB SIBJISIIOTCS:
CJI0’KHOCTH, COIYTCTBYIOIIME XPAHEHUIO U HUCMOJb30BAHUIO BOJOPOJA U BBICO-
Kasi CTOMMOCTb KaTaJlu3aTopa U3 IUIaTUHBI.

CBUHITIOBBIA aKKyMYJISITOP TIPEACTaBISIET coO0M OaTapero, MO3BOJISIONIYIO
OCYILIECTBJISITh MHOTOKPATHYIO 3apsIKy MTyTEM MOJIa4yy OT BHEUTHETO0 MCTOYHHUKA
HarpsHKeHUs, 00Jiee BBICOKOTO, YeM COOCTBEHHOE HAMPSHKEHUE aKKyMYJSITOPa.
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B 3aBucuMocTu oT pexkuma paboThl, aKKyMYJIATOPbl OBIBAIOT: TATOBBIE, CIIO-
coOHbIe 0OecrieunBaTh JUIMTEIIbHO PABHOMEPHBIN TOK B Harpy3Kke, U CTapTOBBIE,
oOecrieunBaromre OOJIBIION TOK ISl OTPEOUTENSI HA KOPOTKUM MEeproJ1 Bpeme-
HU. KOHCTpYKTHMBHO CBHHIIOBBIM AaKKYMYJIATOP COAEPKUT JBa 3JEKTpOJa —
CBHUHIIOBBII U U3 JBYOKHCH CBHHIA, IOTPYKEHHBIE B PACTBOP CEPHOM KHCIIOTHI.
Ha noBepXHOCTAX 3JEKTPOAOB UMEIOTCS HEPOBHOCTH, MO3BOJISIIOIINE YBEIIUYUTD
IJIOIIA/Ib B3aMMOJIECWCTBUS BEUIECTB INPU XUMHUYECKON peakuuu. lIpum sTom
ANEKTPOJIbI PACIOJIOKEHBI Ha HEOOJIBIIOM PAaCCTOSHUU JApPYT OT apyra. biok
AJIEKTPOJIOB M3TOTABIMBAETCA B JBYX BapHaHTaX: PYJIOHHBIN OJIOK 3JIEKTPOJOB
WK HaOOp OTHEIBHBIX AJIEKTPOJOB. PyloHHAs KOHCTPYKIHUS 3JEKTPOJIOB, 3a-
KPYYUBAIOUIUXCSI BOKPYT BOOOPaX)aeMOTO IUIMHAPA WU TUTACTUHBI, TTO3BOJISIET
co3/1aBaTh KOMITAaKTHbIE Oatapen mainoi éMkoctu. [Ipusmarnueckue akkymysis-
TOPBI BBIMOJIHSIOTCS B BUJE 0JI0KA OTACIBHBIX 3JIEKTPOJIOB B MIIACTUKOBOM HIIH
METANIMYECKOM KOPITyCE C BO3MOXKHOCTBIO JTOOABJICHUS AJIEKTPOJIUTA BHYTPb
akkymyJisitopa. OJIHO U3 MPEUMYIIECTB CBUHIIOBBIX aKKyMYJISITOPOB — 3TO 00pa-
TUMOCTh XUMHYECKUX MPOLIECCOB B HUX. [Ipu 3apse Takoro akKkyMyisiTopa Ha
MOBEPXHOCTH COOTBETCTBYIOIIMX AJIEKTPOJIOB MOXKET 00Pa30BBIBATHCSI CBUHEIL U
€ro JBYOKHCbh. B 3JIEKTpOIMTE NpHU 3TOM MPOUCXOAAT IPOLECCHl BOCCTAHOBIIE-
HUSI CEPHOU KHUCIOTHL. barapesi o0nagaer BHICOKUM BHYTPEHHUM COINPOTHBIIC-
HUEM HU3-32 DJIEKTPOJIUTA U OTHOCHUTEIBHO HEOOJBIION KOHTAKTHOM MOBEPXHO-
CTH 31€KTpoA0B. OTHUM W3 HEJOCTATKOB CBUHIIOBO-KUCIOTHBIX aKKyMYJISITOPOB
SBJISIETCA 3aBUCHMOCTh BHYTPEHHETO COINPOTHBIIEHUS OT PEXKUMA, B KOTOPOM
OHHM pPabOTAIOT — 3aPSAKU WIH pas3psakd. J(OMOJHUTENFHBIMU HEIOCTATKAMMU
ATOrO TUMNA OaTape SBISIFOTCS: 3aTPATHBIN 10 BPEMEHU IIUKJI HAKOTUICHUS 3apsi-
Jla 1 OTPAaHUYEHHOE YUCJIO IUKIIOB 3apsaa U paspsaa. st ucronb30BaHus B aB-
TOMOOUJISIX BBIMYCKAIOT U JIPYTUe TUIBI OaTapei, HanmpuMep, JUTHUH-UOHHBIE U
HUKEeNb-MeTauruapuiabie. OHU 00Ja1at0T MEHBIIIUM BECOM H JUTUTEIbHOCTHIO
nepuoja 3apsiikKi, HO IPU 3TOM OOECTEUUBaAIOT 3aMETHO OOJIbIlIee KOJIHMUECTBO
LIUKJIOB 3apsija — paspsiga. Eile oguH TUN aKKyMYJISITOPOB — HAaTPUH-MOHHBIE
SIBJISICTCS] @HAJIOTOM JIMTUI-MOHHBIX OaTapei. [Ipunnmn paboTsl 3TOM OaTapen u
KOHCTPYKITUSI COOTBETCTBYIOT JIUTHI-MOHHON OaTapeu, ¢ TOW JIUIb Pa3HUIIEH,
YTO BMECTO JINTHSI UCIOJIb3YIOTCS MOHBI HATPUS MOHBI B KAu€CTBE HOCUTENEH
3apsna. DOTH THMBI OaTapei HAlIu MIUPOKOe MPUMEHEHHE B aBTOMOOWJIBHOMN
MIPOMBIIIUICHHOCTH, ISl IUTAHUS PA3JIMYHBIX AJIEKTPOHHBIX U POOOTOTEXHUYE-
CKHX ycTporcTB. Ha puc. 1. mpuBeneHb! CTPYKTYphl CBUHIIOBO-KUCIOTHOW OaTa-
peu (a) 1 MOHHO-MeMOpaHHOTO TOTUIMBHOTO AeMenTa (0). Ha puc la: 1 — anon,
2 — karoj, 3 — cepHas KUCIoTa, 4 — OTIENIUTENb, 5 — TOK B Harpyske, 6 — 2H"
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(3apsnka), 7 — 2H' (paspsaka). Ha puc. 16: 1 — anoxn, 2 — karox, 3 — MemOpaHa,
4 — Bogopoa, 5 — Boja, 6 — BO3ayX, 7 — KUCIOPOA, 8 — TOK B Harpy3ke, 9 — 2Ho,
10 — 4H'. CpaBHeHHE OCHOBHBIX THUIIOB OaTapeii cBeeHo B Tabmuiy 1 [10-11].

5 8

- -

| — | —
| I | I

4

1 2 1 2
<
—_— —
9 10
7 -
4
' 5 —»
3 3
I
(a) (©)

Puc.1. Cmpyxmypwl ceunyoso-kuciomuou bamapeu (a) u UOHHO-MEMOPAHHO20
MOonaueHo2o nemenma (6)
Tabmuma 1
CpaBHEHHE TUIIOB AJIEKTPOXUMUYECKUX OaTtapei
CBHHIIOBO-

Harpuit-uonneii JInTHii-nOHHBIN aK-

AKKyMYJISTOP KyMYJISITOP. KHUCIIOTHAsI OaTapest
CroumocTth Huskas Bricokas Huskas
[InoTHOCTS 3HEDP-
HOTHOSTE SRR Cpesmns / Beicokas  250-693 Br -4 /n 80-90 Br - u/n
TUu
VY nenpHas sHeprus 90 Bt - u/xr 220 Bt - u/ kr 35-40 Bt/ xr
\Y -
ACHPHAT MO 2-5 KBt/ kr 245-430 Bt / kr 180 BT / kr
HOCTh
be3omacHocTh Bricokas Huskas YMepeHHas
Marepuainsl JoctynHbie Penxue Toxkcuunbie

[Muknuueckas cra-

OWJILHOCTD

KIT
Jlnana3oH temrie-

paTtyp

IIpumeuanus

Bricokas (He3Hauu-
TEJIbHBIN caMopas-

psn)
Bricokwuii (>90%)

ot -40 °C o 60 °C

Menee pa3Butas
TEXHOJIOTUSI; HETIPO-

CTasi TPAaHCTIOPTH-

Bricokas (He3Hauu-
. YmMmepenHas (BbICO-
TEJbHBIN camopas-

pan)
Bricokuii (>90%)

Kasi caMmopas3psia )
Huzkuii (< 75%)

o1 -25°C 1040 °C -40 Ot °C no 60 °C

Orpanndenust Ha ~ OcCBOEHHasi TEXHO-

TPAHCIOPTHUPOBKY B JIOTHS; ObICTpast

pa3psLKEHHOM CO- 3apsiKa HeBO3-
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POBKa CTOSHHHN MOKHa

DJIEKTPUYECKUE HAKOMUTEIN XPAHAT AJIEKTPUUYECKYIO SHEPTUIO B IIEPBOHA-
YaJabHOM BHJIE. Pa3nenstorcss HaKOMUTENN HA JIBa BUAA: CYNEPKOHIECHCATOPHI U
WHIYKTUBHBIE HAKOIMTEIH CO CBEPXMPOBOJAIINM MNPOBOJHUKOM. CyNepKoOH-
JNEHCATOP — MACCUBHBIN AIEKTPUUYECKUI IIIEMEHT, UCIIOIb3YEMbIN ISl CTaTUYe-
CKOTO HAaKOIUICHHS 3JeKTpodHeprur. CynepKOHIIEHCATOp, COCTOUT U3 JABYX
AIEKTPOAOB, MEXIY KOTOPBIM HAXOAUTCA IUAJICKTPHUK. B oTiinune OT KOHIEHCa-
TOPOB, B JAHHOM 3JIEKTPUYECKOM YCTPOMCTBE UCIOIB3YIOTCS AJIEKTPOABI C pas-
HOM MPOBOAMMOCTHIO, 00pa3ys IOMOJHUTEIBHBIN AU3JeKTpUuK. CBEpXIIPOBO/IS-
muil uHykTUBHBIA HakonuTenb (CIIMH) — snextpuyeckuit anmnapar, 3amacaro-
LN 3JICKTPOOHEPTUIO B BUAE MOCTOSIHHOI'O MAarHUTHOIO IMOJIs, CO34aBaEMOrO
noctossHHbIM TOKOM. KouctpyktuBHo CIIMH mpencraBiser co0oil KaTyliKy
VHJIYKTUBHOCTH W3 CBEPXIPOBOMSALIECIO MaTepualia, CUCTEMY OXJIAXKICHUS U
npeoOpazoBarens [12-13].

MexaHnyecKkrue HAKOMMUTEIU DJIEKTPOIHEPIUU — DIIEKTPUUYECKUE YCTPOU-
CTBa, MO3BOJISIOLIAE COXPAHATH 3JEKTPOIHEPTUIO B BHUJIE MEXAHUYECKOM JHEP-
ruu. DPhEeKTUBHBIE MEXaHUUECKUE HAKOMMUTENU Pa3/Iest0TCs Ha TPaBUTALIMOH-
HbIC U MEXaHWYECKHE. [ paBUTALIMOHHBIA HAKOIUTEID XPAHUT SJICKTPOIHEPTHUIO
B BUJIE NMOTCHUMAIBHON 3HEpruu. MaxoBUYHBIA HAKOIMUTEIb — DHEPreTHUECKAs
YCTaHOBKA, HAKAIUIMBAIOLIAS DJICKTPOOHEPTHMIO C IOMOIIBI0 KUHETHYECKOU
SHEPIrUM BpALIAOLIETOCS Teya. IlepCneKTUBHBIM MaxXOBUYHBIM HAKOIIUTEIEM
SIBJISIETCS CYIIEPMAXOBHK, B KOTOPOM BMECTO MaCCUBHOI'O METAJIIMYECKOTO JAUC-
Ka HCIIOJIB3YIOTCS BBICOKOIIPOUYHBIE METAUTMYECKUE JICHTHI MO0 KaHaThl [14-
15].

BoiBOABI

B xauecTBe HAKOMUTEIS SJIEKTPOIHEPTUN ONITUMAIILHBIM BBIOOPOM SIBIISCT-
Csl IMTUN-UOHHBIN aKKyMyJATOp. Vcnosnb30BaHne JaHHOTO TUIIA AaKKyMYJISITOpa
00yCJIOBIIEHO HE TOJIBKO MPUBEACHHBIMUA TEXHUYECKUMH XapaKTEPUCTUKAMH, HO
U UX JOCTYIHOCTBIO B TMPOJIaXKe, MPOCTOTON OOTY>KUBAHUS, TOJTOBEYHOCTHIO.
AKKYMYJISITOpPBI JAHHOTO THUMAa aKTUBHO MCIOJIB3YIOTCS B PA3JIMYHBIX CUCTEMAX
HAKOILJICHUS JIEKTPOIHEPTUH, TTIOITOMY Ha PHIHKE CYIIECTBYET OOJBIIION BHIOOD
ANEKTPOOOOPYIOBaHUS, TPEAHAZHAYCHHOTO JJI PA0OTHI C JIUTHH-UOHHBIMHU aK-
KyMYJISITOPaMH.
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['openoB Mapk Onerosuu

TEXHOJIOT'MUA BECITPOBOJHOM NEPEJAYY DJEKTPUYECKOM
JHEPI'M

B ooknade paccmompenvl umerowuecs Ha ce20OHAUHULN OeHb MEXHOI0SUU U CU-
cmemvl Oecnpo8oOHOU nepedayu dIHepull Ha OCHO8E MACHUMHOU UHOVKYUU, PAOUoyd-
CMOMHO20 Y4a U Pe30HAHCHOU c6s3u. TIpusedenvl 0CHOBHbIE napamempsl U cxembvl
cucmem, paccmMompenvl KOHCMPYKMUGHbIe U CXEMHble DeuleHus, UCCIe008aHbl B03-
MOJCHOCMU Ol NPUMEHEHUsL CUCmeMbl DeCnpo8OOHOU nepedayu dHepeur 6 Obimy u
NPOMBIULTIEHHOCTIU.

Cucmemsvl becnposoOHOl nepeoayu SHepeul, 3apsioHbvle YCMpoucmed, MazHum-
Hast UHOYKYUSL, PAOUOYACTNIOMHDBLIL JIYY, PE3OHAHCHAS C653b, (DA3UPOBAHHAS AHMEHHAS

pewemnuxa, CBY mexnuka.

Gorelov Mark Olegovich

TECHNOLOGIES OF WIRELESS TRANSMISSION OF ELECTRICAL
ENERGY

The report examines the currently available technologies and systems of wireless
energy transmission based on magnetic induction, radio frequency beam and resonant
connection. The main parameters and schemes of the systems are given, design and
circuit solutions are considered, the possibilities for the use of a wireless power
transmission system in everyday life and industry are investigated.

Wireless power transmission systems, chargers, magnetic induction, radio fre-
guency beam, resonant connection, phased array antenna, microwave technology.

Beenenne

Bo3spacraromniee konmmuecTBO MOTpeOUTENEH AICKTPUYECKOW JHEPruu, a
TaK)Ke pPa3HOOOpa3ue WX THUIOB MPUBOJIUT K HEOOXOJIMMOCTH PAa3BHUTHs Kaue-
CTBEHHO TEXHOJIOTUH B 00JIACTH SHEPTETUKH, TIO3BOJISIIONIUX MEepeaBaTh dHEp-
ruto 6e3 IPoBOJOB. Takue TEXHOJIOTHUH OCOOCHHO aKTyalbHBI ISl IUTAHUS TI0-
JIBIKHBIX OOBEKTOB, TAKMX KaK MOOWJIBHBIE pPOOOTHI, MHOXKECTBA JATYUKOB U
PETPAHCIATOPOB CUTHANIA, KOT/Ia OpraHu3aIisl aBTOHOMHOTO TTUTaHUS HE Mpe/I-
CTaBIIACTCS IEICCO00Pa3HOM.

BrepBrie skciepuMeHTHI 110 Tiepeaayue SHEPTun 0e3 MPOBOOB MPEIPUHSIT
Hukona Tecna B 1899 rony. IlapamensHo ¢ u3bickanusasmu Hukosnsl Tecnbl B
1894 M. Yten u M. Jle-bnan nzobpenu cnocod MHAYKTUBHOTO MUTAHUS SJICK-
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TPOMOOWJISI, UCTIOJIb3YIOIIMI Te€HEepaTop MEPEMEHHOro Toka ¢ yactoroi 3 kl'm.
[TorTOMYy MOXHO CKa3aTh, YTO MHAYKTHBHAs OECIPOBOJHAsS Iepeaadya dSHEPruu
U Tiepejiaya ¢ MOMOIIbI0 PaJMOYaCTOTHOIO JIyda ObUIM M300pETEeHbI TOYTH OJ-
HOBpPEMEHHO B Havaise 20 Beka.

K wu300pereHnio COBpEMEHHBIX TEXHOJIOTHM OecnpoBOAHON Mepenadyu
SHEPTrUU C MOMOIIBIO PATUOYACTOTHOTO JIyda MOXKHO OTHECTH DKCIIEPUMEHTHI
VYunesimu bpayHa, KoTopblil HCTIOIB30Bal B cBoeit taboparopun CBY nuamazon
JUIMH BOJIH IS TEepeayu SHEPIHM OT MepeiaTdynka K NpueMHUKY B 60-e romabl
20 cronerus. [Ipu 3TOoM eMmy ynanocTh MONXY4YUTh yaoBieTBopuTeabHbIM KIIJ]
npeoOpa3oBaHus MOCTOSHHOTO TOKa B MUKPOBOJHBI U OOpPaTHO B MOCTOSIHHBIN
TOK TpubIm3uTenbHo paBHbIM 54%. B 80-e u 90-e¢ roasr 20 Beka MOSBUIIOCH
MHO>XECTBO M300pETEHUH, pa3BUBAIOIINM TEXHOJOTUIO UHIYKIIMOHHOM Oectpo-
BOJHOM Tepeaun dHEpruu, MPUMEHSIEMON, HapuUMep, JJI 3apsIKiu aBTOMOOU-
neii. B 2000-e ronapl uccienoBarensiMu MaccauyyCeTCKOro TEXHOJIOTHYECKOTO
MHCTUTYTa ObUI MPEJIONKEH HOBBIM CIOCOO HEIy4YeBOU mepenayu YHEPruu, Uc-
MOJIB3YIOIIEH TEXHOJIOTHIO pe30oHaHCHOM cBsi3u [1]. MccaenoBanust B obnactu
O6ecrpoBOAHON IHEProdIPHEKTUBHOM Tepeaun YIHEPTUU AKTUBHO MPOBOMASITCS U
B Haliel crpane [2-5].

OcHOBHasl YACTh

Knaccudukanus texHonoruit 0ecrpoBOIHON NIEpeIaun YHEPTUU:

1) Ha OCHOBE MarHUTHOW WHIYKITUY;
2) mepenaya MOCPEACTBOM PaauOvYacTOTHOTO JIy4a;
3) pe3oHaHCHasl CBSA3b.

TexHnomnorus 0ecrpoBOIHOM Tepeaadynd YHEPTUU HA OCHOBE SBJICHHS DJICK-
TPOMAarHUTHON WHIYKIIMM XOPOILIO M3BECTHA M JABHO NMPHUMEHSETCS B TPaHC-
dbopmaropax, B KOTOPHIX MIEPBUYHAS U BTOPUYHAS OOMOTKH MHIYKIIMOHHO CBSI-
3aHbl, HaIpUMEpP, C MOMOINBD MArHUTHOTO cepaeuHuka. Hemoctatkom 3Toii
TEXHOJIOTUU SIBJISIETCS majieHne d(PGEeKTUBHOCTU Tepeadll dYHEPTUH, €CITU BO3-
TYIIHBINA 3a30p OoJibllle JUaMeTpa KaTYIIKU WA OOMOTKM HE BBICTABJICHBI B
npejenax paccTosaus cmenieHus. Ha agdekTuBHOCT Iepenaun CyecTBEHHOE
BIIUSIHUE OKa3bIBaCT KOI(PPUIIMEHT CBSA3M MEXKYy KaTyIIKaMU M UX TapameTphl.
OnHako 3Ta TEXHOJIOTHS 00ECIEUMBAET BBHICOKYIO 3(PPEKTUBHOCTH Mepeaadn
SHEPTUU TPU BBHITIOJTHEHUU HEOOXOIUMBIX YCJIOBHH MO CPABHEHHIO C METOJIOM
Ha OCHOBE MarHUTHOTO pe3oHaHca. [Ipumep cucteMbl OeCIpoBOIHON Mepeaadn
SHEPruu HA OCHOBE MarHUTHOW MHAYKIMU MIPUBEIEH Ha puc. 1 [6].
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Puc. 1. Cucmema 6ecnpogoonoii nepedauu suepeuy Ha OCHO8e MACHUMHOU
UHOYKYUU

Ceifuac 3Ta TEXHOJIOTHS IIMPOKO MPUMEHSIETCS 1JI 3apSAIKA MOOUIIBHBIX U
MIPUHOCHBIX YCTpPOWCTB. Hanmuuue pemeTkn U3 HECKOJIbKHUX KaTyIIEK CHHXKAET
TpeOOBaHUs MO MO3UIIMOHUPOBAHUIO 3aPSIAHON CTAHLUMUU U MPUEMHOTO yCTPOU-
CTBA.

B TexHonorun OecnpoBOAHOM Mepefayr SHEPrUM Ha OCHOBE MATHUTHOTO
pPE30HaHCa NPUMEHSIOTCS UHAYKTUBHOCTh M €MKOCTh B KAaue€CTBE PE30HATOPA,
OCYILECTBIISIOLIETO Nepefady SHEPTUHA IIPU PE3OHAHCE MEXIY KaTylIKaMU HH-
TYKTUBHOCTH NepefaTurKa 1 nmpueMHuKa. Eciyu pe3oHaHCcHas yacTtoTa KaTyllek
repesaTymuKa U MpeeMHUKa COTJIacOBaHa, TO UMEETCS BO3MOKHOCTh IIEPENABATh
SHEPTUI0 Ha PACCTOSHMS HECKOJIBKUX MeTpoB ¢ BbicokuM KIIJ[ npu cnaboii cBs-
31 MeXIy KaTymkamu. CyliecTBEeHHBIM MPEUMYLIECTBOM 3TON TEXHOJIOTHH SIB-
JSI€TCS BO3MOYKHOCTh CBOOOHO pa3MeIlaTh KaTylIKy IPUEMHUKA OTHOCUTEIBHO
KaTyLIKU UCTOYHMKA sHepruu. Ha puc. 2 mpuBeneHa cxema CUCTEMBI Oecrpo-
BOJHOM NEepeaavyy SJHEPTrUA HA OCHOBE MarHUTHOTO pe30HaHca [6].
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Puc. 2. Cucmema 6ecnpogoonoii nepedadu suepauy Ha OCHO8E MACHUMHO20
pe3onanca

becnipoBoHas nepenada S3HEPrUM C MOMOIIBIO PaIOYaCTOTHOTO JIy4ya Xa-
pPaKTEPU3YETCA:

1) BO3MOXKHOCTBIO OCYHIECTBIIATH NIEpeIavy 3HEPruu Ha OOJbIINE PacCTo-
STHUS;

2) MeXly UCTOYHUKOM U MPEEMHUKOM HE 00pa3yeTcsl 3JeKTPOMarHUTHAs
CBSI3b;

3) LIMPOKUM CIIEKTPOM BO3MOXKHBIX MPHUIIOKEHUNA TEXHOJOTHMU: OpraHu3a-
L{s IepeENavM AIEKTPOIHEPTUHA OT MOIIHBIX MCTOYHHMKOB, OCYIIECTBICHUH IH-
TaHHUS MHOKECTBA MAaJIOMOILHBIX CEHCOPOB, MPOEKTUPOBAHUE OECIPOBOAHBIX
3apsSIAHBIX YCTPOMCTB.

TexHoyOrusl nepenadyn 3HEPTUM C MOMOLIBIO PAAUOYACTOTHOTO Jyda Tpe-
OyeT mpuMeHeHusi aHTeHH. [IpuemMHas u mepenaromias aHTEHHbI HE 00pa3yloT
AIEKTPOMAarHUTHYIO CBS3b, ITOATOMY YHMCJIO NPUEMHHMKOB M IEPENATUYUKOB HE
OMpeeNsieTcsl XapakTepucTukaMu ux cxeM. CucteMbl OECIpOBOIHON Mepeaadu
DHEPIruM C MOCPEICTBOM PAAUOYACTOTHOTO Jyda MOXKHO Pa3/IeIUTh Ha: UCIOJIb-
3YIOIIUE MUPOKUM JTyd, MO3BOJISIONIMA MUTATh OOJBIIOE YKCIO MOTpeOUTeNnei
Ha HEOOJIBILIMX PACCTOSIHUAX; CUCTEMBI NIEPEIauu B 3aMKHYTBIX MPOCTPAHCTBAX;
VICTIOJIB3YIOIIME Y3KUM JIyY JUI MUTAaHUS HArpy3KH, Pa3MELIECHHON Ha JalbHEU
nuctaniuu. CucteMbl 0ECITPOBOHOM NEpeiadyu SHEPTUU C UCTIOJIB30BAHUEM Y3-
KOTO Jy4ya U B 3aKpbITOM IPOCTPAHCTBE IO3BOJISIIOT M30aBUTHCS OT HEXela-
TEJILHOI'O U3JIyYEHHUs B IIPOCTPAHCTBE C IIOMOLIBIO HACTPOUKU CBOMCTB aHTECHH.
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V3kuit 1yd MokeT GOpMHPOBATHCS C MOMOIIBIO (pa3UPOBAHHON aHTEHHOU pe-
IIETKU, COCTOSIIIEH M3 MHOKECTBA aHTEHH C ympaBisieMoi (a3oil U ammury-
JI0M, KOTOpasi MO3BOJISIET YNPaBIATh HampaBieHUeM U (Gopmoil myda. s cu-
cTeM OecnpOoBOAHON MepeAadyud SHEPTUM MOCPEICTBOM PaAMOYACTOTHOIO Jyda
ucnonb3ytorcs CBY auanazon ninuH BosiH. [loaTromy ocHOBHOM mpoOiaemMoil sB-
nsiercs pazpaborka sHeprodddextuBHbix CBY mnpueMHBIX U Mepenaroiux
YCTpOMCTB, mo3BoJisomux nosicuTh KII/] npeoOpazoBanust nepeMeHHOTO TOKa
B NOCTOSAHHBIA. COBpEMEHHBIE CUCTEMBbI, MPEOOPa3yIOIINE SHEPTUIO MEPEMEH-
HOTr'O0 TOKa B MOCTOSIHHBIN, MO3BOJISIIOT AJOCTUYh, HAIIpUMeEp, Ha yactote 2,4 I'T
3Hauenus KIIT/] oxoso 80% [1].

Ha puc.3 nmpuBeneHa peanbHas ycTaHOBKa OECIIPOBOHON Mepeaayu dHep-
MU C KCIOJIb30BaHUEM Y3KOTO Jydya Ha OCHOBE (ha3MpOBAaHHBIX aHTEHHBIX pe-
IIETOK, MpenHa3HaueHHas ais paborel CBY nuanasone, npennoxkennas JAXA
[7]. C moMOIIbI0 TAKKX YCTAHOBOK SIMOHCKOE KOCMUYECKOE areHTCTBO IJIAHUPY-
€T OpPraHu30BaTh Mepe/iady S3HEPTUHA OT UICTOYHUKOB B KOCMOCE Ha 3€MIIIO.

[TepenaTunk MOITHOCTH IIpuemnas ycTaHOBKA
DC 50V
Hanpagrnenue nepeaun
CBY MomHOCTH
5.8GHz band

Lusssss scaW

Puc. 3. Yemanoexa becnposoonoil nepedauu snepeuu Ha ocHoge (hasupo8aHHbix

AHMEHHbLX PEULEMOK.
U1 U2
I' 2'
G,
YaYO [] Gz
E,
2

]

Puc. 4. Dxeusanenmnasn cxema ycmanogxku 6ecnposooHol nepedayu SHepeuu ¢

Y e

UCNO1b3068AHUEM Y3KO20 JIyUHa.
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CucteMbl OECIIPOBOJHOM TeEpeladyd SHEPrUU C HCIOJIb30BaHUEM Y3KOI'O
Jy4a — JOCTATOYHO CJIOXKHBIE ycTpoiicTBa. Ha puc.4 nmpuBeaeHa SKBUBaJICHTHAsS
cxeMa, MOJICTIMpYIoIIasi MpoIecC Mepeaayn SHEPTUM B YCTAaHOBKE Ha puc.3 [8-
12]. DxBuBasieHTHasI cxema cocTOMT u3 ucrouHuka El ¢ mpoBogumocteio Gl,
MOJKIIOUCHHOTO K 3aKMMaM OOOOIIEHHOW JJIMHHOW JIMHUHU, MOJCIHPYIOIeH
CBOOOHOE MPOCTPAHCTBO, Yepe3 KOTOpOe MepeaacTcs sHeprus u Harpy3ku G2,
MOJICTTUPYIONIEH TPUEMHYIO YaCTb.

BriBoabI

B noknane paccMOTpeHbl UMEIONIMECS Ha CErOAHAIIHUN JE€Hb TE€XHOJOTUU
U CHCTEeMbI O€CIIPOBOIHOM Tepejauu SHEPTUH Ha OCHOBE MAarHUTHOW MHIYKIIUH,
PaaMOYaCTOTHOTO JIyda U pe30HAHCHOM CBsI3U. [IpuBeIeHBI OCHOBHBIE TTApaMET-
pel B cxembl cucteM. CHcTeMbl OeCpOBOHON Tepeaadyd dHEPrud Ha OCHOBE
MarHuTHOW MHAYKIIMU YK€ HAIUIM IMHPOKOE MPUMEHEHHUE B OBITY M IPOMBIIII-
JIEHHOCTHU JIJISl YCTPOMCTB 3apSIKA YCTPOUCTB CBSI3U, MOOUJIBLHBIX, KOMITBIOTEP-
HBIX U POOOTOTEXHUYECKUX CUCTEM. Y CTaHOBKA OECIPOBOIHOM Mepenadn dHep-
TUUA C MCIIOJIB30BAHMEM Y3KOIO Jyda MpeJaHa3Ha4yeHbl ISl CO3JaHUsI MOITHBIX
nepearolnX CUCTEM Ha OOJIBIIIME PACCTOSHUS M MOKa OCTAIOTCS MEPCICKTHB-
HOM TEXHOJIOTHEH H3-3a psijia HEPEUISHHBIX IpobjieM ¢ GpopMupoBaHueM U ¢o-
KYCHUPOBKOM JIyya.
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MOJEJUPOBAHUE MPPT KOHTPOJLJIEPA COJIHEUHOM
BATAPEU B CPEJE MATLAB/SIMULINK

B pabome npuseoena moodenv corneunon bamapeu ¢ MPPT konmpoanepom, oc-
nosannom na LIIUM ynpasnenuu DC/DC npeobpazosamenem. Onucarn ancopumm pa-
oMbl KOHMPOLLEPA U PE3YTbMANbL MOOETUPOBAHUSL CUCTEMBI.

Simulink, kommponnep 3apsoa, conneunas 6amapes, corneunas 31eKMpPOCMAH-

yus, MPPT, mooenuposanue.

Gistcov Vladislav Gennadevich

MODELLONG THE MPPT SOLAR BATTERY CONTROLLER IN
MATLAB/SIMULINK

The paper presents a model of a solar battery with an MPPT controller based on
PWM control of a DC/DC converter. The algorithm of the controller operation and the
results of the system simulation are described.

Simulink, Charge controller, Solar battery, Solar power plant, MPPT, Simulation

Bsenenne

Bce 6ombinyro momyasipHOCTh B MUpPE HaOUPArOT adbTePHATHBHBIC HCTOY-
HUKHU DHEPTUH, B YaCTHOCTH, JUIS AJIEKTPOCHAOKEHUSI YACTHBIX JOMOB aKTHBHO
UCIIONIb3yeTCsl THOPUIHAS YCTaHOBKA, OCHOBAHHAS Ha KOMIUIEKCHOM HCIIOIB30-
BaHUU BETpa W COJHEYHOU dHEepruu. s mpeoOpa3oBaHus COHEYHOTO M3ITyde-
Husg (nanee CU) B aneKTpuyuecTBO MPUMEHSIOT coyiHeuHbIe OaTapeun (nanee Cb),
a JyIsl MOBBITIICHUS d()PEKTUBHOCTH MOCIEAHUX UCTOJIB3YIOT Pa3IUYHBIC aJro-
PUTMBI, 3aJI0KEHHBIE B KOHTPOJUIEP, SBIsAOMIMICA 3BeHOM Mexay Cb u motpe-
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outeneMm. CoBpeMeHHbIE TUIBI KOHTposuiepa 3apana — MPPT (Maximum Power
Point Tracking/cnexenue 3a TOUKOM MaKCUMaJIbHON MOIIHOCTH) - UCIIOJIB3YIOT
pa3MYHbIe AJTOPUTMBI JJI MOUCKA HAWIYYIIeH TOUKM MO HANPSHKEHUIO JUIS
cHsATUS HambOombieil MonHoctu co Chb. s oTpa®oTku anropuTMoB mpeasiara-
€TCsl MOJIeTIb COJHEYHOU aekTpocTaniuu (nainee COC), no3podsitomed 000H-
THUCh 0€3 COOpPKH Ha peabHBIX dJeMeHTax [1-7].

OcHoBHas YyacTh

Jlist monenupoBanusi kKoutposuiepa CIOC (puc. 1) Obun BeiOpansi: 4 Cb no
220 Bt na 24-35 B — aavid solar asms-220p, akkyMyisTopHas O6aTtapes (nanee
AKB) 24 B na 200 A-4, navanbubsii 3apsin 20%. B monenu umeercss GyHKIus
orkiroueHus Cb npu nepesapsine AKB, HoO ocHOBHOI ymop uaeT Ha peayv3a-
ruto anroputMoB MPPT. Hacrpoiika Simulink: Discrete 1e-06s, ode23tb [8-9].

Puc. 1. Mooenv konmponrepa COC

CrpykrypHas cxema COC ¢ MPPT koHTposiepoM MpoAeMOHCTPUPOBaHa
Ha puc. 2.

MPFT koHTponnep
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Puc. 2. Cmpykmypnas cxema mooenu.

MPPT xonTposiep npeactasisier codoi ymnpasnsembiii DC/DC npeoOpa-
30BaTelbh U COCTOUT M3 MOCJIEIOBATEILHO COSAMHEHHBIX MOBhIMatomero (boost)
u nnonmxatotiero (buck) DC/DC npeoOpasoateneii [2].
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Pacuer MUHMMaNbHBIX 3HAYEHUU NJII 3JIEMEHTOB CXEMbI MOBBIMIAIOIIETO
npeoOpazoBaTes HaXOAUTCS CIETYIOMUM 00pa3oM:
Vip Vop — Vip) 24(100 — 24)

~ fsw-Al-V,, 5000-0,3667-100

Loy (Vop — Vip)  8,8(100 — 24)

~ fsw-AV-V,, 5000-1-100

rne Vi, — HampsbkeHue Bxoja boost mpeoOpasoBatens, U3 auanasoHa 24-35 B

BbIOUpaercs pabouee HampspkeHue 24 B; V, — BbIXOAHOE HampsbkeHHe boost

npeoOpa3oBarenss u npuHuMaetrcs paBHbM 3a 100 B; fsw — wacrora IIIHM,

npuHuMaercs 3a S5 kl'm; Al — momycTuMoe OTKIIOHEHHE MO TOKY, IPUHUMAETCSA

= 9,95 MI'un

= 1337,6 MkD

3a 1%, 49ro B mepecuere C  HOMHMHAJIBHOTO  BXOJHOIO  TOKa
P./Vin=220*4/24=36,67 A nmaer 0,3667 A; l,, — HOMHUHAJIBHBIA BBIXOJHOM TOK
Py/Vin=220%4/100=8,8 A; AV - nomycTUMOE€ OTKJIOHEHHE M0 HANPSKEHUIO,
npuHUMaeTcs 3a 1%, 4ro B mepecyere ¢ HOMHUHAJIBHOIO BBIXOJHOIO HaIpsikKe-
Hus 100 B pasusiercs | B.
Pacyer MUHUMAaNbHBIX 3HAYCHWH AJIA DJIEMEHTOB CXEMBI MOHWKAIOIIETO
npeoOpa3oBaTessl HaXOUTCS CIEAYIOMNUM 00pa3oM:
_ Vop(Vip = Vop)  24(100 — 24)
~ fsw-AI-V, 5000-0,3667-100
C=— =237 __ 382 mkd,
8:fsw-AV ~ 8:5000:0,24
rae Vi, — HampsbkeHue Bxoaa buck mpeodpazosatens 100 B; V,, — BbixoaHoe
HanpsbkeHue buck mpeoOpazoBaTes U MpUHUMAaeETCs paBHbIM 3a 24 B; fsw — va-

crota [IINM, npunumaercs 3a 5 kl'i; Al — nonmycTuMoe OTKIIOHEHHE MO TOKY,

= 9,95 Ml

npuHuMaercss 3a 1%, yTO B mepecuere ¢ HOMUHAJIBHOTO BXOJHOTO TOKa
Py/Vin=220%4/24=36,67 A nmaer 0,3667 A; AV - nomycTuMoe OTKJIOHEHHE IIO
HaNpsHKEHUIo, TpuHUMaeTcs 3a 1%, 4To B mepecyeTe ¢ HOMHUHAJIBHOTO BBIXO[I-
Horo HanpspkeHust 24 B paBusercs 0,24 B [3].

st peamuzaniuu MPPT Obut BeIOpaH MIMPOKO pacHpOCTpaHEHHBIN ajro-
put™ P&O (perturb and observe) - meTon Bo3mytieHust U HabmoeHus (puc. 3)
[10]. KoHTposiep BBIMOIHSAET MOJIHOE CKAaHMPOBAHKUE MapaMETPOB MOJAKIIOYCH-
HOI'O K HEMY COJIHEYHOI'O MOZYJISI U PACCUMTBHIBAET TEKyllee nojoxenne TMM
(TOYKM MaKCHUMaJIbHOM MOIIHOCTH). {7 MOAenupoBaHus, BBUIY HEOOIBILIOTO
BPEMEHHOI'O Juana3oHa, aJrOpuTM paboTaeT MO H3MEHEHHIO H3BJIEKAaeMOil
MotHocTH U3 Cb U He coIepKUT BPEMEHHOM May3bl JJIs I€aKTUBALUU TTOUCKA
TMM.

Ha puc. 4 moxxno Habmonate BeipaboTKy MomHocTH Cb ¢ ucnonb3oBaHu-
eMm pexxuma MPPT u 6e3 nero. ITpu conneunom uznyuenun 1000 Br/m? ¢ MPPT
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pexumom Cb BripabatsiBaeT okoso 865 BT, 6e3 — 789 Br. [Ipu moaenupoBanuu
¢ MPPT wnabmronarorcst pe3kue OPOCKH IO MOIIHOCTH, YTO OOBSCHSETCS HE
CKOMIIEHCUPOBAHHBIMH TMEPEXOIHBIMHU MPOLIECCAMH U MOTPEMIHOCTAMH, HO 3TO
HE MellaeT KOHEUYHOH padoTe aJiropuTMa.

Ha puc. 5 moxxno Habmonate BeipaboTKy MomtHoctu Chb ¢ ucnonb3oBaHu-
eM pexxuma MPPT npu U3MEHEHUM COJTHEYHOTO M3JIYyYEHHsS] BO BPEMEHU M OC-
uiorpammy MoiHoctu 3apsiga AKB npu MPPT (momHOCTh 3apsiia mocie
noreps Ha koutposepe). Ilpu CHU 1000 Br/m? ¢ u 6e3 MPPT — 865/789 Br,
300 B1/m? — 255/238, 700 Bt/m?> — 605/551 Bt. MomHocTh 3apsana (Y4uThIBAaeT
notepu) — 850, 250, 600 BT cooTBeTCTBEHHO.

( Start

Read v(k)and I(k)
/ from the panel /

P(k)=V{k)*T(k)

:
dp =P(k)-P(k-1)
dv =V (k)-V(k-1)

Drift existence

|

|

\ loop \
Y cavsos! LAY

FeE———————————
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| bt
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Puc. 3. Ancopumm P&O.

181



4 Scope - a X 4 Scopell — m] X

File Tools View Simulation Help ¥ File Tools View Simulation Help ¥

(ORI CNON = Fo| || F S G- S0P & A FE-

Ready Sample based T=0.500 Ready Sample based

Puc. 4. Ocyunnoepammor evipabamvieaemori mownocmu Cb, cnesa — c MPPT,
cnpasa — 6e3.

4| Scope - [m} X 4| Scopel3 - m] X

File Tools View Simulation Help L] File Tools View Simulation Help ]

@-| B0 P I SRR @- 0P E I SR

Ready Sample based T=1.000 |Ready Sample based | T=1.000

Puc. 5. Cnesa ocyun. mownocmu CBh, cnpasa — mownocms 3apsioa AKB.

B pa6ote ocymectieno moaenupopanue MPPT kontpomiepa ¢ P&O an-
TOPUTMOM, MOKa3aHa paboTOCIOCOOHOCTh MOJEIH U AJITOPUTMA [0 PEATTbHOMY
o0Opasity coiHeyHoU Oarapeu. Mojenb peanin3oBaHa Ha OCHOBE Habopa (yHK-
[IUOHAJIBHBIX OJIOKOB, KOTOPbIE MO3BOJSIOT OCYLIECTBUTHh MOJEIMPOBAHUE KaK
JIOTUYECKUX, TAK U CHJIOBBIX YAaCTEH peajbHOI0 yCTpoucTBa. Takke npuHHUMA-
I0TCS BO BHUMAaHHE BCIJIECKU U MOTPEIIHOCTH, 00YCIOBICHHBIE YUCICHHON He-
TOYHOCTBIO HCTIOJIB3YEMbIX METOAOB pacyeTa BHYTPU MPOrPAMMHOTO KOMILIEK-
ca.
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I'pynToBckui Beesonon Mropesny

AHAJIN3 U CBOP UHO®OPMAILINU JJIAA CO3JAHUSA KOHOENIINHU
POBOTA-ME/JIBPATA

C pocmom mpebosaruti K pOOOMOMEXHUUECKUM CUCTEMAaM, 001a0arUum no-
BLIUEHHOU ABMOHOMHOCMbBIO, A MAKHCE C YBeNUUEHUEM KOTUYECMBA MEOUYUHCKUX PO-
O0mos-medbpamos Ha pviiKe, BO3HUKAEN AKMYANbHAS NOMPEOHOCIb 8 MEXHON0USIX
OYEeHKU U CPABHeHUs UX cmeneru d¢gexmusnocmu. B 0annoi cmamve npediazaemcs
chopmynuposams Memoovl OYeHKU U KIACCUGuUKayuu cmeneHu asmoHOMHOCMU PO-
bomos-medbpamos. [Ipednodxcennviti N0OX00 HANPABIeH Ha CUCMEMAMU3AYUIO OYEHOK
Kauecmea u 3¢ghghexmusHocmu npUMeHeHUus: A8MOHOMHbBIX pOOOMOB-Medbpamos 8 me-
ouyure. Imo no3eoaum ObICMPO NOO20MOBUMb MEeMOoOUYecKylo 6a3zy 0nia UWUPOKO2O
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8HeOpeHUsi poOOMOMexXHUKU 8 MeOUYUHCKYI0 npakmuky. OQOHUM U3 NONOHCUMETbHBIX
CIe0CmBUll maxKo2o CUCMEeMHO020 N00X00d ABNAemcs YHUpUKayus Gopmyiuposox u
pewterull (Mooynell) 8 3a0auax, C8A3aHHbIX C OYEHKOU U CPABHEHUeM CMeneHu aemo-
HOMHOCIU MEOUYUHCKUX POOOMOB-MedOpamos.

Pobomomexnuueckas cucmema, pobom-meddbpam, pobomomexHuxd, asmoHoOM-

HOCMb POOOMOS.

Gruntovsky Vsevolod Igorevich

ANALYSIS AND COLLECTION OF INFORMATION TO CREATE THE
CONCEPT OF A NURSE-ROBOT

With the growing requirements for robotic systems with increased autonomy, as
well as with the increase in the number of medical robotic nurses on the market, there
Is an urgent need for technologies for evaluating and comparing their degree of effec-
tiveness. This article proposes to formulate methods for assessing and classifying the
degree of autonomy of robotic nurses. The proposed approach is aimed at systematiz-
ing assessments of the quality and effectiveness of the use of autonomous robotic nurs-
es in medicine. This will allow you to quickly prepare a methodological base for the
widespread introduction of robotics into medical practice. One of the positive conse-
guences of such a systematic approach is the unification of formulations and solutions
(modules) in tasks related to assessing and comparing the degree of autonomy of med-
ical robotic nurses.

Robotic system, nurse robot, robotics, autonomy of robots.

Bsenenne

C tex mop, Kak MEIUIIMHCKHE POOOTHI BIEPBbIE HAYalIM TOSIBISTHCS B
1980-x romax, OHM MPOW3BENN PEBOJIIOIUIO B OTPACIH 3/IPAaBOOXpaHEHUs. Phi-
HOK pOOOTHM3UPOBAHHBIX MEAUITMHCKUX YCTPOWCTB Pa3BHBACTCS C KaXIbIM TO-
oM. brarogaps mocTukeHUsIM B 00JaCTH MCKYCCTBEHHOTO MHTEJUICKTA U TEX-
HOJIOTHH, WCIIOIB30BaHUE POOOTH3UPOBAHHOTO MEIUIIMHCKOTO O00O0PYIOBaHUS
pactmmpuiiock. Tak Bo Bpems mannemun COVID-19, roe meaumnuHckue padoT-
HUKHU UCTOJIb30BAIM MEIUIIMHCKHAE POOOTOTEXHUYECKHUE YCTPOMCTBA ISl Orpa-
HUYEHUSI BO3JICUCTBHS Ha 4YeJOBEKa OO0JIE3HETBOPHBIX MATOreHOB. Tak poOOT
Tommy nomMoran Bpayam U MeJCECTpaM yXa)KMBaTh 3a MAIlMEHTAMHU C KOPOHa-
BupycoM. OH ucnosib3oBaics B 6onpHUIE CHpkoso B Bapese, ropoje B cerep-
HOM wactu JlomOapanuu, KOTOPBIM SBISETCS SMUIEHTPOM BCIBIIIKA KOPOHABU-
pyca B Utamuu. [1o cBoelt cyTu poOOT SBIISICS OOBIYHBIM ACCUCTEHTOM OT KOM-
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nanuu Sanbot. Eciim o6opymoBaTh poOoTa HEOOXOAMMBIMU JaTYUKAMH U CIIe-
[IUATBHBIMA MHCTPYKIMSIMH, TO BO3MOXHO CHSThH OOJbIlIee KOJIUYECTBO PYTHH-
HBIX 33724 MEIUIIMHCKUX PaOOTHUKOB.

[lepBeiii mar B aHanm3e WHGOPMAIMK JI CO3JaHUS KOHIICTIIIMA MHO-
ropyHKIIMOHAIEHOTO poO0Ta Meadpara - 3TO ONpe/eNiCHHne 33aa4, KOTOphIe OH
JIOJKEH BBITIONHSTH:

1. U3mepenue mapamMeTpoB MalMeHTa, TAKUX KaK TeMIepaTrypa Tela, JaBie-

HUE, ITyJIbC, YPOBEHB KUCIOPOa B KPOBH.

2. Tlomaua JeKapCTBEHHBIX CPEJCTB, KOHTPOJb 3a MPABUIBHOCTHIO MPHUHS-
TUS MEIMKAMEHTOB, a TaKkXe MH(POPMHUpPOBAHUE MAIMCHTA O PACTICAHUU
npuemMa JeKapCTB.

3. Ocy1iecTBIeHUE MEPBUYHOTO 00CIIEI0BaHUS TTAIMEHTA, a TAKXKe TOMOIITh
MIPH MTPOBEJICHUU TUArHOCTUYCCKUX MPOIEAYD, TAKUX KaK B3STHE aHAJM-
30B U 00paboTKa MOJy4eHHOU HH(OpMaIuu.

4. Obecneuenue kom(popTa TAIMEHTa, BKJIKOYAs IMOJATOTOBKY K KpPOBATH,
yXO7I 32 KOXKEl, CMEHY Oelbsi U Ipyrue MEepOnpHUsTUS.

5. KoMMyHHKaI¥s ¢ TAIUEHTAMH W WX POJICTBEHHUKAMH, MPEIOCTABIICHNE
UM HE0OXOAUMBIX MH(GOPMAIIHii, OTBETHI HA BOMIPOCHI U MOJIJICPIKKA.

6. [Mogmepxka METUIIMHCKOTO MEPCOHANA, BKIIIOYAs 1MOJa4y HE0OXO0IUMOro
000pyI0BaHUSI U MAaTEPUAJIOB, & TAK)KE TIOMOIIb B IPOBEICHUN MEIUIINH-
CKHX TIPOLIETYDP.

7. OcymiecTBICHHE KOHTPOJIA 32 COOJIFOACHUEM Mep 0€301MacHOCTH U THTHE-
HBI JJI IPEIOTBPAIICHUS PACIIPOCTPaHEHUs HHPEKIUA 1 ApyTUx 3ab0s1e-
BAHUI.

AHaJIU3 CYIIECTBYHOIIMX POOOTH3HPOBAHHBLIX CHCTEM B MeAUIIMHCKOM

NMPaKTHKe, YTOObI BHISIBUTH UX MPEUMYIIECTBA U HETOCTATKH.

breio BeiOpano 3 po6ota(Moxi, Tommi u Hanwha), koTopsie ucmnosib30Ba-
JUCHh B MEIUIIMHCKUX YUPEKACHUIX, JIJIST TIOMOIIU BpadyaM U 3a00TOM O TaIueH-
TaX. Tak Ha CPaBHHUTEJIHbHON TAaOJIMIIE BUIHO, YTO MHOTHUE POOOTHI MPEACTaBIIs-
10T c000# poOOTOB-aCCUCTEHTOB, MOJICPHU3UPOBAHHBIX JJIs1 paOOTHI B OOIHHU-
nax. [IpencraBineHHbie 00pa3Ibl MOKHO CUYMUTATh OTIWYHBIM MPUMEPOM POOO-
TOB-MeI0OPaTOB.
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Taomuna 1
CpaBHeHre PYHKIIMOHATLHOCTH aBTOHOMHBIX MEIUIIMHCKUX POOOTOB

Po6oTt Hanuune HocraBka | [loctaBka | [locTaBKa CBA3b C ABTOHOMHOE
MaHunynATopa | neKkapcTB | eabl Na6. oOpa3loB | OKTOPOM | nepeaBHXeHWe
Moxi

Tommi HeT HeT HeT HeT na aa
Hanwha Het

PoboTt Bpems paboTthbl, .qox nnaT thopma Cxopocrb nonesﬂan nanhl-loch
yac CTaHLMA nepeanKeHun Harpy3ka | cKaHMpOBaHWA

Moxi 8-10 50 (6) 25
Tommi 10-24 na ROS 1.1 0.8 m/cek - 16
Hanwha 19 aa Tug 0.76 m/cek 60 30

Moxi(Fetch robotics) Tommi(Sanbot) Hanwha(Tug)

Puc.1. Meouyurnckue pobomol
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w | AHanMzaTopbl, Enokun obpaboTku v aHanwaa napameTpos
| supeoceHcoprl aHaNW3aToRoE U BWAECMHbopPMaLIMK

WHTenekTyansHas cucTema poboTa-menbpata

i

WHTeptheic

v ¥

Cuctema CucTema ynpaeneHna 2 ChucTema cBa3n 0 3afaHne oT
- OPUEHT 3LUMK i poboTom-mepbpaTom C AWUCneT4epom onepaTopa
(nansHomep, lidar) *

Y

Mpreoabl

\ 4 / ¢

WMaeewaTenn

BH}"TLI:E!HHEEH CucTema CucTema xpaHeHns CucTema

nHcho pMELIAK nepeasumeHns NoNe3HoA Harpy3Ku YNP3BENEHWA PYKOoA-
(nekapcTea, MHCTPYMEHTEI U T.4.) MaHWNYNAT opoM

A | |

WcNoAHWT 8NEHEIE CUCT eMBI poBoTa-Me,ﬂ.BpaTa

Paboyan noeepxHocTE W cpefa poboTa-menbpaTa

Puc.2. Brok-cxema poboma medopama

W3 npeacTaBiaeHHOW TaOIMIIBI BUJHO, YTO HA TEKYIIUA MOMEHT (PyHKIHU-
OHAJIBHOCTh POOOTOB-MEA0PATOB, MO3BOJISIET CHATh HEKOTOPHIE PYTUHHBIE 3a/a-
9l C MEAULMHCKUX PaOOTHHUKOB. W, HakoHel, HEOOXOANMO M3YYUTh BO3MOXK-
HOCTH TEXHHUYECKHX CHCTEM, KOTOpbIe OYyAyT HCIIOJIb30BAThCA TPU CO3TAHUH
poboTta-MeadpaTa, TAKUX KaK UCKYCCTBEHHBI MHTEIJICKT, MAIIMHHOE 00yYeHHE,
IaT4uKu, MoTopuka. KpoMe Toro, ucrosib3oBaHue IaT4YUKOB MO3BOJISIET PoOO-
TaM-Me[0paTtaM Moyy4aTb MHPOPMALMIO O COCTOSIHMM MallMeHTa, a MOTOpPUKA
TI03BOJISIET UM BBITIOJIHATH CJIOKHBIE MAaHUIYJISALNN, HAIPUMED, TPOBOAUTH XU-
pyprudeckue omepamuu. B menom, pa3BuTHE TEXHUYECKUX CUCTEM M MPUMEHE-
HUE HOBBIX TEXHOJIOTWW B MEAMIIMHE OTKPBHIBAET IIUPOKHE BO3MOXKHOCTH JIJIsI
coznanus 6osiee 3QPEKTUBHBIX U PYHKIIMOHAIBHBIX PpOOOTOB-MEI0OPATOB, KOTO-
pBI€ TIOMOTYT CHSITh Harpy3Ky ¢ MEIUIIMHCKUX paOOTHUKOB U 00eCreunTh OoJiee
BBICOKYIO KaU€CTBO METUITMTHCKOU ITOMOIITH.

B3aumopeiicTBue podoTa-Mendpara U 4ea0BeKa.

PoGoT-mMendpar noKeH yMeTh BECTH ce0sl Tak, 4YTOObI HE BBI3BIBATH Yy Ma-
IIMEHTOB YyBCTBA HEJOBEpHUS WIN CTpaxa. BaxkHO M3ydnuTh cIOCOOBI KOMMYHHU-
KalluM MEXJy MEAUIMHCKUM T[EepCOHAJIOM U MalUeHTaMH, 4YTOObl poOOT-
men0pat Mor 3¢G(EeKTUBHO KOMMYHHUIIMPOBATh C MallMEHTaMHU M JIETKO OCY-
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HIECTBIISITh Nepenady unHpopmanuu. B3aumopeiictBue namueHtoB ¢ PoboTom-
MeJ0paTOM MOJKET 3aBUCETh OT HECKOJBKHX (PAKTOpOB, TaKUX KaK BO3pacT U
3I0POBbE MAIMEHTA, €r0 OMBIT PA0OTHI C TEXHOJIOTUSIMU U YPOBEHb KOMpOpTa B
oOmeHuu ¢ podotamu. s OoybIIMHCTBA MAIMEHTOB B3auMo/ieicteue ¢ Pobo-
TOM-MEI0PATOM MOKET ObITh HOBBIM M HE3HAKOMBIM OMBITOM, TO3TOMY POOOT
JOJIKEH OBITh CIIOCOOEH MPEIOCTaBUTh MHCTPYKIUU TI0 UCIIOJI30BAHUIO U OMH-
ChIBaTh MpOIECChl M JCHCTBUSA JIs YJIy4dlllEeHWs OIbITa MainueHta. PoboT-
MeJ0paT MOKET OBbITh OCOOEHHO TMOJIE3€H JI MallMeHTOB, KOTOPhIE HUCIIBIThIBA-
IOT CTpax Mepell MEIUIIMHCKUM TEPCOHAJIOM WM MOJBEPIIIMCh TpaBMaM HIIU
onepanusaM. B aTom citydae, poO0OT MOXKET PeNOCTaBUTh 0o0Jiee YIOTHYIO U Oe3-
OMAacHy10 aTMoc(epy Ul MalMeHTa, YTO MOKET MOMOYb YMEHBUIUTh CTPECC U
HOBBICUTH YPOBEHb JIOBEPUSL.

Hcnonb3oBanne 6a3bl MEAUIMHCKUX JAHHBIX NAIUEHTOB.

J51g TOro, YT0OBl UCKYCCTBEHHBIN MHTEIJIEKT MOT TOYHO OINpPENEIUTh IIPU-
3HaKM 3a00J1eBaHMsl, HEOOX0IMMO 00yUYaThCsl Ha IOCTOBEPHBIX JaHHBIX. J[aHHbIE
JUIsl 00y4YeHUs MOTYT OBITh MOJYYEHBI U3 Pa3UYHBIX UCTOYHUKOB, TAKUX Kak
AJIEKTPOHHASI MEAMIIMHCKAs KapTa, KIMHUYECKHUE JIaDopaTOpHbIE UCCIIEA0BaHus,
TEeHETUYECKUE JaHHbIC, PE3yJIbTaThl 3JIEKTPO(PU3NOIOTHUECKUX HCCIIET0BaHUMN
(manpumep, 201" unu OKI') u quarnoctuyeckue nzodpaxenus. [lepen Tem, kak
JaHHbIE OyIyT UCMOIb30BaHbI IJIs1 00YUEHUs UCKYCCTBEHHOTI'O MHTEIIEKTa, OHU
IPOXOJIAT ATall aHHOTHUPOBAHMSI CIIEUATUCTaMU. Bpaunu mpoBOJST NeTaabHBIMA
aHaJIU3 AMATHOCTUYECKUX CHUMKOB, JAHHBIX 3JIEKTPO(YU3HNOIOTHUECKUX U TeHe-
TUYECKUX HCCIIEIOBAaHUM, OCTaBIIsIsl CBOU 3aKIIOUYEHMs, KOTOpPbIE CTAHOBSITCS
opuentupoMm st MU. Takoi noaxox mo3BOJSAET MOBBICUTh TOYHOCTh U JOCTO-
BEPHOCTh PE3YJIbTATOB, MOJYyYaE€MbIX B XOJ€ pabOThl MCKYCCTBEHHOTO HMHTEJ-
JIeKTa.

IIpuMepbl 0Te4eCTBEHHOT0 M 3apy0e:KHOro ombiTa npuMmeHenns WU
a1 anaamsa JDKI':

1. Cepuc "OKI™" or CoepMenllM npeacTaBisieT YHUKAJIbHYIO BO3MOX-
HOCTb JJI CHEIMATIMCTOB MEIUIIMHCKOTO COO0IIECTBa CYLIECTBEHHO COKPATUTh
BpeMsi 00pabOTKH 3JIEKTPOKApAUOTPaMMBbI MAIIMEHTOB, HAXOASIIUXCS B KPUTH-
YeCKOM COCTOSIHMU. briaromaps 3TOMy HMHHOBallMOHHOMY IIOAXOIY Bpayu-
HKCIIEPTHI MOTYT IPOBOANUTH OHJIAMH-KOHCYJIBTAIIUU U ONPEIENATh NajbHeime
peaHNMAaIMOHHbIE MEPOIIPUSITHS C BBICOKOH TOYHOCTBIO U CKOPOCTBIO.

2. B xypnane International Scholarly Research Notices Obuto mpoBeneHo
HCCIIEIOBaHHE, KOTOPOE OMUCHIBAET MHHOBAIMOHHYIO HEMPOHHYIO CETb, CIIO-
COOHYIO OMpEENATh HAM4YKMe HIIEeMUYecCKuX 30H (oOnactei, MMEIOIuUX Heno-
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CTaTOYHOE KPOBOCHAOKEHHNE) Ha AJIEKTPOKApIUOrpaMMax. ITa TEXHOJIOTHS J1aeT
BO3MOXKHOCTh KJIaCCHU(UIIMPOBATh HOPMAJIbHBIE YYaCTKH CEpilla M BBIJICIUTH
obsactu, TpeOyrolre 0co00ro BHUMaHUS U JTOTIOJIHUTEIBHBIX HCCIICI0BAHUH.

3. Komanpga uccnenonaresie u3 HIPHYWKIHBCKOTO MHCTUTYTA MEPEIOBBIX
TEXHOJIOTUH co37ajla HOBYIO HEHPOHHYIO CETh, CIIOCOOHYIO JIMarHOCTUPOBATH
MPU3HAKU TAPOKCU3MAJILHOW apUTMHUU - CEPJASYHOTO 3a00JIeBaHUs, KOTOPOE
MPOSIBIISICTCS. B BUJEC MPHUCTYNOOOPA3HOTO y4YallleHUs CEPACYHOro puTMa. JTa
pa3paboTka MOXKET CYIIECTBEHHO YJYUIIUThH MPOIECC NUArHOCTUKU U JICUCHHS
9TOTrO 3a00JICBaHUS.

BeiBOALI.

B niepBoii yactu mpeacTaBieHbl 3a7jadul, KOTOPbIE JOJHKEH BBITIOJIHATH PO-
0o1-men0par. BeimonHeH 0030p aHAJIOroB MEIUIIMHCKUX POOOTOB MOIXOISIINX
oJ; Kputepuu 3aad. OnucaHbl OCHOBHBIE PUHIIMIIBI B3AUMOICHCTBUS MEXKIY
YeJIOBEKOM U poOOTOM. 3aTeM IpejyiaraeTcsl MCIOIb30BaHUE HeHWpoceTer s
aHaJIM3a COCTOSIHUSA NMAlMEHTOB. B 3aKiIt0OUeHUH, OTAaBas OTYET CIOKHOCTH pac-
CMOTPEHHOM MPOOIEMBbI XOUETCs YBUJICTh JalbHEHIIIEe pa3BUTHE ITOU OTPACIH
B Mupe. Beap coTpyaHuuecTBO poboTa-Mea0paTa U Bpaya MOMOXKET YIYYIIUTh
pe3yJIbTaThl JUATHOCTUKH M COXPAHUTh BpeMs Ha OOIIECHHE C TAIMEHTOM.
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VK 656.7.025
IOpos 0puii IOpeeBru
HABEMHAS IIVIAT®OPMA JIJI5 BILJIA TOCTABKH

B nocneonue 200vl ucnonvzosanue O6ecnuioOmHuIX JEeMAMENbHLIX ANNAPAMOo8
(PIIJ/IA) ona oocmasku mosapos u epy308 cmaio ece Oonee nonyisapuvim. OOHaKo,
cywecmeyem pso npoodiem, CEA3AHHLIX C IMUM NPOYECCOM: O02PAHUUEHHBLI paouyc
oeticmeus BI1JIA, neobxooumocmv noo3apsaoxu uiu 3amMersbl akKKyMyasamopos, a mak-

ace CloasicHocmu npu nocaoke Ha H€p06H01:i no6epxXrHocnu. B smoti cmamwve mbl
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pacmompum 4mo maxoe Niam@opma u npeoroN’CUM HOBYI0  MOOelb A8MOHOMHOU
niamgopmol, NpeoOHA3HAYEeHHYI0 O]l peuleHus 3a0ay npuema mosapos om OpPOHOS,
3apAOKU AKKYMYJISIMOPOS, 8b10ayll mosapa, a makx Jce e20 XPAHeHUs: U 3auumol om
HeONa2oNPUSIMHBIX YCA0BUIL.

Yurov Yury Yuryevich
GROUND PLATFORM FOR UAV DELIVERY

In recent years, the use of unmanned aerial vehicles (UAVSs) to deliver goods and
cargo has become increasingly popular. However, there are a number of problems as-
sociated with this process: the limited range of the UAV, the need to recharge or re-
place batteries, and the difficulty of landing on uneven ground. In this article, we will
consider what a platform is and propose a new model of an autonomous platform de-
signed to solve the problems of receiving goods from drones, charging batteries, issu-
ing goods, as well as storing and protecting them from adverse conditions.

Beenenue. OCHOBHOE Ha3HAYEHUE ABTOMATHUYECKOW TIATQOPMBI — pellie-
Hue npobaeMbl Manoro BpemeHu padotel BIIJIA konrepHoro thuna (6ecnuiioT-
HBII JIeTaTeNbHBIA annapar). Annapar MOKET BBIIIOJIHUTD 3apAJIKy WIH 3aMEHY
OaTtapeil B MOCaJI0YHOM CTAHIIUMU, U TPOJOJIKUTL CBOIO MHUCCHIO. Take Takue
m1aTGOPMbI MOTYT UMETh U ApyTrHe (YHKIHMH aBTOMAaTUYECKOI0 HA3€MHOI0 00-
cinyxuBanus bBIIJIA — nonmydenue rpy3oB, ykpbiTue u xpanenue bIIJIA, oOmen
JAHHBIMH U T.II.

BITJTA umcrnons3yroTcst [uisi IMPOKOTO Kpyra 3a7ad, TAKUX, KaK JTOCTaBKa
Ipy30B, U3yUYE€HUE MECTHOCTHU, COOp JaHHBIX U T.l1. Cpeau CyleCTBEHHBIX HEJ0-
CTaTKOB MOKHO BBIIEJIUTh MAaJCHbKUNA O0OBEM aKKyMYJSTOpa, YA3BUMOCTH CH-
CTEM JMCTAHIIMOHHOTO yNpaBlieHUs, U Bbicokui myM. Cama matdopma nomo-
XKET YCTpaHUTh psia npooseM. OHa obecnedyuT KoM(OPTHYIO BbIJady TOBapa
KJIMEHTY, U M30aBUT OT IlIyMa MpHU JOCTaBKe. Takke Mpu MOcCaJKe JpOHa Ha
mwiatgpopMy, oHa OyJIeT 3apsKaTh aKKYMYJISITOPBI, YTO MO3BOJIUT YBEJIUYUTH J0-
CTYIHYI0 30HY nokpeitus [1], [3], [4], [5].

[lenp mpoekTa 3akii04yaeTcss B TOM, YTOOBI CO3JaTh MOJENb ABTOHOMHOM
m1aTQopMBbl, IPEeIHA3HAYCHHYIO Ui PELleHUs 3aJa4 IpremMa TOBapoB OT JIpo-
HOB, 3apSAJKH aKKyMYJISITOPOB, BBIJIJaYM TOBapa, a TakK K€ €ro XpaHeHUs U 3allu-
Thl OT HEOJIArOMPUATHBIX YCIOBHI [2].

Yro nmpenyaraercs:
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1) ynoOGHBIM cepBUC, ¢ OBICTPON TOCTABKOW U MOJIYYCHUEM;

2) aBTOMaTtuyeckoe (YHKIIMOHUPOBAHUE, KOTOPOE OOECHEYUT ABTOHOM-
HOE (PYHKIIMOHUPOBAHUE HA JUTMHHBIA CPOK;

3) HagexKHOE XpaHEHHUE, KOTOpOoe OOECHEUUT 3alUTy OT HEOJaromnpusT-
HBIX YCJIOBU;

4) nas AOCTUMIKEHUS MOCTaBJICHHOM IeNId HEOOXOAMMO PEIIUTh CIIETyIo-
e 3a7a4u;

5) pa3paboTaTh CXeMy CHCTEMbl aBTOMATHYECKOI'O YIPAaBJICHUSI CTBHIKO-
BOYHOM IIaTHOPMBI;

6) paspaboTarh CUCTEMY MOJICTUPOBAHUS CTHIKOBOYHOM TIATQOPMBI;

7) TPOBECTH KOMIIBIOTEPHOE MOJECIUPOBaHUE (DYHKIIMOHHUPOBAHUS CThI-
KOBOYHOM MJIaT(HOPMBI C UCIIOJIb30BAaHUEM pa3pabOTaHHOM CUCTEMBbI aBTOMATH-
YECKOTO yIpaBJICHHUS;

8) wuccienoBaTh HAJACKHOCTh MOJCUCTEM U MEXaHU3MOB. BHeCTH Koppek-
THUPOBKHU.

Puc. 1 Brnewnuit 061ux

[TnaTtdopma umeer npoctyro GpopMy napajienenunena. Bepxuss yacts uc-
nonb3yercst At mocaaku BITJIA, oqHa U3 GOKOBBIX CTEHOK UMEET OKHO JJIS BhI-
nayu ToBapa (cM. puc. 1). BHyTpu HaxoauTcs KOHBeWepHas cuctema (puc. 2).
J1J1st TOBBILLIEHUS HAJIEKHOCTH OHA OCHAILIEHA JBYMs IBUraressiMu. B aTom ciy-
yae, ecJId OJUH BBIMAET U3 CTPOs, TO CUCTEMa MPOAOIKHUT (HYHKIIMOHUPOBATH.
Jlns mepexiroueHusi pekKMMOB CHUCTEMa OCHalleHa KopoOkou mepemad. C wuc-
MOJIb30BAHUEM KOHBEHEPHOM JIEHTHI TOBAP pacHpeesieTCs BHYTPH IIATHOPMBI
MEXAY OTIesIaMu XpaHenus [6], [7], [8].
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[Iporeaypa 1OCTaBKK TOBapa BHITVISLAUT cieayromum odpaszoB. BITJIA mpu-
3eMJIIeTCSl Ha CBOOOIHYIO MOCAOYHYIO TIOMIAIKY .

Puc. 2 Buympennee ycmpoticmeo

3aTeM JeTaTeIbHbIM anmapaT BMECTE C TPYy30M OTIIYCKAaeTCsl BHYTPb ILIAT-

(dopMbl, T1Ie MOCTynaeT Ha KoHBelep. CeHCOopbl CUUTHIBAIOT KOJ T'py3a U OT-
MPABIAIOT B OAWH U3 MOJOTAEIIOB KOHBEUEPHOM JIEHTHI MIPU 3TOM 3allOMUHAas B
KaKoM nojotene oH HaxoauTcs. KnueHt B3auMoaeicTByer ¢ miardopmoil ye-
pe3 TepMHUHal, Ha KOTOPOM OH BBOAUT KoA. [InaTdopma BeIOMpaeT ToBap ¢ co-
OTBETCTBYIOUIUM HITPUX KoJO0M. OOHapyKUB Ipy3, CUCTEMA NEPEMECTUT €0 B
MecTo Bbigau. Korga rpys nomeniaercs B MECTO BBIIAYH, IEPEN KIIMEHTOM OT-
KpPBIBAETCSA OJHO W3 OKOH ISl MoJlydeHus. OKHO BBIIAYM 3aKPBIBAECTCS MOCIE
yaaneHus Toeapa [9].

ABTOHOMHas MIaTGOPMa COCTOUT U3 CIECTYIOUIUX SJIEMEHTOB!

- BBIYUCJIUTENbHAS MJ1aTa Ha 0a3e MUKPOKOHTPOJLIEPa;

- UCTIOJTHUTEIbHbIE MEXAaHU3MBI - IBUTATENH, IpaliBephl, KOpoOKa nepeaad u
T.O.;

- cucteMa OecripoBoaHoM cBsa3u Wi-Fi 2.4/5.8 I'Tw;

- CEHCOpHAsi CUCTEMA - JATYUKH PACCTOSIHUSA, JABJICHUS U T.[I.

biiok ynpaBiieHUsI HICIOJIHUTENbHBIE MEXaHU3MaMH - JipaBepsl [10]
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AJroputm GyHKIMOHUPOBAHHUS CUCTEMBI
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Puc.3 Obwas 6a0k-cxema pabomul 110

Ha puc. 3 npuBenen oOmuii anroput™m (QyHKIMOHUPOBaHUS cuUcTeMbl. OH
BKJIFOYAET JTAIIbL:

Hauaso - 3amyck cucremsl.

WNuunnanu3anms mapaMeTpoB - CUMTHIBATHCA HACTPOUKH U3 (aiina.
Jnarsocrtuka - (QyHKIHS) MOTy4YeHUe pe3yibTara.

JlnarHocTuka ycrnemHo mnpoujaeHa - (BbI3oB mpolieaypbl, yCIOBHUE)
Ecnu He npormu npoBepKy TO, BBIBOJ COOOIIIEHNE 00 OITHOKE.

Ecnu nponuty mpoBepKy, TO 3ayCKaloTCs 2 mapauieIbHBIX poliecca:
OCHOBHasl MporpaMma padoThI TIATPOPMBI I MOHUTOPHUHT COCTOSIHHUS.
Ecnu B Xone MOHUTOpUHTA 0OHAPYKEHBI OTKIIOHEHUS, TO TPOUCXOIUT
BBIBOJI COOOIEHNs 00 OIMMOKe W JalbHEHIas oOpaboTKa, €CiM HeT
OIIMOOK, TO MPOJIOJDKAETCS paboTa B MITATHOM PEXKUME.

3aBepiieHne mporpaMMbl — MPOU3BOJIUTCS, €CIU T0JIb30BaTENb OCTa-
HOBWJI MPOTPAMMYy WJIM MPOU30IILIAa KpuTudeckas ommubka. B apyrom
clly4ae mporpaMmma mpojosnkaer padborats [1], [6].

Bb100p KOMIIOHEHTOB
B kauecTBe BBIUMCIHTENS MIATPOPMBI MpeIaraeTcsi HMCIOIb30BaTh 32-
pa3psaaHbiii MukpokoHTposuiep STM32L476ZGT6. OH umeeT AOCTaTOYHYIO
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IPOU3BOUTEILHOCTD ISl TIOJIOOHBIX PEIICHU U HEOOXOJUMBII HAOOp MHTEp-
deticoB (CAN, SPI, UART, GPIO).

st onpenenenust paccrosiuus BeiOpaH TOF natunk VLS3L1X. Xapakrepu-
CTUKU JaT4MKa MOJHOCTBIO OTBEYAIOT MCXOIHBIM TEXHUYECKUM TPEOOBAHUSIM:
nanbHOCTh OT 0 10 50 caHTUMETPOB, BBICOKAs 4acTOTa OIpoca.

3akioueHue

PaccmoTtpeB, uTo Takoe miaatdopma, Kak OHa yCTpOEHa U JIJIsl Yero mpeaHa-
3HauY€Ha, Mbl MOXKEM cJieaTh BbIBOA. Ha manHoM stame njist mpoekTa pas3pado-
TaH aJropuT™M (YHKIIMOHUPOBAHUS CUCTEMBI, TPOU3BEAEH BHIOOP BHIYMCIUTETS,
pa3paboTaHa CTPYKTypHasi cxemMa aBTOHOMHOM MIaT(GOpMbI U BBIOPAH KOMIIO-
HEHTHI cucTeMbl. Ha crenyromiem stamne npencTouT pazpadboTaTh CUCTEMY MOJIe-
JUPOBAHMS CTHIKOBOUHOU Tu1atdopmel. [IpoBeputh GyHKIIMOHUPOBAHUE CTHIKO-
BOYHOU IIATHOPMBI C MPUMEHEHUEM KOMITBIOTEPHOTO MOJICIMPOBAHUS U Tie-
peiTH K pa3paboTKe TEMOHCTPAIIMOHHOTO MaKeTa.
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PA3PABOTKA AJITOPUTMOB OIITUMAJIBHOM 11O
JHEPI'O3ATPATAM CTABMJIM3ALINUA ITOJIOXKXEHUA
AKTHUBHOI'O 9K30CKEJIETA YEJIOBEKA

Paccmampueaemc;l MO()eflea}l 361()611{(1 o ()UHGMZJK@ u cma6u/1u3auuu eepmu-
Ka/lIbHO2O0 Heycmoduueoeo NOJIOHCECHUA yejnoeeKka C HapyuteHuAMu ONOpPHO-
OeueameﬂbHoeo annapama epea6uﬂumauu0HHOM AKMUBHOM JSK30cKejeme. Ueﬂblo uc-
CJle()OG‘aHu}l AeJiAemcH MCCJZ@()O@CZHMB nJjl10CKo2co ()6ui)iC€Hufl MHO2CO36€EHHO2C0 NEPEBEPHY-
moeco masamHRuKa, WapHupHo 3aKpenieHnoco Ha I’lO()@UJfCHOM OCHOBAHUU - HA KoJiece.
IIpeonacaemcs ynpasnenue 08UdICEHUEM CUCTEMbL 8 8UOe 0OPAMHOU C853U, 0becneyu-
eamouiee acumnmomudecKyro ycmoﬁqueocmb u cma6uﬂu3auu10 cucmemsvl ¢ MUHUMU3A-
yueti dHep203ampam U OMKIOHeHUl om mpebyemozo nonodcenus. Ilpu nocmpoenuu
ynpaesjienust 6 uccvzedoeaHuu ucnojivb3oeaucs umepamueﬂbld I’ZOOXOC) K peuteHuro ai-
2e6pauuecx020 YPpAaBHEeHUA Purxrxamu. Pacuemui I’lpOGO()Z/UIUCb 6 .mamemamudecKom na-
xeme Wolfram Mathematica.
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Aneebpauueckoe ypasnenue Pukkamu, sx3ockenem, cmadbuiusayus, Heycmouuu-

60€ pasHoeecue, nepegepHymblﬁ MAAMHUK.

Delshan Deeb, Saypulaev Gasan Ruslanovich

DEVELOPMENT OF ALGORITHMS FOR ENERGY-OPTIMAL
STABILIZATION OF THE POSITION OF THE ACTIVE HUMAN
EXOSKELETON

We consider a model problem of the dynamics and stabilization of the vertical
unstable position of a person with disorders of the musculoskeletal system in a reha-
bilitation active exoskeleton. The aim of the study is to study the plane motion of a
multi-link inverted pendulum pivotally mounted on a movable base - on a wheel. A
feedback control of the system motion is proposed, which provides asymptotic stability
and stabilization of the system with minimization of energy consumption and devia-
tions from the required position. When constructing the control in the study, an itera-
tive approach was used to solve the algebraic Riccati equation. The calculations were
carried out in the Wolfram Mathematica mathematical package.

Algebraic Riccati equation, exoskeleton, stabilization, unstable equilibrium, in-
verted pendulum.

BBenenne

AKTUBHBIE€ 3K30CKEJIEThI MPOAEMOHCTPUPOBAIN 3HAUYUTEIbHBIA MOTEHIINAI
B 00JIACTH MEIUIIMHCKON peadmiuTanuu, 0COOEHHO sl MAIIMEeHTOB ¢ HEBPOJIO-
TMYECKUMHU 3a00JICBaHUSIMUA WJIM HAPYIICHUSIMU OTIOPHO-JBUTATEIHLHOTO arma-
pata [1-3]. AkTyanpbHOCTh MPOOJIEMBI YNpPABIEHUS AKTHUBHBIM 3K30CKEIETOM
CBs3aHA C BOIPOCAMH MEAMIIMHCKON peaduiuTanuyu — IeJeHApaBIeHHOTO
(ynpaBisieMOro) BOCCTAHOBIICHHSI MO3bI U IBUKEHUS YEJIOBEKA C HAPYIICHUSIMU
B LICHTPAJIbHOM HEPBHOM CUCTEME M B OIOPHO-ABUrareibHOM ammapare. [loma-
JIep>)KaHUe BEPTUKAIBHOTO TIOJOKECHMSI Tella y YeJIOBeKa MPEICTABISIET COOOM
OYEHb CJIOKHYIO 33/1a4y M3-32 MEXaHUYECKOW HEYCTOMUYUBOCTH MHOTI'OCYCTAaBHO-
ro Tejia YeoBeKa, OOJBIIOro Yncia crerneHeld cBoOObI [4] M1 HEOOXOIUMOCTH
YACPKUBATh MIPOCKITUIO IIEHTPA MAcC TeJia BHYTPH HEOOJBIIIOTO OMOPHOTO KOH-
typa [l, 5]. K coBpeMEHHbBIM MEAUIIMHCKUM 3K30CKEJIETaM OTHOCATCS
«ReWalk» [6], «Indego» [7], «Rex» [8] u «Eksobionics» [9]. Bce atu sx30cKe-
7eThl ObUTH pa3paOoTaHbl JJIsi MMOMOINUA TE€M, KTO TOTEPsI CIOCOOHOCTH HOP-
MaJIbHO XOJIUTh.
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B nporiecce ympaBieHHS 3K30CKEICTOM TpeOyeTcsl OIICHHBATh KOMITOHCH-
Thl BEKTOpPA COCTOSIHHSI CUCTEMBI 10 M3MEPHUTCIIBbHBIM CHTHAJaM JaTYMKOB, Xa-
PAKTEPUCTUKH CIIyYalHBIX BEJIMYMH U MIPOIIECCOB, BRIPAOATHIBATh ONITHMAJIBHBIC
IpoIIeAYPhl HAOIIOICHUS U YIIpaBJIeHUsI COCTOsIHUEM oObekTa. OHOM U3 3a1ad,
peIIacMbIX aKTUBHBIMH MEIUIIMHCKUMU SK30CKEJICTaMHu, SBIIICTCS 00ecIIeueHUe
YCTOWYHUBOCTH HECTAOMILHOTO BEPTHUKAIBHOTO TOJIOKCHUS MMAIIMCHTA C pa3JIny-
HBIMHM HApPYIICHUSIMH OIIOPHO-IBUTATCIIPHOTO aIlliapaTa W/l BECTHOYISAPHOTO
anmapara. AKTyaJlbHOCTh JaHHOT'O HCCIICIOBaHHS OOYyCIIOBJIEHA HEOOXOIUMO-
CTBIO CTAOMJIM3AlMU TTOJIOKCHUS CUCTEMbl ¢ HaMMCHBIIMMH SHEPro3aTpaTaMH
JUISL yTIpaBJICHUS ¢ 00ecriedeHneM MaKCUMaIbHON TOYHOCTH.

OcHoBHaf YacTh

PaccmoTpum cxemy akTHBHOIO 3K30CKeneTa ueiaoBeka (puc. 1): cucrema,
COCTOMT U3 JABYX 3BEHBEB IEPEBEPHYTOTO MAasTHHUKA, 3aKPEINICHHOTO Ha KoJIeCe,
CITOCOOHOM KaTUThCS 0€3 MPOCKaIb3bIBAaHUS 110 TOPU30HTAIBLHON JTUHUKM. MasT-
HUK JBKETCS B OJTHOM IIJIOCKOCTH C KOJIECOM, IPU 3TOM MEPBOE 3BEHO MasITHU-
Ka IMapHUPHO IPUKPEIICHO K HEeHTPY koieca O.

Y B ;

Puc. 1. Mooenwv sx30ckenema

BBenem o6o3HaueHus: 5, — yroa MOBOPOTa KOJIECa, OTCYMTHIBAEMBIA OT
TOPU30HTAIBLHOM OCH X B HampaBJICHUU MPOTHB YaCOBOUM CTPENKH; [j — yroi
MEXy BEPTUKAIbIO U K-M 3BeHOM; m, — Maccy Kojeca; T, — paauyc HHEPIHH
KoJieca OTHOcHTEeNbHO LeHTpa O; my — maccy K-ro 3BeHa; [, — mumHa K-ro 3Be-
Ha; 13, — paguyc uHepiuu K-ro 3Bena. [lycTh IIEHTp Macc Kojeca pacioiosKeH B
reoMerpuueckoM LeHtpe O, a HeHTp Macc KaXI0ro 3Be€Ha HAaXOIUTCS Ha pac-
cTosiHuM by, oT K-ro mapaupa. B kax oM mapHupe NpuKIaJblBacM yIPaBJIsIO-
U MOMEHT M., yIpaBISIIOIIAN MOMEHT M;, TPUIIOKEHHBIA K IIEPBOMY 3BEHY,
CTPEMUTCS MOBEPHYTH 3TO 3BEHO NPOTHUB YACOBOM CTPEJIKH; TAKOMU K€ MOMEHT,
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HO HaITpaBJICHHBIN 10 9acCOBOH CTpesKe, ICUCTBYET Ha Kojieco. Bee mapHupsl,
COCIUHSIONINE 3BEHBSI MasTHUKA, CUUTAIOTCS U1€aTbHBIMH.

Jl7is OCTpOCHUS ypaBHEHUW IAWHAMHKH SK30CKeNeTa ObLI HCITOJIb30BaH
dopmanm3m Jlarpamka. Mcxomgnast cuctema, CoCTOsIIas U3 Kojieca M IBYX3BEH-
HOTO MAasiITHHMKA, 3aKPEIJICHHOTO Ha HEM, UMEET TPU CTeNeHu cBoOozbl. Torma
ypaBHEHUE JBIKECHUS CUCTEMBI MOYKHO 3aICaTh B BUJE

AB)g+BBIG*l -G Il sin B 1= Q, (1)
rae q = ||Bo, B1, B2 |IT — BekTOp 0000IIEHHBIX KOOPAUHAT CUCTEMEL; @ — BEKTOP
000O0IIIeHHBIX CHJI, 00YCIIOBIICHHBIN YMPAaBISIONMIMMH MOMEHTaMH; A(B) — CUM-
METPUYHAs MaTpHIla KHHETUYECKON »HEpruu; B(B) — MaTpula HEHTPOOESKHBIX
U KOPUOJIMCOBBIX CHII; G — JMAarOHaJbHAs MaTpUIla TPABUTAMOHHBIX CHII. BbI-
pakeHUS JUIA yYKa3aHHBIX MaTPHIl UMEIOT BU/I;

Qoo ap1€os B, apzcos B,
A(B) = |ap1cos B, a1 aizcos (B, —B,)|,
Qp2€0s f, aizcos (B, —B,) ayy
0 —ap1Sin B, ag2sin 3,
B(B) = |0 0 arzsin (B, — B,)|,
0 —agsin (B, —B,) 0

G = %diag(O, Ao1s > Aon),
ago = Mo(R* + 15 %) + R*(my + my) , apy = R(bymy + Iymy),
Aoz = R(bymy) ,ay1 = 1¥my + 1§my, az, = 15m,, a1z = libym,; .
Jlanee B makere Wolfram Mathematica Obuta mpoBeeHa TMHEApU3aIUs CH-
CTEMBI OKOJIO BEPXHETO HEYyCTOMUMBOIO TMOJIOKEHUSI paBHOBecHs. B pesynbrare
MOJIy4EeHbI JIMHEAPU30BAHHBIE YPABHEHUS JIBIKCHUS CUCTEMBI, 3allMCaHHbBIC B
dopme Komu.
x = Ax + Bu,
x(to) = xo
Ha navansHOM dTamne pernieHus 3anadu Tpedyercss 00ecrneyuTh aCUMITTOTH-
YECKYIO0 YCTOMYMBOCTh 3aMKHYTOW cucTeMbl. [[jst aToro Haxoaum koddduiineH-
Thl YCUJICHUSI B KOHTYpe oOpaTHoi cBsizu u = —Kx. [lociie yero oneHuBaeM mo-
TpeOJIIeMyt0 MOIITHOCTh U TOYHOCTb.
C y4eToM HayabHBIX YCIOBUN (HOPMYITYy KBaIpaTUIHON (DYHKIIHH J MOKHO
3anucath B cienyromiem Buje [ 10]
J = x"(to) Vx(to) ()
Jlyist petieHust 3aa4d yIPaBICHUS] ¢ MUHUMAIBLHBIM TIOTPEOICHHEM dHEP-
ruu ObLIa WCTOJh30BaHA WTEPATUBHAS MPOIEAypa PEUICHUs aareOpanvdeckoro
ypaBHeHUsI PUKKaT. ATTOPUTM COCTOUT U3 CIEAYIOIIUX I1aroB:
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1) Boruncnsem xkodpduuuent ycunenns K,, = BTV,,_,,
2) BeluucisieM HOBYIO MaTpuiyy kodduuuentos A,, = A — BTK,,,
3) Beruucisiem V,,, kak peleHne JUHEHHOTO MaTPUYHOTO YPaBHEHUS:
ATV + VA, —VBBTV + KTK,, =0,
4) IIpoBepsieM ycClIOBUS OKOHYaHUS BEIYUCIICHUN:
1Vin = Vin-all S e

JIns “HUIManM3auy BEIYUCIICHUST He00X0uMOo 1o100paTh K, Takum 00pa3om,
4yT00BI MaTpulia A — BK|, Obl1a yCTOMYUBOIA.

puc.

PCBYJ'II)TaTBI MOACIUPOBAHUA ABHKCHUA 3JSK30CKCJICTA IIPCACTABIICHBI Ha
2.

0.06 1
004

002f

2 4 6 8 10

~3 t

Puc. 2 lMepexodHbili npouecc npu Ha4as6HbIX OMKAOHEeHUAX
[To pe3ynbrataM MOJIEITHPOBAHUS 110

BrIBOALI

B nanHoM moxiane Obuta pa3paboTaHa MaTeMaTHYECKash MOJEIb IK30CKe-

JIeTa U MPCJIOKECHA CUCTEMA YIIPAaBJIICHUA OJIs1 aBTOHOMHOTO ITOAACPKaHUA BEP-
THKaJIBHOI'O H€YCTOﬁqHBOFO IMOJIOKCHHA PABHOBCCHA IIAlIMCHTA. AJ'IFOpI/ITM,

Hp@I[J'IO)KCHHBIﬁ B JaHHOM HCCJICIOBAHUM, ITO3BOJIMJII CHU3HUTDL 3aTpaThbl SHECPIUU

Ha BOCCTaHOBJICHUE TOJIOKEHHS paBHOBECHS CUCTEMBbI Ha 96% (10 CpaBHEHUIO C
pe3yiabTaTaMu JJis 3HaAYeHUW KOA(DPUIIMEHTOB YCUJIEHUS U3 HAYaJIbHOIO IMpH-
OJiv>KeHusA). YMEHbBIICHHE 3aTpaThl SHEPTUU OBLIO 32 CYET BHIOOP ONTUMAJIBHO-
r0 3HAUEHMsI PU PEIIeHUH anreOpandeckoro ypaBHeHus: PukkaTu.
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[Nanuynnun Uckannaep [NaszoBuy, Cabupos Paric @aputoBuy
Koxynun Iletp AHaTonbeBUY

IMPOTPAMMHO-AIIIIAPATHBIN KOMIIJIEKC CETMEHTALIIU
MPEIISITCTBUI C APXUTEKTYPOM U-NET J1JIs1 ABTOHOMHON
CEJIbCKOXO3SMCTBEHHOM TEXHUKHA

Aemomamuszayusi ynpasieHus CAMOXOOHOU CelbCKOXO3SAUCEEHHOU MeXHUKOU
npeocmasisem coOOl BANCHYIO MEXHOJIOSUYECKVI0 3a0ady, 0OHAKO ee d¢hdexmus-
HOCMb 02PAHUYUBAEMCS CLAObIM PA3GUMUEeM CUCMeEM 0OHAPYI’CeHUs NPensmcmeutl u
aneopummo8 NpuHamus peuleHul. B yacmnocmu, xoe0a MawunHO-MpPAaKmopHvle ae-
pecamvl U Opyaue CAMOXOOHblE CENbCKOXO03AUCMBEHHblE MAUUHbL CIATKUBAIOMCA C
NpensimcmeusiMu Ha c80emM Nymu, 803HUKAem HeoOX00UMOCHb 8 MOYHOM U ObICIMPOM
PACNO3HABAHUU SMUX NPENnImcmeutl 0 NPUHAMUS COOMBEMCMBYIOWUX PeuleHUll U
uzbezanus agaputinblx cumyayuu. B oannoii cmamve npeocmasien paspabomanHulil
aneopumm U annapamHo-npoOCPAMMHBIU KOMNIEKC, NPeOHA3HAYeHHble O/l peuleHuUs
smou npobnemsl. Pazpabomanuslii Komniexc obaaoaem 8biCOKOU NPouU3800UmeibHo-
CMbI0 U NO360JISIeM NPOBOOUMb PACNO3HABAHUE U Ce2MEeHMAYUI0 NPensmcmeutl Heno-
CPEOCMBEHHO 80 BPeMsl OBUNCEHUS MAWUHHO-MPAKMOPHBIX depe2amos no 3a0aHHOl
mpaexkmopuu. Imo no3eossem uzbexncamsv CHUNCeHUs: peKOMEHOYeMOoll CKOpoCmu pa-
bomul u obecneuusaem HenpepvigHoe u dppexmusHoe HYHKYUOHUPOBAHUE 8 PA3IUY-
HbIX Onepayusix npou3eoocmea NpooyKyuu pacmenuegoocmaa. Ilposedennvie ucnvi-
maHus noomeepounu 3ppexmusnocms pazpabomanHo2o annapamuo-npocPpamMmHo20
komniexca. OHu 0eMOHCMPUPYIOM NPUMEHUMOCMb OAHHBIX peuleHUll 8 Cucmemax na-
PANLNEeNbHO20 0BUNCEHUST U ABMOHOMHO YAPABIAEMbIX MAUUHHO-MPAKMOPHBIX dzpecd-
moe, cnocobcmeys. nosviueHulo 6e3onacHocmu u g gekmusHocmu pabomel 8 celb-
CKOXO3AUCBEHHBIX ) CIIOBUSIX.

Mawunno-mpaxmophuiti azpe2am, HEUPOHHAS CeMb, Ce2MEeHmMayus, pacno3Ha-
eanue Npensmcmeull, aicopumm, CUCMEMAa MEeXHUYecKo20 3peHuUsl, a8MOHOMHbLU
mpaxmop, U-Net.
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Galiullin Iskander Gayazovich, Sabirov Rais Faritovich
Kokunin Petr Anatolevich

SOFTWARE-HARDWARE COMPLEX FOR OBSTACLE
SEGMENTATION WITH U-NET ARCHITECTURE FOR
AUTONOMOUS AGRICULTURAL MACHINERY

Automation of control for self-propelled agricultural machinery represents an
important technological challenge. However, its effectiveness is limited by the under-
developed obstacle detection systems and decision-making algorithms. Specifically,
when machine-tractor units and other self-propelled agricultural machines encounter
obstacles in their path, there is a need for accurate and fast recognition of these ob-
stacles to make appropriate decisions and avoid accidents. This article presents a de-
veloped algorithm and hardware-software complex designed to address this problem.
The developed complex demonstrates high performance and enables real-time obsta-
cle recognition and segmentation during the movement of machine-tractor units along
the designated trajectory. This avoids a decrease in the recommended operating speed
and ensures continuous and efficient functioning in various crop production opera-
tions. The conducted tests confirm the effectiveness of the developed hardware-
software complex, showcasing the applicability of these solutions in parallel move-
ment systems and autonomously controlled machine-tractor units, contributing to en-
hanced safety and operational efficiency in agricultural conditions.

Machine-tractor unit, neural network, segmentation, obstacle recognition, algo-
rithm, computer vision system, autonomous tractor, U-Net.

BBenenue

OcHOBHOI 3ajaveil pa3BUTHUS CEIIbCKOXO3SUCTBEHHOIO IPOU3BOJICTBA B
HBIHEITHUX YCJIOBHSIX SBISIETCS IudpoBasi TpanchopMaius MpoIeccoB Mo dKC-
IUTyaTaluy CEeJIbCKOXO35IMCTBEHHON TEXHUKH, KaK CAMOXOJHOM, TaK U CEIbCKO-
X03IMCTBEHHBIX MaImuH. [loBceMecTHOe NMPUMEHEHHUE Pa3IMYHBIX pa3padoTaH-
HBIX YCTPOWCTB NapajuIeJIbHOrO BOXKJICHUA IPUBETA K 3HAYUTEIBHOMY CHIXKE-
HHIO HAarpy3Ky Ha ONEPaTOpPOB MAIIWHHO-TPAKTOPHBIX arperaroB, HO U BHECIA
3HAYUTEIFHOC M3MEHEHUE B IIPOIECC MX pabOThI B mojie. BO3MOXXHOCTB IIpOBe-
JEeHHUST HEOOXOJHUMBIX TEXHOJIOTHYECKUX pPabOT B PACTCHUEBOJICTBE B IICPHOJ
MIPOBEICHUS] CE30HHBIX TOJIEBBIX Pa0OT KPYIJIOCYTOYHO TpPUBENIa TAKXKE U K
ONPEAECICHHBIM TPYAHOCTSM TaKUM KaK CHU)KEHHE BHUMAHUSI MEXAHU3AaTOPOB, B
OT/EJIbHBIX CIy4asiX — K 3achlnaHuio[1].
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CoBpeMeHHbIE pa3pabOTKU YCTPOMCTB MapajieNbHOTO BOXKJIEHUS B CEJlb-
CKOXO3SIUCTBEHHOM IMTPOU3BOCTBE HE UMEIOT (PYHKIUI aKTUBHOTO OIPEACIICHUS
U paclio3HaBaHUs MPENSTCTBUM, a TAaKXKe aTOPUTMOB UX 00be3a[2].

CyuiecTBytolme pa3pabOTKH U HUCCIEA0BaHUSI B 00JacTH pacrno3HABAHMUS
NPENSTCTBUN U TIOCTPOSHUS allTOPUTMOB UX 00be3/1a, a TAKXKE MPUHATHUS pelle-
HUW B OCHOBHOM ITIpeIHa3HAYEHBI JIJI1 aBTOMOOMIIEH U HE YUUTHIBAIOT crienudu-
Ky MPOBEJICHUS TMOJIEBBIX padOT B YCIOBUSIX OTCYTCTBHS YETKHX T'PaHUIl TPacK-
TOPUU JBUXKEHUS, PA3METKH, IOPOKHBIX 3HAKOB.

Llenpto uccneaoBaHUS SBISIETCS CBOEBPEMEHHOE OIPEACIICHUE MPEnsiT-
CTBUU MallTMHHO-TPAKTOPHBIX arperaToB ¢ aBTOHOMHBIM YIIPaBJICHUEM.

3amauamu sBisitoTcs: OnpesiesnieHre Haaudusl MPEnsTCTBUM HA TPACKTOPUU
JIBMKEHUSI MAIIMHHO-TPAKTOPHOTO arperara ¢ y4eToM rabapuTHBIX XapaKTepu-
CTUK TPAaKTOpAa W MPUCOCIUHEHHOTO K HEMY CEIIbCKOXO3SMCTBEHHOIO OPYIHS,
CEerMEeHTAIUsl MPENSTCTBUS MO BUJAM, KOPPEKTUPOBAHUE MApIIPyTa C IEIbIO
MIOCTPOCHUSI TPACKTOPUU 00BE3/]a MPETATCTBUS U BO3BPAICHUS €r0 Ha JMHUIO
NEPBOHAYAJILHOTO JIBMXKEHUS , T.€. BO3BPAILCHUE HA MOCTPOCHHYIO paHee JIu-
HUIO TApaJUICIBHO JBUKEHUS C 1EJIbI0 MUHUMU3AIMY MTOTEPh MPU MPOBEACHUU
TEXHOJIOTUYECKUX OIEpalnii IpH MPOU3BOACTBE MPOAYKINNA PACTEHUEBOICTBA.

MeToabl U pe3yJbTaThl HCCJIEI0BAHUSA

OCHOBHBIMHU TPEMSATCTBUSIMU TIPU TIOJIEBBIX pPabOTax SIBISIOTCS CTOJOBI,
JIEPEBhSl U KyCTAPHUKOBBIE HACAKICHUS, KOTOPbIE HEOOXOIUMO JACTEKTUPOBAThH
U KJIaccuUIUpOBaTh A1 00be37a aBTOMATU3UPOBAHHOM TEXHUKOM.

YuuThIBasi TEXHOJOTUYECKUE MAapaMETPbl HCIOJIB30BAHUS CEIbCKOXO03Sii-
CTBEHHBIX MaIllMH, ObLJI pa3paboTaH amnmapaTHO-IPOTPAMMHBIA KOMILUIEKC CEr-
MEHTAIM OOBEKTOB MPEMSATCTBUMN, BKIIOUAIOIINNA B CE0s IIBETHYIO MaTPUUHYIO
KaMepy MPOMBIIIJIEHHOTO CKaHUPOBAHUS M BBIYUCIUTEND. [0 uToram uccieno-
BaHUS AJITOPUTMOB JIETEKTUPOBAHUS U KJIacCU(PHUKAIMK 00BEKTOB Ha U300paxke-
HUSX B paMKax JaHHOW pabOThI MCTONB3YeTCsS CBEPTOUYHAS HEWpoHHas ceTh U-
Net.

OO6yuenue HelipoceTn nmpoBoAWIMCh Ha BeIOOpKe U3 10000 n3obOpakeHui,
MPEABAPUTEIILHO Pa3MEUEHHBIX B IENIAX CETMEHTAIlMW TMPENsSTCTBUA THIIA
«CTOJOY», «IEPEBO» M «IPEBECHO-KYCTAPHUKOBASI PACTUTEIHHOCTHY. B pamkax
UCIIBITAaHUI pa3pabOTaHHOTO ammapaTHO-IIPOTrPAMMHOTO KOMIUIEKCA OBLIH TPO-
BezieHbI 10 TpyIn SKCIEPUMEHTOB IIIMTENBHOCTHIO TTO 10 MUHYT Ka) bl 1O Jie-
TEKTUPOBAHUIO M KJIacCU(UKAIIMU OOBEKTOB KJIACCOB «CTOJIO», «IIEPEBO», «KY-
CTapHHUKOBAsI PACTUTEIHLHOCTEY. [Ipu mpoBeeHnn UCTIBITAaHWA OB OTpeesie-
HbI UHTepBaJI BpeMeHu oOHapyxeHus:t AT= 0,5 ¢ u uHTepBa) JAaTHHOCTH OOHa-
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pyxenust 10 AS= 40 M. Pe3ynbraThl npoBeeHUsI UCIBITAHUI pacrio3HaBaHUs
(merexTupoBaHMe U KiaccuUKalKs) NpeacTaBieHbl B Tabnunax 1 u 2. 3a Hy-
JIEBYIO TUIIOTE3y MPUHSTO OTCYTCTBHE II€JIEBOIO0 00OBEKTA Ha Kajipe: omuodka I-
ro poJia COOTBETCTBYET JIOKHOM TpeBore, omuoka [I-ro poga — nporycky 1enu.

Taomuna 1
PCSYJIBTaTBI ACTCKTUPOBAHMUA 00BEKTOB
Bun Howmep ucnpitanus
OLITHOKH 1 2 3 4 5 6 7 8 9 10
I-ro pona 2,82 2,09 1,81 | 1,26 1,90 2,81 2,80 1,84 2,33 2,32
II-ro pona 346 1282 3,19 |297 2,45 3,24 2,97 2,83 3,52 2,25
Tabmauma 2
PGBYJIBTaTBI KJIaCCI/I(I)I/IKaHI/II/I 00BEKTOB
Bun Howmep ucnprranus
OIIHOKH 1 2 3 4 5 6 7 8 9 10

I-ro pona 2,13 2,54 2,89 | 2,39 2,62 2,32 2,77 2,39 2,96 2,15
II-ro pona 2,11 2,39 2,56 | 2,08 2,60 2,83 2,64 2,86 2,71 2,38

Ha puc. 1 npeacraBieHbl pe3ysibTaThl CETMEHTAIIMU MPENITCTBUN pa3pado-
TaHHOT'O aJTOPUTMa - TUIIA «CTOJO0», «JIEPEBO» U UX KOMOMHAIUY.

S
Puc. 1. Pacnosunasanue np

ensmcmeuu
BoiBOABI

B nannoil pabore mokazaHa BO3MOXHOCTb NMPUMEHEHHS HEHPOHHOM CEeTH
apxutektypbsl U-Net 111 CerMeHTaluu U JIEeTEeKTUPOBAaHUS MPENSATCTBUM THIIA
cT0JI0, IEPEBO, KYCT U UX KOMOUHAITUHY.

[IpoBeaeHHOE HCCIIEOBAHUE BBISIBWIO BBICOKYIO 3(P(HEKTUBHOCTH €€ Mpu-
MEHEHHUS B 3a/7lau€ CEerMEHTAllMu M JIETEKTUPOBAHUU - MPHUHATHS PELICHUS MO
omubke [-ro poma ayg anropuTMOB JIETEKTUPOBAHUSL COCTABIISIET B CPEIHEM
2,2%, xnaccudukaiuu B cpeanem 2,5%:; mo ommodke II-ro poaa ais anroputMoB
JETeKTUPOBaHUs B cpesiHeM 2,9%; knaccudukaruu B cpeaaeM 2,5%.
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B I[&JILHGI?IHIHX HCCIICAOBAHUAX IIPCIJIATaCTCA IMTPOU3BCCTU I[OO6yII€HI/I€ Ha

I/I306pa}KeHI/IHX HpGl’I}ITCTBHﬁ Ha TPYHTC — KaMHeﬁ, IMOBAJICHHBIX ICPCBLCB, 4
TAKIKC ITOPOT'OBLIX HpCH}ITCTBHﬁ " PBOB.

Pabora BbImoJIHeHA 3a cueT cpeacTB IIporpaMmbl cTpaTerH4eckKoro

akagemuueckoro jguaepcrsa Kasanckoro (IlpuBosrkckoro) ¢genepajbHOro
yauBepcurtera ("IIPUOPUTET-2030").
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YK 004.716
KonuenkoB Brnagumup Uropesuuy, LpirankoB Bnagumup AHnpeeBud

PA3PABOTKA MUKPOITPOIIECCOPHON CUCTEMBI
PACXOAOMEPA TOIIVIUBA, HIEPEJAIOIIEI'O JAHHBIE 110
CAN-IIIMHE ABTOMOBUNJIA

Paspabomano ycmpoticmeo-pacxooomep monausa, nepeoaroujee OaHHblE HO
wune CAN. Muxponpoyeccopnas cucmema nocmpoena Ha 06aze 0OHOKPUCMANbHO2O0
muxpoxoumponnepa STM32F107VCT6, peanuzoeana 603MONCHOCMb UBMEPEHUS Ne-
pUo0oa cied08aHusi NPAMOY20JbHbIX UMAYILCO8 C UCNONb308AHUEM PENCUMA 3aX68amda
8CMPOEHHO020 8 MUKpOKOHmpoJiep matimepa-cyemyuxka. Cucmema npeoHasHauena
013 nooxmouenuss kK wumamnou cemu CAN agmomodbuna. [{na omnaoku u eusyaiuzayuu
APUXOOAWUX OAHHBIX paA3paboman Mooyib, UMUMUPYIOWUL 60pmMo6ou Komnviomep,
NO360AIOWULL OMOOPAXHCAMb NPUXO0OAWUe OAHHble 8 Npocpamme-mepMunae, paoo-
maroujeli Ha NepPcoHaIbHOM Komnvlomepe. Ilpoepamma 0ns MuKpoxonmpouiepa 0ooux
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OJI0K08 NOCMPOEHA ¢ UCNONb308AHUEM CPEOCE ONEPAYUOHHOU CUCTEMbL PEATbHO20
spemernu FreeRTOS.
CAN-wuna, FreeRTOS, onox ynpasnenus, aemomobuins, niama, 0amuux pacxo-

oa monaued.

Konchenkov Vladimir Igorevich, Tsygankov Vladimir Andreevich

DEVELOPMENT OF A MICROPROCESSOR SYSTEM OF A FUEL
FLOW METER TRANSMITTING DATA ON CAN-BUS OF THE CAR

A fuel flow meter device has been developed that transmits data over the CAN
bus. The microprocessor system is built on the basis of a single-chip microcontroller
STM32F107VCT6, the possibility of measuring the repetition period of rectangular
pulses using the capture mode of a timer-counter built into the microcontroller is im-
plemented. The system is designed to connect to the standard CAN network of the car.
For debugging and visualization of incoming data, a module has been developed that
simulates an on-board computer, which allows displaying incoming data in a terminal
program running on a personal computer. The program for the microcontroller of
both blocks is built using the means of the FreeRTOS real-time operating system.

CAN bus, FreeRTQOS, control unit, car, board, fuel consumption sensor.

Bsenenne

B nacTosiiee Bpemsi B aBTOMOOMIISIX HAXOAUTCS OOJIBIIIOE KOJIMYECTBO pPas3-
HBIX JIATYUKOB U CO BPEMEHEM HUX KOJUYECTBO OyJIEeT TOJBKO YBEJIMYMBATHCS,
TaK KaK MMEHHO Ha MX MOKAa3aHUSAX OCHOBBIBAECTCS B3aUMOJIECHUCTBUE AJIEKTPOH-
HOTO Oyoka ymnpasienust (ObY) ¢ octanbHbIMU MeXaHU3MaMu aBTOMOOWIS [1].
Jlns  obecrieueHus: OE30IMACHOCTH W OOJIBIIEH OT3BIBYMBOCTH  yIIPABICHUS
TPAHCTIOPTHOTO CPEACTBA MOCTOSHHO Pa3pabaThIBaIOTCS HOBBIE NATYUKUA U CO-
BEPIICHCTBYIOTCS cTapbie [2, 3]. B coBpeMeHHBIX aBTOMOOMIISX /I OpraHu3a-
MM COBMECTHOU pabOThl pa3HOOOPA3HBIX YCTPOUCTB Hcoib3yercs mmaa CAN
[4]. bonbiias gacte nHGOPMAIIIH, TIEPEIABAEMOM TI0 TON IIWHE, UCTIOIB3YETCS
TOJIBKO B OJIOKE YIIpaBJICHUS M HE BBHIBOAWTCS Ha MPUOOPHYIO maHenb [S]. YUrto-
OBl YBUJICTh OTH JIaHHBIE, MEXAHUKHU HUCTIOIB3YIOT CIICIUATU3UPOBAHHBIC CKaHe-
poI (cM., Hanpumep, [6]), KOTOpBIE, OJJHAKO HECYT MUAarHOCTHUYECKYIO (DYHKIIHIO,
X TPUMEHEHHUE JJIsl MOCTOSIHHOTO OTOOpakeHUs WHGOpMAIMKM C KaKOTO-TO
OTIPENICTICHHOTO JaT4yhKa 3aTpyaHeHo. [loaToMy axkTyaslbHO co3daHHe CO0-
CTBEHHBIX YCTPOWCTB Ha 0a3e OJTHOKPUCTATHHBIX MUKPOKOHTPOJICPOB, BBHITION-
Hsarommx oomed manabiMuA 10 mHE CAN. Ilpu monaxmrodeHnr COOCTBEHHBIX
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YCTPOMCTB K IITATHOM HIMHE aBTOMOOWJISI HEOOXOJUMO BHUMATEIbHO M3YUHTh
dbopMaT makeToB, UCMOIb3YEMbII B KOHKPETHOW peain3aiuu, YToObl HE Hapy-
MIUTHh pabOTy KPUTHUECKH BaXKHBIX YCTPOMUCTB. OJTHAKO MOXHO JJisi CAMOCTOSI-
TEIbHO pa3pabOTaHHBIX YCTPOMCTB CO3/1aThb COOCTBEHHYIO CHUCTEMY Mepeadyu
naHHBIX Ha 0ase npotokoiga CAN — B 3TOM ciiydae €CTh BO3MOKHOCTh JOOCHA-
CTUTh aBTOMOOMJIb CTapOro 00pa3iia COBPEMEHHBIMU JaTYMKaMU U MIPUBOJAMH,
UCIIOJIb3YsI IOCTUKEHUSI COBPEMEHHOT'O aBTOMOOMIIECTPOCHHUSI.
AnnapaTHasi 4acThb YCTPOHCTBa-pacxo/ioMepa TOILINBA

B Hacrosimieit pabote B KauecTBe yCTpoiCcTBa, nepeaaromero ganusie mo CAN-
IIMHE, paCCMAaTPUBAETCA pacxoJioMep ToIiuBa. B kauecTBe OOPTOBOrO KOMITh-
FOTEPA UCIIOIb3YETCSI CAMOCTOATENIBHO CIIPOCKTUPOBAHHASI MUKPOIPOLIECCOPHAS
cucteMa Ha 0aze MukpokoHtpoiuiepa STM32F107VCT6 (cm., Hanpumep, [7,
8]). Ha puc. 1 mpezacraBiena cTpykTypHas cxema pa3padbaTbiBa€MON CHUCTEMBI.

EOPTOECH KOMMLHTED [OaTunk pacxoga TonnMea

Bxon x i 1

38XEATA CueTunr pacxona
Taimepa - | HMOKOCTH
cueTUMEa

MurporOHTpONMEp

bxCAN

I

»  CAMN Tranceiver

nK MurporkoHTpONNEep

h

T S
i L]
I L]
I L]
i L]
i L]
I L]
I L]
i L]
I L]
I L]
I L]
0 USB-UART [&————»| UART i
i L]
I L]
i L]
i L]
I L]
I L]
i L]
I L]
I L]
i 3
i L]
I L]
I L]
L ]

bxCAN

A

A 4

CAN Tranceiver

Y

Puc. 1. CmpmeypHaﬂ cxema cucmemsl noy4erus OQHHDIX opacxode monjuea

OTOT MUKPOKOHTPOJUIEP OCHAIIEH PsIZIOM BCTPOCHHBIX MHTEp(dEiicoB, cpe-
mu kotopeix CAN um UART. B Hacrosmiedt pabote aiisi KOHTPOJST pabOThI
YCTPOWCTBA HUCIOJIb3YETCsl MporpaMMa-TEPMHUHAN, CUMTHIBAIOMIAS U Tepearo-
1asi IaHHbIE MMOCPEICTBOM BUPTYAJIBHOTO MOCIEA0BATEIILHOTO TTOpTa. XOTS UC-
MOJIb3YEMbId MUKPOKOHTpoOuiep noaaepxkuBaer USB-ycrpoiictBa knacca CDC
(Communication Device Class — BHpPTyaJlbHBIN TOCIEIOBATEIbHBINA TIOPT),
yaoOHee s oTiaaku ucnoiab3oBath uHTEp(deiic UART u BHENTHIOI MHKPO-
cxemy-mipeoopazoBarens uHTepdeiicoB USB-UART (muxpocxema FT232RL).
Moaynb naT4yrika pacxojia TOIUTHBA CTPOUTCS HA TAKOM K€ MUKPOKOHTPOJLIEPE.
[IpeanonaraeTcsi, YTO UCXOMHBIMHU JTAHHBIMU SIBJISIETCS CUTHAJ B BHUC MPSIMO-
YTOJIBHBIX UMIYJIHCOB, IPUXOSAIIMX HA BXOJ 3aXBaTa CUTHAJIA BCTPOCHHOTO B
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MUKPOKOHTpOJUIEp TaiimMepa-cueruuka. JlJis HEMmoCpelCTBEHHOIO0 H3MEpPECHHUS
pacxojia TOIUIMBA MUCIOJIb3YETCS CUETYMK PAcXo/a KUAKOCTH, 4acTOTa MPSMO-
YTOJBHBIX MUMITYJIBCOB Ha BBIXOJE KOTOPOIO MPOIMOPIHMOHATBEHA CKOPOCTH pac-
xojna ToruBa. [ nogkmtouenus k mmHe CAN u 6110k 60pTOBOT0 KOMITbIOTE-
pa, ¥ OJIOK JaT4yMKa pacxoja TOIUIMBA OCHAIAIOTCS MpeoOpa3oBaTeNIsIMU YPOB-
Helt — mukpocxemamu TJA1042T. B pamkax paboThl ObUIM CHPOEKTUPOBAHBI
NeYyaTHbIC TUIAThl YKa3aHHBIX OJIOKOB, TECTUPOBAHKE MPOBOAMIOCH Ha OTIa/104-
HeIx 1aTax Mikroelektronika EasyMX for STM32.

IIporpamMmMHasi 4acTh YCTPOMCTBA-pacxooMepa TOIJIUBA

[Iporpamma st MUKpOKOHTposUiepa HamucaHa B cpeae Keil uVision Ha
s3pike Cu ¢ ucnoib3oBanuem O6ubnuoreku SPL. Ha puc. 2 nmokaszano B3aumo-
CBSA3b MEXKIY KOMIIOHEHTAaMHU MPOrpaMMbl — 3arojIOBOYHbIMU (aliaMu, Mpe-
CTaBJICHHAs B BUJIC JUAarpaMMbl, OJIOOHON JruarpaMMe KJIacCoB.

timer_capture.h

void init_background_for_capture()

void init_timer_ for_capture()

void TIM3_IRQHandler()

void Timer3CaptureHandler(void*parameters)

users_FreeRTOS_Components.h
extern mutex_CAN Can.h
extern mutex_UART
void initRecvBuffer() extern canRxQueue void init_CAN ()

void InitUart(uint16_t baud) extern uartRxQueue void CAN1_RXO_IRQHandler()

BaseType_t UartSend(uintd_t* buffer, uint16_t size) extern uartTxQueue void CAN_Send_Command(vaid*parameters)
void USART1_IRQHandler() void Timer3CaptureHandler()

]

CanCommands.h UartCommands.h

uart.h

void CanRxMessageHandler(void *parameters) void UartCommandHandler(void*parameters)

Puc. 2. Bzaumocesnzb komnonenmos npozpammaol

[Iporpamma HammcaHa ¢ UCIOJIB30BAHUEM CPEJICTB OMEPAIMOHHOW CUCTE-
MblI peanbHOro BpemeHu FreeRTOS (cm., Hanpumep, [8 — 10]). B nepByto oue-
pensb, peanu3oBaHa nepeaada gaHHbix ¢ uHTepdeiica CAN na unrepdeiric UART
1 oOpaTHO. B 3TOM cMmBICTe yCTPOMCTBO MOAOOHO TUATHOCTHUYECKUM MOJYJISIM,
noaxovaromuMest Kk muHe CAN. s opraHudzanuy Takoi nepegayu UCIoib-
3YIOTCSI TP OUEPEIN — OUEPEIN MprUeMa M OTIPABKU COOOIIECHUH 10 UHTEpQEi-
cy UART (uartRxQueue, uvartTxQueue) u ouepenp npuema AaHHBIX MO HHTEP-
deticy CAN (canRxQueue). B camu ouepenu nanabie momnaaarT B 00padboTIH-
kax npepbiBanust USART1 [RQHandler() u CAN1_RX0 IRQHandler(). ot co-
OTBETCTBYIOIIUX MOAYJEH. ITa (PyHKIIMOHATBHOCTh JOCTATOYHA ISl (PYHKITHO-
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HUPOBAHUS MOJYyJsi OOpPTOBOrO KOMIbIOTepa. Jlayee, pean30BaHO U3MEpPEHUE
JUTUTEIIbHOCTH UMITYJILCOB, MTOCTYIAIOIIMX HA BXOJI TaliMepa-cueTYnKa, a TaKxKe
nepenaya 3TuX gaHHbIX 1o uHtepdeiicy CAN. Y106HO nucath 0JHY Iporpam-
My JJi1 000MX MOJyJIel, KpoMe TOTO, BO3MOKHA CUTYallUsl, YTO MUKPOKOHTPOJI-
JIep Ha CTOPOHE JaTYMKa MOXKET ucnonb3oBath muHy CAN s nepegauu Ka-
KHUX-TO elle AaHHBIX, moaTomy HHTepdeiic CAN MHUKpPOKOHTpoJUIepa CIEIyeT
paccMaTpUBaTh KakK pasliefisieMblil pecypc, ISl 3alUThl KOTOPOTO UCIOJIb3YETC s
MproTekc mutex CAN. AHanoruuHble NPUYMHBI MOOYIWIM HCIOJIB30BAThH
mprotekc mutex UART. YkazanHble MbIOTEKCHI U O4epeu 0ObABICHBI B (aiiie
users_ FreeRTOS Components.h. B nporpamme pabortaror Tpu 3amaun Fre-
eRTOS — CanRxMessageHandler() (mpuem manubix mo CAN u mepecbuika ux
no UART), UartCommandHandler() (mpuem ganusix no UART u nepecbiika ux
no CAN), Timer3CaptureHandler() (o6paboTka JaHHBIX CO CUYETHOIO BXOJa
TaliMepa B PeKHMME 3aXBaTa M MEPEChlIKa MEpPUoJIa MPUXOIAIUX UMITYJIHCOB TI0
untepdeiicy CAN). OcoOEHHOCTBIO MEPEChUIKU JTAaHHBIX MEXIy UHTepdericamu
ABJISIETCSI HEOOXOJUMOCTh MPeoOpa3oBaHUsl COOOIIECHUM, MO3TOMY mpu obpa-
00Tke maHHBIX, TpuHUMaeMbix MoaysieM UART, ucnonp3yercss NUKIMYECKH
Oydep, ciyxamuii Jyisi HAKOIUIEHUS OANTOB MPUHUMAEMOT'0 COOOIICHUS 3ajaH-
Hoil mmHbl (COMMAND LENGTH), koTopoe 3ateM nepenaercs LHEeJIUKOM o
untepdeiicy CAN. Takoit moaxon oOycCIOBIEH TEM, YTO MPEIOJIaraeTcsi Uc-
MOJIb30BaHUSI MOAYJISi OOPTOBOTO KOMITbIOTEpa JJI Mepeaadd KOMaH] KOHEd-
HbIM ycTpoicTtBaM. Ha puc. 3 npencraBieHa nuarpaMma mnocieoBaTelIbHOCTEN
nepecbliku gaHHbIX ¢ uHTepdeiica UART na unrepdeiic CAN ynpapisiomero
MUKPOKOHTPOJUIEPA.

TecTupoBaHHe KOMILIEKCA

Ha moaroroButenbHOM 3Tare TECTHUPOBAJIACh TOJBKO MPOrpaMMHasi 4acTh
koMmruiekca. Jns Opuin B3sThl nBe tuiathl Mikroelektronika EasyMX for STM32
U coeMrHEeHBI MeXay coOoil muHoit CAN mpu nmomomu BuTON napel. K omHoM
U3 TUIaT ObUT MOJKIIOYEH T€HEPaTOp CUTHAJIOB MPOU3BOJILHOW (POPMBI, UMUTH-
PYIOIINI MPSMOYTOJIbHBIC UMITYJIbCHI, IPUXOAIINX OT CYETUHUKA PACXOJa KU/
KOCTH. DJTa IJjiaTa BBICTyHaja B POJM OJIOKA, TOJYYArOIIer0 HEKOTOPhIE WM-
MyJIbCHI OT JaT4YMKa U nepearomero ux B nakerax mo CAN mune. Bropas mna-
Ta BBICTyNaJla B KayecTBe noyyydaress (OOpTOBOro KOMITBIOTEPA).
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Uart Uart_IRQHandler UanRXQueue UartCommandHandiler CAN_Send_Command CAN
OGpaboTuHKk NpepbiBaHuil oT UART Ouepens 3anaya FreeRTOS DYHKLMA Moaynb

MpHHUMAEN BaiT
(COMMAND_LENGTH)
MOMELAEM B KN
Bycpepa recvbuffer

USART_IT_RXNE=1

|_ MonyyeHHbIA U3 Q4epenn
yKasarens Ha Oydep

Mepenaem yrasatenb XQueueReceire recvbuffer nepenaem

recvCommandPointer nepeMeHHyo

B 04€| b _ i
ped 3a0MpaeM 3NEMEHT |_ uintg_t command

W3 odepenu RXQueue
(BailT)

DopMHpyeM coolLeHHe
command TXMessage npuknagore
CAN-npoToKena
|_ ([loGaBNAETCA CT. NONs)

(CTpoka AnWHOM
8 GanT)

=

CAN_Transmit LJ
(CAN1, &TXMessage)

Puc. 3. Juacpamma nocredosamenvrocmeil nepecvliku OaHHbIX ¢ unmepgeiica

UART ra unmepghetic CAN

Ha mepBoM atarme OblUI CO3/1aH CTEHJ IS MPOBEPKH pabOTOCTIOCOOHOCTH
KOMITJIEKCA C JAHHBIMH, MPUXOMASIIUMHU OT JATYUKOB B HACTOSIIIIMM MOMEHT
BpEMEHH, U ero HacTpohku. CTEH]] COCTOUT M3 OBAJIBHO-IIECTEPEHUATOTO JIaT-
gyuka ¢ dpdexrom Xomra AICHI Flow Sensor Model OF05ZAT, TormiuBHOTO
Hacoca u MepHoro crakaHa (puc. 4). [Ipunnun paboThl TECTOBOTO CTE€HJA Clle-
JTYFOLIAM:

1) TOrUIMBHBINM HACOC MOJIAET HEKOTOPOE KOJIMYECTBO TOILIMBA IO MaTpyo-
KY, B KOTOPBIN YCTaHOBJIEH PacX0J0Mep;

2) pacxoJoMep CUMTAET KOJMYECTBO MPOJUTOTO Yepe3 HErO TOTUIMBA TPH
MTOMOIIY JTaTyrKa XOJijIa U mepeaaetT nHpopMaluo 006 3TOM B BHJIE dJICKTpUUe-
CKHUX UMITYJIbCOB B TECTUPYEMbIi KOMILIEKC;

3) KOMIUIEKC MPUHUMAET U 00pabaThiBaeT CHUTHANbBI, BBIBOAUT PE3yJIbTHU-
pyollee 3Ha4eHHE;

4) MpON3BOJUTCS CPABHEHUE 3HAYEHUHN O PACXO0/IE TOTUIMBA MOTYUYEHHBIX OT
KOMILJIEKCa U MEPHOTO CTaKaHa.

[lenpto manHOTO ATana ObLTa MPOBEPKA BO3MOXKHOCTH KOMIUIEKCA MOJIyYaTh
1 00palaTeIBaTh JaHHBIC HAIPAMYIO U3 JATUYHUKOB.
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Puc. 4. Obwuii 6uo ucnvsimamenvroco cmenoa

Ha BTOpOM 3Tame KOMIUIEKC ObUT MOJKIIOYCH K TOIUIMBHOW MarvcTpayv
aBTOMOOWJIS U HANPSAMYIO K OJIOKY ympaBieHUs. J[aHHBIC, MOTy4YCHHBIC OT JaT-
YHMKa U3 TOTUIMBHOW MarucTpajv, CPaBHUBAIUCH C JaHHBIMU OT OJIOKa yIpaBJie-
Hus. Ha 7aHHOM 3Tare Mpl TECTHPOBAIM BO3MOXXHOCTH KOMILJIEKCa TIPH €To B3a-
UMOJICHCTBUY C OJIOKOM yTpaBICHHUS aBTOMOOHIIS.

Tperuit 3Tan TECTUPOBAHUS HCIIOIH30BAICS IS MPOBEPKH aJCKBATHOCTH
pabotel komruiekca ¢ muHOM CAN. [l 3TOro Mbl MOAKITIOYMIM KOMIUIEKC K
IIWHE W OJIOKY yNpaBJICHHS OJHOBPEMEHHO M CPaBHUBAIH IMOJyYCHHBIC OT HUX
naHHbIe. TecTHpoBaHHE MOKA3aJI0 YIOBICTBOPUTEIHLHOE COBIIAJCHHUE JTAaHHBIX,
MOJIy4aeMbIX OT pa3pa00TaHHOTO AJIEKTPOHHOTO OJIOKA U IITATHOIO pacxoaoMe-
pa TOITMBA aBTOMOOWIIS.

BoiBOABI

Taxkum ob6pazom, pa3paboTaH KOMIUIEKC IJisi TIOJy4YeHHs] MHPOpMAIUU U3
muHel CAN, MpUHUMAIOIINM JaHHBIE 0 pacxoje TormBa (puc.4). Pazpaboransr
amnmapartHas ¥ IIPOrpaMMHAas YaCTH MUKPOIIPOIIECCOPHOM crcTteMbl. [TporpamMm-
Has 4acTh MOCTPOCHA HAa OCHOBE ONEPAINMOHHON CHCTEMBI PEAIbHOTO BPEMEHH
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FreeRTOS. TectupoBaHue cHCTEMBI, TIPOBEICHHOS B HECKOJILKO 3TAIOB, IMOKa-
3aJ10 €e paboTOCTIOCOOHOCTb.

BUBJINOTPAGUYECKUI CITMCOK

1. Kycax B.A. IlpoektupoBaHUE aBTOMAaTHU3UPOBAHHBIX MEXATPOHHBIX CHCTEM
yIOpaBIIEHUsI CWJIOBBIM arperaToM TIpy30BbIX aBTOMOOWJIEH M aBTOMOE3/O0B. -
Munck : BHTVY, 2015. — 295 c.

2. CmupHnos FO.A. DNEKTpOHHBIE U MHUKPOIPOILECCOPHBIC CUCTEMBI yIPaBICHUS
aBTOMOOWMIIEH : yueOHOoe nocobue. - CankT-IletepOypr : Jlans, 2021. - 624 c.

3. Pa3paboTka BcTpamBaeMoOl CHCTEMBI IS OMpOca JATYUKOB OJIOKA KOHTPOJIIS
TeMreparypsl B aBToMoOmibHOM Qyprone / M. M. Jlu, A. E. Mapkos, A. B.
Ckopukos, 1. C. TapacoB // AkryanbHbie MpoOsieMbl Gpu3ndeckoir U QPyHKIHO-
HaJIbHOU 3JIEKTPOHUKH : Matepuaibl 20-i Becepoccuiickoih MOJIOAEKHONW Hayd-
HOU IIKOJIBI-ceMUHapa, Y IbsSHOBCK, 05—07 mexabps 2017 roma. — YIIbSIHOBCK:
VYIbIHOBCKUI TOCYAapCTBEHHBIN TexHUYeckuil yHuBepcurer, 2017. — C. 220-
221.

4. Odunmaneuerii caiit opranmzauu CAN in Automation (CiA) https://www.can-

cia.org/
5. bBapmawosa JI.B., Mamucos A.A., Cuoopoé B.H. DneKTpOHHbIE CUCTEMBI aBTO-

MOOWISI M MX TuarHocTuka : YaebHoe mocodbue Crapwiii Ockon : OO0 «Tonkwue
HayKoeMKue TexHojorum», 2020. — 432 c.

6. OdunmanbHbIl caiT MPOU3BOAUTENS AUATHOCTHYECKOTO0 0OOpynoBaHs Mapa-
¢on — CAN-TexHosoruu http://can.marathon.ru/

7. bBacc A.B. OcobenHoctu paboTbl ¢ MUKpokoHTpoiuiepom STM32 // M3Bectus
TylbCKOTO rOCyIapCTBEHHOTO YHUBEpcUTeTa. TexHuueckue Hayku. — 2019. —
Ne 3. - C. 35-41.

8. Konuenxos B.U., Cxakynos B.H. Peanmuzauuss MQTT-kiueHTa Ha OCHOBE MUK-
poxoHTposuiepa — Boarorpan : Boarorpaickuii rocy1apCTBEHHBIM TEXHUYeE-
ckuii yHuBepcurer, 2021. — 64 c.

9. Kypnuy A. FreeRTOS - omepaunoHHas cuctema Ajsi MUKPOKOHTPOJLIEPOB //
Komnonents! u texnosnoruu. 2011. Ne 2-9.

10. bopozoun A., Caxno FO. Ilpumenenne ARM-nporieccopoB komnanuu Muutasnip
nop yrpasienueM OC FreeRTOS B npubopax yuera snexkrposnepruu // Kom-
MOHEHTHI U TeXHoJoruu. — 2016. — Ne 4(177). — C. 70-72.

KonuenkoB Baagumup HUropeBuu, xanaunat (u3MKO-MaTeMaTHYECKHX HAYK, JIO-

1eHT Kadeapsl "DIeKTPOHHO-BBIYUCIUTENbHBIE MAIIMHBI U cucTeMbl" Bonrorpaacko-

216


https://www.can-cia.org/
https://www.can-cia.org/
http://can.marathon.ru/

ro TeXHUYECKOro yHuBepcureta, Poccusi, Bonirorpaackas o6nacts, r. Bonrorpan, mp-
kr uM. B.W. Jlenuna, .28, 400005, Ttenedon: +7(904)756-86-41, email:
kontchenkov(@yandex.ru

LHpirankos Buiagumup AHapeeBHMY, CTyAEHT-MaructpaHT Bousrorpauackoro I'ocy-
JApCTBEHHOTO TEXHHYECKOro yHuBepcuteTa, Poccusa, Bonrorpanackas o6macte, T.
Bonrorpan, np-kt uMm. B.W. Jlenuna, 1.28, 400005, Tenedon: +7 (917)647-69-59,
email: vladimir.tsygankov27@yandex.ru.

Konchenkov Vladimir Igorevich, Candidate of Physical and Mathematical Sciences,
Associate Professor of the Department of Electronic Computers and Systems, Volgo-
grad Technical University, Russia, Volgograd Region, Volgograd, Lenina av., 28,
400005, phone: +7(904)756-86-41, email: kontchenkov@yandex.ru

Tsygankov Vladimir Andreevich, undergraduate student of the Volgograd State
Technical University, Russia, Volgograd region, Volgograd, Lenina av., 28, 400005,
phone: +7 (917)647-69-59, email: vladimir.tsygankov27@yandex.ru.

YAK 681.11.031.1: 629.331
Muxaiinenko Erop JImutpuesuy, bynko Aprem FOpbeBuu

POEBOHM MHTEJLJIEKT I'PYIIBI PTK JJIsI COBMECTHOHN
JAOBbIYH ITOJIE3HBIX HCKOITAEMBIX B KOCMOCE

Hanpasnenue 006wiuu 6 kocmoce umeem o2pomHwvill NOMEHYUAL 8 OYOyulem
spemenu. Hanpumep, ovin natioen acmepouod Ilcuxes. O6 smom eueaHmckom
KOCMUYECKOM meie U38ecmHo cieoyrujee. pasmepvl — 214x181x145 xunomem-
pos; macca — 2,27 -10 6 19-1i cmenenu ke, U, umo b6onee unmepecto, na 90% on
cocmoum u3 HuKeus u scenesa, umo cocmasisiem 10 KUHMULTUOHAM OOJLIAPO8.
Taxoice nosepxnocme JIynvl umeem Ha ceoeli NOBEPXHOCMU O02CPOMHOE KOJUYe-
cmeo 2enusi 3, KOMOpwlll HYJiceH OJisi NPOU3B00Cmea pakemnoz2o monausa. llo-
CblIamo yenosexa 071 IMoU 3a0adu 04eHb 00P0o20 U He Yeaecoobpa3Ho, N0IMo-
My credyem omnpagisams OJisi IMO20 epynny pobomos, komopwvie no 3D niamny
MO2ym nocmpoums ONMUMANbHBIIU MAPWPYM U 0axice 8 Clyude KaKkux-mo Cumy-
ayuu, Komopule 3ampyoHsam 3Mom Mapupym, cmozym 6e3 npodiem 00opamucsi
00 MOYKU, NOCMABIEHHOU Muccuell, 000bimb pecypc U npuse3mu e2o.

Uepapxuueckue cemu 3aday, ayKyuoHHbulU NPUHYUN, MYIbMUALEHMHBLU
nooxoo, epynna PTK, koinekmusnoe nogederue, a3aumooeticmaue medxicoy PTK.
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Mikhailenko Egor Dmitrievich, Budko Artem Yurievich

SWARM INTELLIGENCE OF THE RTK GROUP FOR JOINT MINING
IN SPACE

The direction of mining in space has a huge potential in the future. For example,
the asteroid Psyche was found. The following is known about this giant cosmic body:
dimensions — 214x181x145 kilometers; mass — 2.27-10 to the 19th degree kg; And,
more interestingly, 90% of it consists of nickel and iron, which is 10 quintillion dol-
lars. Also, the surface of the Moon has on its surface a huge amount of helium 3,
which is needed for the production of rocket fuel. It is very expensive and not advisa-
ble to send a person for this task, therefore, a group of robots should be sent for this,
which, according to a 3D plan, can build the optimal route and even in case of some
situations that complicate this route, they will be able to get to the point set by the mis-
sion without problems, get a resource and bring it.

Hierarchical task networks, auction principle, multi-agent approach, RTK group,
collective behavior, interaction between RTK.

Bsenenne

UtoObl HE cO31aBaTh CIOXKHYIO CUCTEMY OJHOTO po0OTa, BBHITTOJIHSIOIIETO
MOJIHOCTBIO 3Ty MHUCCHIO, JIydllle pazpadborarh rpymmy u3 npocteix PTK, rne
K&Kl pa3paboTaH IMOJ| CBOIO KOHKPETHYIO 3a7ady. Takylo Xe CTPYKTYpY
UMEIOT HACEKOMBIE, TAKME KaK KOJIOHUSI MypaBbEB, BBHIKAIBIBAIOIINX CETh TyH-
HEJIeH, WK CTau TEPMUTOB, CTPOAIINX BHICOKHME KypraHbl C BHYTPEHHUMHU I1aX-
TaMud 00OTpPEBa U OXJIAKJEHUSA, JEMOHCTPUPYIOT MOTEHIIMAT MYJIbTHATC€HTHBIX
CUCTEM B CTPOUTEIIHCTBE MPOUYHBIX KOHCTPYKIMM. DTH COIIMAIIbHBIE HACEKOMbBIEC
0e3 KaKoW-1100 IEHTPATU30BAHHON KOOPJAMHAIIUU BBIPA0ATHIBAIOT SMEPIKECHT-
HOE KOJUICKTUBHOE TIOBEJCHUE, UCTIOIb3YEeMOe ISl TOCTPOCHUS ATUX HAJICKHBIX
CTPYKTYP.

Ucnionp3yst 3TOT OMONOTUYECKH BIIOXHOBJIEHHBIN METOJ, KOMaHJbl aBTO-
HOMHBIX POOOTOB MOTYT CKOHCTPYHUPOBATh KIIFOUEBBIE AJIEMEHTHI Cpelbl OOUTAa-
Hus 4enoBeka Ha Jlyne. OHU MOTYT HENIPEPHIBHO pabOTaTh B CYPOBBIX YCIIOBU-
X, YTO JIeJIaeT UX OYCHBb MPOU3BOAUTEIILHBIMU, OTKa30yCTOMYMUBHI K BBIXOY U3
CTpOsi OTIIETBHBIX POOOTOB M MACIITA0OMPYEMbI B 3aBUCUMOCTH OT CIIOKHOCTHU
3aauu U rpaduka BeimogHeHus. Poboram He Tpedyercs nHpacTpyKTypa Ku3-
HeobOecmeueHus, KOTopasi B MPOTUBHOM CiIydae ToTpeOoBaiach Obl KOMaHIE
actpoHaBTOB. KpomMe TOTO, poOOTHI MOTYT MOTPEeOOBATHCS ISl BBHITIOJHEHUS
OTIpe/IeNICHHBIX 3a]1a4 U3-32 COOOpaKeHU 310POBbsI U OE30MACHOCTH aCTPOHAaB-
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TOB. B 3T0#1 apXUTEKType onepaTopbl HA MECTAX CMOTYT OCYILECTBIISITh MTOTHBIM
KOHTPOJIb 32 JEATEIbHOCThIO KOMaHIbl POOOTOB, a TAK)KE BMEIIMBATHCS U BOC-
CTaHABJIMBATHCA MOCJE HEY]a4 WM HEOKUIAHHBIX COOBITUH.

[Ipennaraemass apxXuTEKTypa IMO3BOJISIET OCYIIECTBISITh KOHTPOJb 34
HA3eMHBIM YIPABJICHHUEM M OCBOOOXKIa€T HA3E€MHBIX ONEPATOPOB OT PYTUHHBIX
3a/1a4, OCTaBJISAsS BCE, KPOME CaMbIX JEJIMKATHBIX U KPUTHYECKH BAXKHBIX 3a]1ad,
IUIsl BMEILIATEIbCTBA JIIOJICH, YTO CHHXKAET BEPOATHOCTh YCTAJIOCTH M YEIOBEYE-
CKHUX OMIHUOOK. DTU (DAKTOPHI JI€Nal0T aBTOHOMHYIO POOOTH3UPOBAHHYIO CHCTE-
MY C BO3MOKHOCTBIO TeJIeyIpaBiieHus 0oJiee 1eaecoo0pa3HbIM, YeM caMo TeJle-
ynpasieHue. JlaHHbIM M01X0/1 TO3BOJISIET pa3BEPHYTh 0azy U pabOTaeT Kak pas K
IpUOBITUIO aCTPOHABTOB ¢ 3emuin. OCHOBHBIE TIOJIXO/IBI K pa3pabOTKe aBTOHOM-
HBIX CHCTEM YIIPABJICHUS UCIOJIB3YIOT YEJIOBEUECKUE 3HAHUS, METOIbl MAIIIMH-
HOTO O0y4YeHHUS UJIM KOMOUHAIMIO TOTO U APYTOrO.

OcHOBHas YacTh

OYHKIMOHAIBHON BO3MOKHOCTHIO rpynnbl PTK nomxHa sBISTHCSA Kak 3a-
Java BbIOOpa CTPYKTYPBI YJICHOB TPYIIIBI I BRIMOJIHEHUE OMPEIeIEHHON MuUC-
CUH, TaK U paclpelleICHUs] OTACIbHBIX 33/1a4 MEXAY HUMH. Tak Kak BpeMsl BbI-
MOJIHEHUS TIOJIHOM JTOOBIYM M JOCTAaBKH PECypCOB, a TaKXKE UX IEIOCTHOCTh
MOJIHOCTBIO 3aBUCHUT OT IeJIepacpe/ieieHHs MoA3aa4 BHYTPH POOOTOTEXHUYE-
CKOU cHCTEMBI. 3 3TOr0 MOXKHO COCTaBUThH MEPBOCTENEHHBIE MOA3ada4yM Jis
KaXxJ10ro u3 podoToB (puc. 1):

1)Haxoxnenue pecypca, a Takke ONTUMAIBHOTO MapIipyTa U €ro KOppek-
TUPOBKA U3 U3MEHEHUU OKPYKAIOIIEH CPEIBbI.

2)Iloaceetka mMecTHOCTH, B ciiydae pabotrel PTK B wactu kocmudeckoro
Tena, KyJa He MaJaeT CBET.

3)Pacuuctka rpyHra, mist 0osiee yao0HOTo U 3G(HEeKTUBHOTO OypeHUsI.

4)bypeHue MecTa, TJie HaXOIUTCA MPEATNIoIaraeMoe Moje3H0e HCKOMaeMoe.

5)3arpy3ka u 1ocTaBKa pecypcoB 0 0a3bl, a TaKXKe JaIbHEHINas pa3rpy3ka
U pacrpejieieHue.
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Puc.1

Hepapxudeckuii moaxo ] B3auMOJASHCTBUS MKy poOOTaMH IIpeAIoiaract
pasjielieHre TPyIIIbl pOOOTOB Ha YPOBHH, IJIe KXl YPOBEHb OTBEYACT 32 BhI-
MOJTHEHHUE OIpeJeieHHON 3ajaun. Briciuii ypoBeHb IpUHUMAET oOIee pelie-
HHE JUIsl BCEU TPYINbI, & HUKHUE YPOBHM OTBEYAIOT 32 BBHINIOJIHEHUE KOHKPET-
HBIX 3a/a4. DTOT MOJXO0J MOXET OBITh IOJIC3CH IIPH BBHITIOJIHEHUH CIIOKHBIX 3a-
7a4, TPEOYIOMUX KOOPAUHAIIUU AEHUCTBUN MHOTUX POOOTOB.

AYKIIMOHHBIN TTOAXO0/ B3aUMOJIEHCTBUSI MEX Ty poOOTaMU OCHOBAH Ha pac-
MIpeIeNIeHNH 3a7a4 MeX 1y poOOTaMU Ha OCHOBE KOHKYPEHTHBIX TOPTOB U IIEHO-
Boro Mexanusma. Kaxnpiii poOOT mpemsiaraeT CBOIO YCIYTy JJisi BBITIOJHEHUS
ONPEAECICHHON 3a7]a4H, a 3aT€M IPOUCXOJIUT TOPT 3a MPABO BBINOJIHUTH 3a7ady.
Tako#t monxox MokeT ObITh 2((HEKTUBEH MPHU pACTIPEICIICHUH 33249 B YCIOBHSIX
OTPAHUYEHHBIX PECYPCOB.

MynbTHareHTHBIE CHUCTEMbl MPEICTABISIOT COOOW TPYyMIy aBTOHOMHBIX
areHToOB, KOTOPHIE B3aMMOJICUCTBYIOT IPYT C JIPYroM, Y4TOOBI JOCTUYL OOIIUX
neneii. Kaxaplii areHT MOXKET MMETh CBOM IICJIH, 3HAHUS M CLIOCOOHOCTH, KOTO-
pbI€ MOTYT OBITh MCIIOJB30BAaHBI B TIPOIIECCE BBHITIOHEHHS 3a/1a4. MylIbTHAareHT-
HBIM MOJX0J] MOKET OBITH TIOJIC3HBIM NP BBITIOJHEHUHU 33J]1a4, KOTOpbIe TpeOy-
IOT COBMECTHOHM pabOThl MHOTMX POOOTOB U KOOPIUHAIIMH UX JIEHCTBUH.

Kaxnpii u3 31X MOAXOA0B UMEET CBOM IPEHUMYIIECTBA U HENOCTAaTKU B
3aBUCUMOCTH OT KOHKPETHOM 3aJ1aud U YCJIOBHM €€ BBIITOJHECHUS. BaXHO BBI-
OpaThb MOAXOM, KOTOPHIA HAWIYUYIIUM OOpa3oM COOTBETCTBYET IMOCTaBICHHBIM
[EJISIM U TpeOOBaHUSM.
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Puc. 2

[IpumepoM Takux MOIXOJO0B MOXKHO CUUTATh CUCTEMY, pa3pabOTaHHYIO
s urpel Horizon Zero Dawn. Cucrema MM uMeer Ha3BaHHE «IIJIAHUPOBIIMK
cetu uepapxuueckux 3agaud» (hierarchical task network planner, HTN,puc.2). B
OTJINYKE OT CUCTEM ILIAHUPOBAHUS, KOTOPbIEC TUIAHUPYIOT AEHUCTBUS B MOCIIEIO-
BATEJIBLHOM NOpsiAKe, ImaHupoBMK HTN reHepupyer miaHbl, COCTaBICHHbBIE U3
MAaKpOCOB JiecTBUAM. Kaxaplii MakKpOC COIEP>KUT HECKOJBKO JICHCTBHUM B 3a]1aH-
HOU mocneoBaTebHOCTU. Kaxkiplit areHT BO BHYTPUUTPOBOM MHUPE UMEET COO-
CTBEHHBIE METOJIbI, JJIs1 OOHAPYKEHUsI UTPOKA, a TAKKE WHIWBHUIYaTbHBIC TO-
clenyroime AeUCcTBus, nocie ero HaxoxaeHus (bexxats uim HamajgaTh), TakkKe
KaXKbIi poOOT Ma€T 3HATH O MECTOHAXOXJACHUHM UTPOKA JAPYTUM 4JIeHaM TPyIi-
b

AHanorom po0oTa, /I HaXOXKJACHUS ONTUMAJILHOTO MapIIpyTa U CamMoro
pecypca MOKHO cuuTaTh pobota, paspadoranHoro kommanneit HACA. B Hos6-
pe yueHble u umXKeHephl u3 JlaGopatopum peaktuBHOro nBIKEHHS NASA
YCIENTHO MPOBEIM ToJieBbie ucmbITanus Bruie - “[lmaBydero mapcoxoma st
MCCIIEIOBAHUS TOJJIEAHOTO MPOCTPAHCTBA — MOJIO JIbJIaMH BOCTOYHOU AH-
TapKTUIbI (puc.3). Mapcoxo/ ¢ TUCTaHIIMOHHBIM YIIPaBIECHUEM OBLT CKOHCTPY-
MPOBaH TaK, YTOOBI MOJI3TH N0 HWKHEH CTOPOHE MOPCKOTO JIbja U MIeTb(OBBIX
JIETHUKOB. DTU UCIIBITAHUS HA 3eMiie MPECIEAYIOT H0JATOCPOUHYIO 1I€JIb - OJTHA-
Kbl HAUTH JTOKA3aTEIbCTBA CYIIECTBOBAHUS KU3HU TOJ] TOJICTOM JICASTHOM 000-
JIOYKOMW, MOKpbIBaKOIIEH okeaHndecknid cnyTHUK IOnurtepa EBpomy. Ilox stum
JBIOM B TpU pa3a OoJIbIe KUAKOW BOJBI, YeM MOXHO HAWTH BO BCEX OKEaHaX
Ha 3emuie.
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Puc. 3
3a cu€T TOTO, UTO CHUCTEMA ISl HAXOXKJACHUS ONTUMAIILHOTO IMyTH COCTOUT

U3 JIByX KOJECHBIX pOOOTOB Ha JEOEAKE, TO OHA UMEET CIEAYIOIINe OCHOBHBIC
(GYHKITUU 7151 BBITIOJTHEHUS MUCCHUU:

1. Mosxet 6e301acHO nepemMeniaThCs Mo TPYIHOMPOXOIUMBIM MOBEPXHO-
CTSIM, T. K. B ClIy4dae 3acTpeBaHus JIeOENKa CIIOKOWHO BBITAIIUT OJWH U3 KO-
JECHBIX pOOOTOB.

2. ITotpebnsier HEOOIBIIOE KOJIMYECTBO SHEPIHM, 332 CUET YEro MOMKET
paboTaTh B T€UEHHUE JUTUTEIHLHOTO BPEMEHHU. 3a CUET ATOr0 PajnycC JACHCTBHS
BEJIMK, YTO MO3BOJHT 33JaBaTh CaMblid OJIArOMPHUATHBIA MapIIpyT, YTOOBI J0-
Ooupathcsi poOOoTaM, KOTOPBIE MPEAHA3HAUCHBI JIs TOOBIYH pecypca (ToATOMY
X MOXXHO 00JIeT4aTh, YTO YMEHBIIIUT 3aTPaThl ICHEKHBIX CPEICTB U DHEPTe-
TUYECKUX).

3. PoOoTBI mUTarOTCA 4epe3 TPOChl, @ 3HAYUT JIaXe MOCIe OTCOSAMHEHUS
OT OCHOBHOM CHCTEMbI CITIOCOOHBI JIOJITO BBIMOIHATH MUCCHIO.

4. 3a cy€T pa3MepoB OTKPHIBAETCS OOJBIIE MECT, B KOTOPbIE HbIHEUIHUE
MapcoXo0/ibl HE CMOTYT MOMACTh, YTO YBEIUUYUBAET 0071aCTh MPUMEHEHHS.

5. 3a cuért n1e6EAKU ecTh BO3MOXKHOCTh JOCTaBaTh pOOOTOB, KOTOPbIE MPU
100bIY€ PECYpPCOB 3aCTPSIIU WM HE UMEIOT IMYTH BbI€3/1a C TEPPUTOPHH.

6. CucteMa cnocoOHa MPEOJ0JIeBaTh BO3BBIINICHHOCTH, HaXOISIIUECS
MO/ TOCTATOYHO OOJIBILIUM YTJIOM.
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3akioueHue

B nmannoit pabote ObITH paccMOTpEHBI criocod poeBoro ynpasieHus PTK
py 10OBIYM TOJIE3HBIX UCKOTIAEMBIX B KOCMOC M MPUHIIUIIBI B3aUMOIEHCTBUS
YJICHOB I'PYIIIBI pPOOOTOB MEXKIY COOOM.
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YAK 681.11.031.1: 629.331
30opomupckuii ApreM BsiuecnaBoBuu, [luBneB Burtanuit BuktopoBuu

CUCTEMHOE TEXHUYECKOE 3PEHUE BUOPOBOTOB

Buopobomei, maroice uzeecmuvie kaxk pooOmMbi-OUOMUMEMUKU UTU POOOMBL, CO-
30auHble N0 00pa3y u NOOOOUID IHCUBLIX OP2AHUMOB, NPEOCMABIAIOM COOO0U HOBell-
WYI0  MEeXHON02Ul, KOMopdsi NPUMeHsem RPUHYyunvl oOuosocuu 01 CO30AHUS
yempotucms. Buopobomsl UCnob3yomcest 8 pasiuidHblX 00AACMAX, Om MeOUYUHbL, 20e
OHU MO2ym OblMb UCNOAB3068AHBL OISl NPOBEOCHUS CJLONCHBIX Onepayuil, 00 NPou3800-
cmea, 20e OHU MO2Ym HOMOYb AGMOMAMUIUPOBAMb NPOYECChl U NOBLICUMb IPgheK-
MUBHOCMb pabomal.

Oouarxo, cozdanue O6UOPOOOMOB NO-NPEdHCHEMY ABIAEMCS CLONCHOU 3adauyel,
mpeobylowell 8bICOKUX 3ampam U muamenbHo20 UCCIe008AHUSL ODUOIOSUYECKUX NPO-
yeccos. Tem ne menee, 61a200apsi NPOOOIAHCAIOWUMCS UCCTIEO0BAHUSIM 8 0OAACTU PO-
bomomexHuKy u OUOI02ULU, MONCHO 0AHCUOAMDb, YUMo OyOyujee npurecem euje DOIbULUL
npoepecc 8 smoi obaacmu.

Pobomomexnuueckass cucmema, pobOMOMEXHUKA, CUCTEMHOE MEeXHUYecKoe

3peHue, buopobomai.

Zboromirskiy Artem Vyacheslavovich, Pivnev Vitaly Viktorovich
SYSTEM TECHNICAL VISION OF BIOBOTS

Biorobots, also known as biomimetic robots or robots made in the image and
likeness of living organisms, are the latest technology that applies the principles of bi-
ology to create devices. Biorobots are being used in a variety of fields, from medicine,
where they can be used to perform complex operations, to manufacturing, where they
can help automate processes and improve work efficiency.

However, the creation of biorobots is still a complex task that requires high costs
and careful study of biological processes. However, thanks to ongoing research in ro-
botics and biology, it can be expected that the future will bring even more progress in
this area.

Robotic system, robotics, system vision, biorobots.

Beenenue

CucreMHOE TEXHHYECKOE 3peHUE OMOPOOOTOB - 3TO 00JIACTH MCCIIENOBA-
HUM, KOTOpasi 00bEeIMHAET B ce0€ 3HAHUS W3 Pa3IUYHbIX HAYK, TAKMX KaK po0o-
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TOTEXHHKa, OMOJIOTHS, KOMIIBIOTEPHOE 3PCHUE U MHOTHE Jpyrue. buopoOoTh! -
3TO YCTPOWCTBA, CO3/IaHHBIC HA OCHOBE OMOJIOTMYECKUX IPHHIIMIIOB M IpETHA-
3HAYCHHBIC IS BBIOJIHEHUS KOHKPETHBIX 3amad. CucTeMa TEXHHMYECKOTO 3pe-
HUS SABJISICTCS OJTHOM M3 KITFOYCBBIX COCTABIIIOIIMX OMOPOOOTA, MOCKOIBKY OHA
oOecrieynBaeT IMOJyYCHUE WH(POPMAIIMM O OKpYKaIoUmIeH cpele M IO3BOJIICT
IPUHUMATh PEIICHUS Ha OCHOBE 3TOH MH(popmMaruu. B maHHO# 001acTH aKTHB-
HO HCCIICAYIOTCS HOBBIC METOJBI M TEXHOJIOTMH, HAIIPaBJICHHBIC HA yIIYYIICHHUC
CHUCTEMHOTO TEXHUYECKOTO 3pCHUSI OMOPOOOTOB U MOBHIIMICHHE UX 3P (HEKTHBHO-
CTH B BBIITOJHEHUH 3a1a4.

OcHoBHaf YacTh

CucTeMHOE TEXHHYECKOE 3peHHe B OMOPOOOTax - 3TO BHICOKOTEXHOJIOTHY-
Has 00JIacTh MCCIEAOBAaHUM, KOTOpast 00ObEeIUHAET B ce0e 3HAHUS U3 Pa3TUUHBIX
HayK, TaKUX KaK pOOOTOTEXHHMKA, KOMIIBIOTEPHOE 3peHHe, OUOJIOTHUS U MHOTHE
npyrue. buopoOoThI - 3TO yCTpoiCTBa, CO3/IaHHBIC HA OCHOBE OHMOJIOTHYECKHUX
IPUHIIAIIOB W TPeJIHA3HAYCHHBIC ISl BBIMOJHEHUS KOHKPETHBIX 3adad. Paspa-
0OTKa CHCTEMHOTO TEXHHYECKOIO 3pPEHHUS CTajla BO3MOXKHOM Oyiaromapsi ycrie-
XaM B 00JIACTH KOMIIBIOTEPHOTO 3PCHHS, KOTOPBIC MO3BOJIMIN co31aTh 3P dek-
THBHBIC AJITOPUTMBI paclo3HaBaHUs OOBEKTOB M aHanm3a u3obpakenuit. Ilo
npuMepy OJIOK CXeMBbl CHCTEMHOTO TEXHUYECKOTO 3PEHHS, MOKHO Pa3o0paThes
U3 Yero OHAa COCTOUT W MPUHIUI paboThI (puc.l)
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Puc.1. brok-cxema cucmemnoco mexHuuecko2o 3PEHUA

CucreMHOE TEXHUYECKOE 3peHHe B OMOPOOOTaX MCIOJIB3YETCs ISl MOITy-
yeHust UHPOpPMaIlMU O OKPY>Kalollel cpene, aHaau3a 3Tol nHpopMaluu U Mpu-
HATUSl PEUICHUM Ha OCHOBE TOJYYEHHBIX AaHHbIX. JlJii paboThl CHCTEMHOTO
TEXHUYECKOTO 3pEHHsI B OMOPOOOTax UCHOIB3YIOTCS MHOTOKAHAIBHBIE TaTYUKH,
KOTOpPBbIE MOTYT U3MEPSATh Pa3jJU4HbIEC IMAPAMETPhl OKPYKAIOLIEH Cpeabl, TAKUE
KaK paccTosiHue 10 00BEKTOB, IPKOCTh CBETA, LIBET, POPMY U TEKCTYpY MOBEPX-
HocTeil. [lomyueHHble MaHHBIE TEpeNaloTCs Ha KOMITbIOTEP, KOTOPHIA 0Opaba-
ThIBa€T MH(OPMALIMIO ¥ TPUHUMAET PELICHUS O CIEIYIOMIMX IIarax.

Jlig ananu3a MOMy4eHHOM HH(POpPMAIMHM HCIONB3YIOTCS pa3inyHble Me-
TOJIbI KOMITBIOTEPHOTO 3PEHHSI, TAKWE KaK paclio3HaBaHuE 00pa3oB U OOBEKTOB,
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OTIpE/ICJICHUE PACCTOSHUM, BBISIBIICHHE JBIKYIIUXCS OOBEKTOB U T.11. B pe3yib-
Tare 00pabOTKH JaHHBIX, OMOPOOOT MOXKET OIpPEJEIUTh CBOE IMOJIOKEHHE B
IIPOCTPAHCTBE, OOHAPYKUBATh OOBEKTHI, MPEISITCTBUSI U UCCIIEI0OBATh OKPYKa-
IOIIYIO CPEeIy.

[IpruMepoM IPUMEHEHHS CUCTEMHOI'0 TEXHHWYECKOTo 3peHHUs B OMOpoOOo-
tax, sBigercs Jlpon-mmuon «Black Hornet», co3manubiii koMmanued Prox
Dynamics. «Black Hornet Nano» ocHalmieH aBymsi kamepaMu BHCOHAOIIIO/IC-
HUS, pa3MeIIeHHBIMUA B ero Hocy. [lepenaya MaHHBIX HAa CTAHILUIO YIIPaBICHUS
arrmapaToM OCYIIECTBIIICTCS B PEKUME PeaIbHOTO BpeMeHH. J[JIMHa cocTaBiseT
okosio 100 MM, mwmpuHa 25 MM, nuametp poropa cocrapiser 100 mm. Ero 06-
IIUH BEC COCTaBIIIET 0KOJIO 18 rpaMMoB. Bech KOMIUIEKT ¢ YU4€TOM JHUCILICS Be-
cut 1,3 kr. MoeT jeTaTth O CKOPOCThIO JI0 5 M/c mpu BeTpe A0 8 M/c. Makcu-
MaJibHasl IPOJIOJDKUTEIIBHOCTD T0JIeTa COCTABIISIET 25 MUHYT, Ha JJaJIbHOCTH 10 1
kM. Komriekc oOecrieunBaeT BBITIOIHEHKE 2,5 Yaca MoJETOB.

B 1nieiom, cucreMHOE TEXHUYECKOE 3peHHE B OMOpOOOTaX HUIpaeT BaXKHYIO
POJIb B BBITIOJTHEHUH PA3IUYHBIX 33/1a4 M MOXKET OBITh MCIIOJB30BaHO B pPa3ny-
HBIX 00JIaCcTAX, TAKUX KaK IPOM3BOJICTBO, MEAMIIMHA, SKCILIOpAIMs KocMoca U
MHorue napyrue. Hampumep, OMOpoOOTEI MOTYT OBITh HCIIOJIb30BAHBI IS
OCMOTpa TPYIHOJAOCTYITHBIX MECT 1 BBIMOJHECHHUH 33/1a4 B YCIOBHUSAX OMACHOCTH.
Taxke OHM MOTYT OBITh NMPUMEHEHBI B MEIMIIMHE JUIS BBITOJHEHUS CIIOKHBIX
orieparui, rae TpeOdyeTcss BBICOKas TOYHOCTh M Majoe BO3JIEHCTBHE HAa OKPY-
YKAIOIIIME TKAHHU.

Omnako pa3paboTka CUCTEMHOT0 TEXHHYECKOTO 3peHHs B OMOpoOoTax Bce
eIle SBIISICTCS aKTUBHOM 00JIAaCTBIO MCCIICIOBAHHWM, U CYIIECTBYET HECKOJBKO
BBI30BOB, KOTOPBIC HY)KHO peruTh. OJIMH U3 MPUMEPOB - 3TO pa3paboTKa TeX-
HOJIOTHH, TO3BOJIIONIUX YJIYYIIUTh TOYHOCTh U CKOPOCTh 00paboTKH HHGOP-
Manu. JJ1s 3Toro HeoOXoMMO pa3padoTaTh HOBBIC aITOPUTMBI KOMITBIOTEPHO-
ro 3peHus, KoTopeie OyayT Oosee r3hpexTuBHO padoTaTh ¢ OOJIBITUMU O0BEMA-
MU JaHHBIX. Takxe TpeOyeTcsl yaydllieHHe KadecTBa JaTYUKOB, YTOOBI TOITY-
YeHHBIE JaHHBIC OBLIN 00JIee TOYHBIMHU U HAJCKHBIMHU.

KpoMe TOro, cucreMHoe TEXHHMYECKOE 3pEHHE B OHOpPOOOTaX MOXKET
CTOJIKHYTBCS C MPOOJIEMOI IEPEHOCUMOCTH MEXKITY PA3TUIHBIMU OKPYKCHHUSIMHU.
Hampumep, ecnmu 6mopo6oT pazpaboTtan ajisi paboTel B 1a00OpaTOpuu, TO €ro CH-
CTeMa TEXHUYECKOTO 3PECHUSI MOXKET OKa3aTbcsa HEAP(HEKTUBHOM B YCIOBUSIX pe-
TBHOTO MUPA ¢ OOJBIIINM KOJIMYECTBOM IITyMOB M MPETSITCTBUI. DTy TIpoOIemMy
MOKHO PEIIUTh MyTeM Pa3padO0TKN YHUBEPCATBHBIX CUCTEM TEXHUUYECKOTO 3pe-
HUS, KOTOPBIE MOTYT aIallTUPOBATHCS K PA3TUIHBIM YCIOBHSIM.
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B nenom, cucteMHOe TEXHUYECKOE 3peHUE B OMOPOOOTAX SIBISETCS BaXK-
HOM U MepCreKTUBHOM 00y1acThio MccienoBaHuid. OHa UMeeT MOTeHIHA yiIyd-
[IUTh TEXHOJOTHUU B PA3UYHBIX O0JACTAX, TAKUX KaK MPOU3BOJICTBO, MEIUIIH-
Ha, KOCMHYECKOE UcCieloBaHue U apyrue. HecMoTps Ha Tekyiire BbI30BbI, CY-
HIECTBYET OOJIBIION MOTEHIMAI JJIsl Pa3BUTHUSI TEXHOJOTUNH CUCTEMHOTO TEXHH-
YECKOT'o 3peHHsI B OMOPOOOTaX, YTO MOKET MPUBECTU K CO3/IAHUIO HOBBIX BBICO-
KOTEXHOJIOTUYHBIX YCTPOUCTB, CIOCOOHBIX YIPOCTUTH U YIYUIIUTh KU3HbB JIIO-
Jei.

3akioueHue

B 3axitoueHn# MOKHO CcKa3aTh, YTO CUCTEMHOE TEXHUUYECKOE 3peHHE B Ou-
opoboTax fABISIETCS 00JIaCThIO, KOTOpass UMEET OOJIBbIION MOTEHIMAN ISl TIPH-
MEHEHHUsI B Pas3lMyHbIX cepax nesaTreabHOCTH. Pa3paboTka 3TOM TEXHOJIOTHH
OTKPBIBAET BO3MOXKHOCTH ISl CO3/IaHUS BBICOKOTEXHOJIOTHYHBIX YCTPOWCTB,
CIIOCOOHBIX BBITIOJIHATH CIIOKHBIE 3a7a4d, KOTOpbIE paHee ObLIM HEAOCTYITHBI
JUTsl aBTOMaTH3aluu. TeM He MeHee, ee pa3paboTka Bce elle TpeOyeT HayYHbIX U
TEXHOJIOTUYECKHUX TOCTIKEHUM. OJIHAKO HYHO MOJXOJUTh K €ro pa3padoTKe,
0COOBIM CITIOCOOOM, TaK Kak eciau 6MopoOOT pa3paboTaH B JaOOPATOPHBIX YCIIO-
BUSX, TO €r0 CUCTEMa TEXHUYECKOTO 3PEHUSI MOXKET ObITh HEAP(DEKTHUBHA B pe-
aITbHOM MHUpE.

CnennanvicraM HYHbI HOBBIE METOJbl U TEXHOJOTUM, YTOOBI TOBBICUTH
TOYHOCTh M CKOPOCTh 00pa0OTKHU JIaHHBIX, a TAK)KE YJIYyUIIUTh KaueCTBO JaTYu-
KOB. DTO MOKET OBITh TMOJIE3HO B HMIUPOKOM CIEKTpPE MPUIIOKECHHM, HaYuHAs OT
IIPOU3BOJICTBA U METUIIMHBI IO KOCMHUYECKOTO UCCIIEI0BAHUSI 1 MHOTOTO JIPYTO-
ro.
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Heabscon I'yrheppec

IMPOEKTUPOBAHHUE U CBOPKA KAPTUHTI' A C QJIEKTPUYECKUM

HOK,

MPUBOJIOM

Kapm - smo o0Homecmuwiil nacca)cupckuti agmomoouisb, UCNOIb3yemblil OISl 20-
usobpemennviti 8 CIIA 6 1950-x eo0ax. Ilepsvie kommepueckue mooenu Oviiu

nocmpoeHbl C osueamenem om 2az0HOKOCUIKU. B HacmoAwee epems OONLUIUHCIBO

Kapmoe npueodumc;l 8 08UdICeHUe dsucamesem BHYMPEHHESCO CCOPAHUA, AHATIOCUUHBIM

oguecamento MOMoyukid. B nacmoswem npoekme 0vin pazpabomar Ou3aiH u KOH-

CMPYKYUsi MPAHCROPMHO20 CPEOCmea maKo2o mund ¢ 2J1eKmpuieckoll CUI080U ycma-
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HOBKOLL. Ycmouuusocms asmomoouiss OCmanacy maxou e, Kak u 'y 00bluH020 Kap-
MUH2A, YEHMP MANCeCU HAX0OUMcs OIU3Ko K 3emie. Mcnonvzosanucsy uemolpe He-
mpyouamolx 21A0KUX PE3UHOBBIX KOJeCd, YMO NO3600UI0 00OUMbCS OMIUUHO20 CYen-
JIeHUsl ¢ achanbmom, nepeoHue Koaeca Ynpasisiuch PyiesblMu msieamu, 3aKpenieH-
HbIMU HA OCU PYIs, 084 3A0HUX KOAeCd ObLIU COeOUHEHbl 0CbI0 U 08YMS CIYNUYAMU,
COCMasnAwWUMU eounoe yenoe. Jleuecamenu, coeounennvie ¢ OJl0Kamu, obecnevusa-
Iom O8udIceHIe Kapmunea ¢ 3a0Hell ms2oll.

Kapmune, snexkmpomodbuns, 3K0 102UYHLIL MPAHCNOPN, SCMPOEHHOE YNpAG/ie-
HUe, 3]1eKmpoosu2amenb, MexampoHuKd.

Nelson Gutiérrez

DESIGN AND CONSTRUCTION OF A GO KART WITH ELECTRIC
PROPULSION

A go-kart is a single passenger vehicle used for racing, invented in the USA in
the 1950s. The first commercial models were built with a lawnmower engine. Nowa-
days, most karts are powered by an internal combustion engine similar to that of a mo-
torcycle, in the present project the design and construction of a vehicle of this type
with electric propulsion was carried out. The stability of the vehicle remained the
same as a conventional kart, keeping the center of gravity close to the ground. Four
non-tubular smooth rubber wheels were used, thus obtaining great adherence to the
asphalt, the front wheels are controlled by steering rods anchored to the steering
wheel axis, its two rear wheels were coupled by an axle and two-wheel hubs which
form a single piece. The motors coupled to the blocks allow the movement of the kart
with rear traction.

Go kart, electric vehicle, sustainable transport, embedded control, electric mo-
tor, mechatronics.

1. Introduction

One of the most discussed topics nowadays is the consumption of fossil
fuels which over time have carried on a great environmental impact such as the
climatic change, shown in the loss of layers of the planet atmosphere, the melt-
ing of the polar ice caps, or hydrocarbon processing that produces toxic waste,
so as the industry and consumers have evolved at the same time as such prob-
lems searching for a solution to the direct effects generated by the processes for
which there are domain and decision over of, one of them being mobility [1], for
which the implementation of the movement of vehicles by alternative energies
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have been developed, currently one of the most studied ones is electrical energy
which through the usage of batteries or battery storage systems and electric mo-
tors allows the translational movement of vehicles [2]. Unlike fossil fuels elec-
trical energy doesn’t produce emissions or contamination, as such is considered
like a clean energy [3]. Furthermore, its usage reduces the risk of explosions and
illness to the user from fumes and emissions, because of these reasons it is
sought to promote the usage of renewable energies [4]. With the design of this
kart the attempt is to create an efficient model to take on the interest of the user,
combining the benefit of taking care of the environment and the benefits of driv-
ing a vehicle with reduced maintenance costs. With this change on mind it’s ex-
pected to optimize the operation of the kart, without altering its functionalities
[5]. Karting is a very practiced sport nowadays, one considered to be a similar
competition to the Formulal, with the difference that the vehicles have a differ-
ent technological development and a different level of precision. A go-kart is a
small car for only one passenger used for races in closed circuits also called
karting tracks [6], go-karting as a sport was created in the USA around the 50s,
the first commercial models available were built using the engine of a
lawnmower which allowed for movement of the chassis, but with a very reduced
speed, records indicate that the first competence was made in 1956 [7]. Nowa-
days most karts move through the propulsion of an internal combustion engine
similar to the one of a motorcycle, the vehicle stability comes from its gravity
center close to the floor, the vehicle counts with four, non-tubular, smooth rub-
ber wheels which gives it a great adhesion to the asphalt and prevents the vehi-
cle from going off track [8]. The steered wheels are controlled by a rack and pin-
ion steering mechanism that allows bi-directional movement, the two back
wheels are coupled by an axle and two-wheel hubs which make one piece to-
gether. As a security precaution they have a disc brake system on the same axle,
they have only one central seat that allows the user to reach the pedals and the
steering-wheel. The sport practiced with these vehicles is known as karting, it is
not very known in Ecuador [9].
2. Methodology

This project was developed using the methodology of the V-Model, this
methodology is the most suitable for the design of mechatronic systems. In this
way, the mechanical design, electrical design, controller design and automatiza-
tion areas are covered together within the functionality and validation tests [10].
2.1 Design
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The goal of this project is the implementation of a 4 wheels vehicle with
electric propulsion, which maximum straight speed be of 40 km per hour and
stand turns with a speed of 30 km per hour, the total weight of a Go-kart with
one average build person is 128 kg. The average power of an electric motor is of
60 V and 5 A/h (1500 W) on each one.

Table 1. Specifications and Requirements of the Design
Specifications Requirements of the Design
4 rubber wheels The weight should be proportional across all of the body
work, engine, battery and additional implements.
Steering Wheel and acceleration and The design of the chassis should be on concordance with
brake pedals. the components to be placed like: seat, bumper protections,

drive shaft, engine couplings, pedals, steering wheel and tie

rods.
Lateral bumper protections The chassis should be secured by plastic parts.
Front and rear bumper protections The go-kart should have detachable parts to be able to per-

form maintenance services.

Speed limiter controller

2.3 Mechanical Design

2.3.1 Design of the chassis

Forces that act over the chassis:

Rigidity: Is the force that the chassis is able to produce to withstand the gener-
ated strain preventing the torsion or deformation, in this way two types of rigidi-
ty (K) can be arise by bending or by torsion [11]. Rigidity is defined as:

K== (1)

In which: K= Rigidity calculated by (N/m), F= force that the chassis will
experiment, calculated in (N), d= displacement, calculated in (m)

Therefore, the rigidity is directly proportional to the elasticity modulus of
the used material, the moment of inertia and the area of the section of the used
tube [12].

K=E=xI (2)
K=ExA 3)

In which: E= Modulus of elasticity of the material, calculated by (N/m2),
A=Area of the section of the used tube, calculated by (Kg/m2), I= Moment of
inertia, calculated by (m2)
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The rigidity is one of the most significant aspects on the chassis of a kart,
since it doesn’t count with suspension and this is very important because it inter-
feres in the stability and driving [9].

Rigidity to bending

The strains that affect the chassis are: traction, pilot, engine, battery and
additional components, which are perpendicular strains to the plane of the chas-
sis, this results on the production of a bending moment [12]. Rigidity to bending
is determined with the following equation:

K=3=7 4

In which: K= Rigidity to bending, calculated by (N*m/grades), 8 = Angle
of deformation, calculated in (grades), E= Modulus of elasticity of the material,
calculated by (N/m2), = Moment of inertia, calculated by (kg*m?2), L= Length,
calculated in (m).

Rigidity to torsion

This kind of strain is produced when the chassis is inflicted to asymmet-
rical stress, this strain is produced at the time when the kart goes through a bump
on the track, a very tight curve or a super elevation on the border of the track.
Rigidity to torsion is determined with the following formula:

T Gy

K=5=73 ()

In which: K= Rigidity to torsion, calculated by (N*m/grades), T= Applied
torque, calculated in (N*m), 8 = Angle of deformation, calculated in (grades),
G= Shear modulus, calculated by (N/m2), J= Torsional constant, calculated by
(N/m2), L= Length, calculated in (m).
2.3.1.1. Center of mass

The center of mass of the kart is the point where there is more concentra-
tion of strain in all of the kart compared to the chassis, this should be distributed
in an uniform way that will help to maintain a better control over the drift of the
kart, since all of the weight is in different points, but in a well-balanced way
[13].
2.3.1.2 Modelling of the chassis structure

When implementing a design for the chassis a modelling in a CAD soft-
ware will be made, which enable us to visualize the chasses and the union of its
components in 2D and 3D, when obtaining the model an analysis is done of each
of the components, in this way a comparison between the theoretical part and of
the modelling part exists. The complete design of the chassis is based on the al-
ready established parameters, like the weight, the design of the components,
measurements of the dimensions, diameters of the tube and thickness, which are
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all the more common ones used for competition and from various manufactur-
ers, with this the structural analysis is shown which will allow to better optimize
the chassis and obtain the best results in the final model [14]. The chassis is the
base of the go-kart and where a higher concentration of force exists, as such the
kart will not exist without it, and the physical chassis has a weight of 20 kg,
which can be seen on its CAD software modelling in Figure 1.

Figure 1. Modelling of the chassis.
2.3.1.6 Material selection.

According to the recommendations of the FIA the used material should be
in the category of the steel, companies like Tony Kart use chromoly steel which
are used because of its high mechanical properties such as its ductility and re-
sistance to the traction that affect the chassis [15], there is various technical
specifications that the FIA grants to be able to regulate all used chassis and in
this way be certified.

2.4 Electrical design
2.4.1. Power dimensioning and engine controller.

The engine controller contains a connection of the Hall effect type that al-
lows the motion of the engine, for the synchronization of each of the magnets
and the 60 v with 2.5 Ah power supply and the controller board having power
electronic that gives it enough force for the motion. For the engine selection:

F=wxg (6)
T = F+d (7)
P = FxVel (8)

2.4.2. Battery capacity

For the operation of the vehicle two batteries are required, the specifica-
tions are 60 V at 12 A/h with whose an autonomy of 35.85 k/h with a constant
velocity is provided [16].

2.4.2.1. Charging time and Discharge time
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The charging time was determined in base of the following equation:
Battery current in ampere/hour
= 4.875 hours

)

Charging time =
ging Applied current

The discharge time was determined using equation 10:
Baterry (Ah)+voltage of the baterry

= 337.5 minutes

(10)

Discahrge time =
9 Applied charge

2.5. Design of the security control system

The design of the control system begins with the development of the state
machine, to afterwards make the source code in Arduino and test the operations
of each state as it can be seen in Figure 2.

e N —
mmmmmmmmm =
........ #V_|
(Y 1=
,,,,,,,,, I

Figure 2. State machine for the control of the go- kart

2.5.2. Cruise acceleration

The cruise acceleration state, is the acceleration state in which the kart con-
sumes less energy and advances with a lower acceleration according to what is
selected with the potentiometer, this acceleration is constant and like this when
accelerating the same forward speed is maintained without increases, it is done
with the regulation of the potentiometer with respect to an acceleration point, if
more acceleration is required on the kart, with a switch it is possible to exit the
cruise acceleration state and return to the default state that controls the accelera-
tion according to the pressure on the accelerator pedal.
2.5.3. Emergency stop

The emergency stop is activated at the moment of having an accident or
trouble on the road that rate for it since it cuts off all current pass to the kart and
stops functioning so the pilot can be safe at the moment of leaving the kart or
move it if the pilot happens to stop or has an accident.
3. Operation tests and results analysis.
3.1 Vehicle assembly

In Figure 3 the preliminary assembly of the go-kart can be observed, with
the batteries and controllers installed. In Figure 4, the cabling and components
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installation in the go-kart can be observed, that includes the DAC, the screen,
the buttons, LEDs and the potentiometer.

3.1 Operation tests

The operation tests on the track where made on the competition denominat-
ed: “PRIMERA VALIDA CAMPEONATO NOVACERO INTERUNIVER-
SIDADES” that was realized in Quito-Ecuador. During the race time data was
took on each lap, maximum velocity on each section of the track, the circuit can
be seen in Figure 5.

Figure 5. Circuit by sections.

With the obtained data, a calculation to obtain more data was made, which
i1s shown below. In which through the processed data the speed per turn, maxi-
mum velocity and minimum velocity per section can be observed, the time per
lap and dimensions of the circuit were also registered. The results obtained from
the competition qualifying rounds indicates that the go-kart had an average max-
imum velocity of 30.39 km/h in the first lap and a minimum velocity of 29.24
km/h obtaining a qualification on the fifteenth place of all categories. In the 2nd
Table the results obtained throughout the competition are shown:
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Table 2.

Results from the qualifying rounds

Av. Velovity Av. Velocity

[m/s] [Km/h]
Qualifying 1 0.84 99.4911444 8.44 30.39
Qualifying 2 0.84 100.442243 8.36 30.11
Qualifying 3 0.84 103.052843 8.15 29.34
Qualifying 4 0.84 103.104572 8.15 29.33
Qualifying 5 0.84 102.128318 8.22 29.61
Qualifying 6 0.84 103.422436 8.12 2924

4. Conclusions

With the development of this project a completely functional design of the
mechanical part and control system for a go-kart with electric propulsion pow-
ered by two engines was accomplished. The mechanical design was calculated
and validated over simulations of the maximum force produced by the engines
of the drive shaft, this force is minor to the allowed limits, so they won’t cause
accidents for the pilot and deformations to the structure of the chassis.

The couplers that link the wheel hubs with the engine ones are critical ele-
ments in the structure, so they need to obligatorily be checked to be well adjust-
ed, since they tend to loosen up because of the force generated by the engines, if
not coupled they can cause accidents by the release of the rear tires.

The mobility tests on the competence allowed to validate that the engines
have the adequate power to transport one pilot over 80 kg and a structure over
48 kg, so it has been proven that the vehicle is suitable for competition, obtain-
ing third place of go-karting in the karting tracks “Kartdédromo Dos Hemisferi-
0s” of Quito- Ecuador.

In the tests made on the circuit an average velocity of 37 km/h was ob-
tained, with a 100% charge on the batteries. These tests were done in the beam
of the qualifying rounds and on a full competition.
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Cexkiua — CucTreMbl MOHUTOPUHTA, TMATHOCTUKH U YIIPABJICHUSA

YK 004.713
Manrymes Anekcanap BsauecnaBoBuy, 36101H Banepuii AHnpeeBuy,
[Tonyxun Urops IMutpueBud

PA3PABOTKA AHAJIM3ATOPA CETEBOT'O TPA®UKA HA IIJIUC

Paszpabomana cxema cuugpgepa ona annapamuoii peanuzayuu Ha oaze IJIHC.
Cxema cnpoexmuposana na yposne RTL na sizvike System Verilog. Ocoboe énumanue
yoensaemcsi MOOYIAM Npuema u nepeoayu OAHHbIX, a MaKice pearuzayuy annapamHou
ouepeou ¢ 803MONACHOCIBIO UBMEHEHUsl ee coOoepicumozo. 1nasHou ocobeHnocmvio
ABNAEMCA 803MOICHOCIb 000asNeHUsl 1100020 annapamuo20 Mooy 01 MOHUMOPUH-
2a, oopabomku unu wugposanus cemego2o mpaguxa. /[nsa nepeoauu u npuema um-
Gdopmayuu npumenen uumepgpetic MIl, umo noszsonsiem ucnonvzoeamo nbvie Oo-
CMYNHblEe MUKPOCXeMbl (PUULECKO20 YPOBHS Ol NOOKIIOUeHUs YCMPOUCmEa.

ITnuc, cemesot mpaghux, cnughghep, mii.

Mangushev Alexander Vyacheslavovich, Zybin Valery Andreevich
DEVELOPMENT OF NETWORK TRAFFIC ANALYZER ON FPGA

A sniffer scheme has been developed for hardware implementation based on
FPGA. The scheme is designed at the RTL level in SystemVerilog language. Particular
attention is paid to data reception and transmission modules, as well as the implemen-
tation of a hardware queue with the possibility of changing its contents. The main fea-
ture is the ability to add any hardware module for monitoring, processing or encrypt-
ing network traffic. The MII interface is used for transmitting and receiving infor-
mation, which allows you to use any available physical layer chips to connect the de-
vice.

Fpga, network traffic, sniffer, mii.

Beeaenne

JIns ceTeBbIX MHKEHEPOB KpaiiHEe BAXKHOM SBJISIETCS 3a/1a4a MOHUTOPHUHTA,
o0paboTku u aHanu3a [1] cereBoro Tpaduka. CylecTByeT psii NpOrpaMMHBIX,
anmnapaTHbIX M MPOTrpaMMHO-aNmnapaTHbIX pelieHuid, Hanpumep Wireshark [2]
win Protosphere [3]. OnmHako mporpamMMHBIE CPEICTBAa MPU MPOYUX PABHBIX
YCIIOBHSIX SIBJISIFOTCS MEHEE ITPOU3BOAMUTENBHBIMU. VIMEHHO 1MOITOMY B JaHHOU
pabore OyAeT paccMaTpuBaTbCi HMMEHHO amapaTHOe pelleHue. B kauecTBe

239



wiatgopMmel npoekta ucnonb3dyercs [IJIMC kommanum Altera — DE2-115 [4].
[Tpumenenne umenno IIJIMC no3BossieT Jerko nepekoH(OUrypupoBaTh CXemy
YCTPOMCTBA. A TIOCKOJIbKY Mbl UMEEM B PACHOPSKEHUH IPOrPAMMUPYEMYIO JI0-
TUKYy, TO Majias 3aJiep>KKa paclpoCTpaHEHHUs CUTHAIA U MpaKkTU4YecKu Oesrpa-
HUYHAs CTEMEeHb Napaijiesin3Ma MO3BOJIAIOT JOOUTHCS BBICOKOW CKOpPOCTH 00pa-
OOTKHU JaHHBIX.

Onucanue NPOEKTUPYEMOIi CHCTEMBI

B cocTaBe cxeMbl TpeOyeTcs HaIMYMe Kak MUHUMYM TpeX MOAyJeH, KOTo-
pbie OynyT oOecrieyuBaTh MPUEM JAHHBIX C 3aMHUChIO B MaMATh, 00pabOTKy IO-
JyYEHHBIX TIAKETOB M OTIPaBKY, COOTBETCTBEHHO. B nanbpHelieM MOIyJb Mpu-
ema OyJeT Ha3bIBaThCs write, MOTyJib 00paboTku — handle, a Moay b OTIIpaBKU
— send. [IpunsiThie JaHHBIE TPEOYETCSI COXPAHATh, U MPU ITOM MPETOCTABIATH K
HUM JIOCTYN BCEM TpeM OJIOKaM OJIHOBPEMEHHO, YTO HEOOXOJAMMO JJIsS CIaKeH-
HOU paboThl cucteMsbl. [lakeTsl HEOOXOUMO OTIIPABISATH B TOM K€ MOPSIKE, B
KOTOPOM OHHM MPHUIIUIH, TOATOMY JIOTHYHO UCToJIb30oBaTh ouepens (FIFO) [5].

JIJist XpaHeHUsI KaKJOTo IMakeTa OyJIeT MCIOJIb30BAThCS CBOS OTICIbHAs

A4YeiKa, yCTPOUCTBO KOTOPOM MPEACTABICHO Ha puC. 1.
addr

addr[0) 0 o memey
addr ‘;’l“' ——» 5405 .
—aqo > mem_ou
addr[2] 5 data_in -
T data_out ——»
data_in -+—> clk
— wr_en
data_in[0 r‘ \?v . T’\ )
data_in[1 ¢ h
data_in[2 iq z state register
’ T ; » g ) mem_state_out
d \
dio] |L ees
dH > W > & )
» h ,-
>
a5
selector
decoder w —»{ w
decoder h —»| h
out

decoder_ s —» s

|—) state

Puc. 1. Yempoticmeo mooyns cell

Memory — MoayJp OJHONOPTOBOW MamsTH [6], B KOTOPOM U COXpaHSAETCS
naket. [Tockonpky MakcuMasbHBIM pa3mep nakera B Ethernet orpannuen 1500
Oalitamu [7], TO 00beM agpecyemoil mamstu coctapisieT 2048 OaiT.

State register — perucTp COCTOSHUS SYEUKHU MaMATU. Sdeiika MOXKET Haxo-
JIUTHCSI B OAHOM M3 TPEX COCTOSHUMN, 3aKOJMPOBAHHBIX CIEAYIOIIUM 00pa3oM:
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JaHHBIE OTIIPABIICHBI (sTYeiiKa roToBa K 3alnucu JaHHbIX) — 0, JaHHBIE 3aMMCaHbI
(siuetika ToToBa K 00paboTke) — 1, maHHBIE 00paboTaHbI (suelika roToBa K OT-
npaBke) — 2. Tak kak cocTossHUM Bcero 3, TO JIsl XpaHEHUs TOCTATOYHO JBYX
OouT. TakTOBBIN CUTHAJ y PETUCTPA U MTaMATH OOIIIHIA.

K xaxxnomy u3 MopToB maMATH M PETUCTPa MOAKIIOYEHBI MYJIbTHUILIIEKCO-
pBI, KOTOpbIE MPEAOCTABIAIOT JOCTYIl K sYeMKe OJHOMY M3 Moayieu (write,
handle wmm send).

VYrpaBiaeHue MyJIbTHUIUIEKCOPaMH OCYLIECTBISIET MOAyJb selector. Aunro-
puT™M ero pabotsl ciexayromuid. Ha Bxoasl decoder w, decoder h u decoder s
MOCTYIAIOT CUTHAJIBI 3allpoca OT COOTBETCTBYIONUX Moyiel. [lpu moruueckou
CAVHUIIE CUUTAETCS, YTO COOTBETCTBYIOIIMI MOIYJIh COOMpAeTcs B3auMO/ICH-
CTBOBATh C siueiikoil. Ha ocHOBaHMM 3alpoCOB M TEKYIIETO COCTOSIHHS SYCHKU
IIPOUCXOJIUT ClIeAytollee: eciii coctosinue 0 U 3ampoc Ha 3amuch, TO MYJIbTH-
IUIEKCOPHI TIEPEAAIOT JaHHbIE OT MOy write. Haue eciu coctosiHue 1 u ecth
3ampoc Ha 00paboOTKy, TO JaHHBIE MOCTyMarT OT Moayns handle. Mnaue eciou
COCTOSIHME 2 U 3ampoc Ha OTIPaBKY, YIpPaBJICHHE TepenaeTcs Moaylito send.
WNHaue Ha Bce BXObI MOCTyNAET JIornueckuii 0, 4To 3alUIIaeT SYelKy OT u3Me-
HEHUS JaHHBIX.

O0mas cxema nmpoexkra

write cell[0]
s finish_w —_— .
nis| > 3. addr
addr[0 > mio]
mem_addr 1] N data in _’m[i] mem_out_s
<«—> Mii clk[0] - - —>
star_w BTG data_in[0] » clk
— st mem_din = 3 Wwr_en mio]
- wr_en[0] ~ = mem_out —
mem_wr_en > d s[0]
> » mem_state_out 3 4
P cn mi0] sen finish_s
m wi0] ~ m[T mem_out_h A ——— -
controller_w L finish)_y,
ol (e mem_pointer | == nioy g i mem_addr addr|?]
Cl - S —» decoder_h «—> mil —
finish_w, finish start *’stan,w s{ol > decoﬂer_s mem__)uut_s mem_dout  mem_clk o]
ot rst state_en |7 - = - starts | mem ain |___0ata_in[2]
state_s - a[0] cell] EUIN state w - wi_en(2]
= state_in state_out - ~ s[1] — mem_wr_en
—_— P addr e — . -7
P data_in controller_s
» — m_p.s
: clk ck [ clk mem_pointer
- -
P wr_en mem out LY s[0] finish_s_| o ch start (StATLS
> d — s s state_h st eniz]
handle finish h : mem_state_out ——p — —> —— st state_en
- - state_s d2
( finish | 3. w7 " —>{ state_in state_out 2
addr(1] decoder_w b -
mem_out_h mem_addr K] i LL
st mem_dout mem_clk gy SW decoder_h s[0]
———>»{rst . ata_in decoder s g state_s
mem_din —> . Eill
- wr_en[1] - —_— —>»
mem_wr_en
\, J
controller_h
Kok mem_pointer | m_p_h
finish_h finish start start_h decoder w decoder h decoder_s
rst enfi] - S s[0]
g rst state_en 3 w{0] [0]
stal —> —
—=>{ state_in state_out | m_p_w w(1] mph n[1] mops sl1]
= 3 cel —> ——» cell > — cell

Puc. 2. Obwasn cxema pazpabamwvieaemoco ycmpoticmea
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Ha puc. 2 uzo0Opaxena nuarpamma, BU3yaIM3UupyIoIas coaepxumoe ¢aii-
J1a BEPXHETO YPOBHS IpoekTa. /{15 XpaHeHus JaHHBIX UMEETCs Pl OJIMHAKOBBIX
saeek (cell), ycTpoiCTBO KOTOPBIX paccMOTpEHO Bhile. J1jisi obecriedeHus 3amu-
cH, 00pabOTKM M OTMPABKM JaHHBIX UMEIOTCA moayiu write, handle u send.
Kaxnomy u3 31X Momayseil Tpedyercst cBOl KOHTPOJLJIEP, HEOOXOAUMBINA JIs
BbIOOpA sUeeK U yIpasiieHus paboroit Moayis. PaccMoTpum paboTy cxeMbl o-
ATAITHO.

N3HavanbHO mocie cOpoca Bce KOHTPOJUIEPHI COOUpAIOTCS B3aMMOJIEH-
ctBoBaTh ¢ sueiikoi 0 (cell[0]). Homep sueiiku m1si B3aMMOACHCTBUSI XPaHUTCS
BHYTPH Ka)x70ro U3 KoHTposuiepoB (controller w, controller h, controller s) u
MOCTyMaeT Ha BXxoj cBoero jekonaepa (decoder w, decoder h, decoder s). Kax-
JIBIA U3 HUX MPEJCTaBIseT co00i mpeodpa3zoBaTeb MO3UIIMOHHOTO KOJIa B YHU-
TapHbiid [8]. Jlormueckass equHUIIA Ha COOTBETCTBYIOIIEM BBIXOJZIE JIEKOJEpa
dbopmMupyeT 3ampoc sl COOTBETCTBYIOMIEH stueiiku. BriOop Toro, komy mnpeso-
CTaBUTb JOCTYII OCYIIECTBISETCS BHYTPH STUCHUKHU.

N3HavanbHO COCTOSHHE STYEHKHU MOKA3bIBACT, UYTO OHA MyCTa U TOTOBA K 3a-
nucu nanHbiX. [loaromy pabota ¢ Hel mpenocTaBisieTcs MoIyo write. Tenepb
ATOT MOJIYJb OXHJaeT, kKoraa mo uurepdeiicy MII [9] npuner makeT qaHHBIX.
[Tocne Toro kak maker OyaeT MPHUHSAT U 3aMKcaH, OyJIeT BhICTaBJIeH curHai fin-
ish_w, mocne vero controller h 3amuier HOBoe COCTOSIHUE B PETUCTP STYCHKH U
HAYHETCS OTCJICKUBAHUE CIEAYIOLIEH s4erku. KpoMe NaHHBIX B MAMSATH TAKKE
COXpaHsIeTCs aJipec MpeAnocieaHero 0aiTa TaHHbIX, YTO HEOOXOIUMO ISl KOP-
PEKTHOTO YKa3aHWs TPaHUIIA TaKeTa. XpaHEHUE OCYIIECTBIACTCS B JBYX IeEp-
BbIX 0alTax B MOPSAIKE OT MIIAJIIIETO K CTApIIEMY.

[Tocne n3mMeHeHus1 COCTOSHUSA JOCTYI K JTaHHBIM OYJIET MPEeOCTaBICH MO-
nymro handle. OH pou3BeAET COOTBETCTBYIONIYIO 00pabOTKY, KOTOpas MOXKET
3aKJII0YaThCS B MIKU(DPOBAHNU, U3MEHEHUH TIOJIEH MaKeTa WM BHEITHEM COXpa-
HeHuu nHpopmaiuu o makere. B TpeThbeM OaiiTe mamsTH KOIUPYETCs CIeayro-
mast uagopmanus: 0 — He OTIPABIATH NaHHBIN MaKeT, | — OTIpaBUThH O€3 mepe-
c4yeTa KOHTPOJIHHOU CYMMBI, 2 — OTIIPaBUTH MAKET ¥ IEPECUUTATh KOHTPOJIHHYIO
cymmy. Ilocie atoro BeictaBisiercst curaan finish h u HoBoe cocrosiHue 3amu-
CBIBAETCS B PETUCTP.

Jlanee ynpaBiieHHe MPEAOCTABIACTCS MOIYJIIO0 OTIPABKU, KOTOPKIM MEpPBO-
Ha4YaJIbHO CYMTHIBACT MIEPBBIC TPU OaiiTa M HA UX OCHOBE CpPa3y BHICTABIISIET CHUT-
Han finish s mubo ke mepemaeT ymnpaBieHHE COOTBETCTBYIONIUM IOAMOIYIISIM.
B koHIle Takxke mpou3BOAUTCS MEPE3anich COCTOSHUS SIMEUKU U BECh MPOIIECC
HAYMHAETCS C HaJasa.
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Bce Momynu controller x sBistoTcss oaumHakoBbIMU. Pasnunia coctout
JUIIb B TOM, KAKOE COCTOSTHUE STYEMKHA OH OKUJIAE€T U KAKOE 3aMUIIET MOCIE BbI-
MOJIHEHUs PabOThl CBOMM MOAYMHEHHBIM. OH TaK)Ke MOJIHOCTBIO YIPABIISET CO-
OTBETCTBYIOIIUM MOJyJIEM, YAEp>KHBasi €ro B COCTOSIHUM cOpoca 10 MOMEHTa
Hayayia paboThl, @ TAKXKE XPAHUT aJpec STUYEUKH, 32 COCTOSITHUEM KOTOPOM HE0O-
XOIUMO CJHEAUTh. DTU TaHHBIE MOCTYIAKOT OT COOTBETCTBYIOIIETO MYJIbTUILICK-
copa (puc. 2, cipara ort cell).

BriBoabl

B pesynbrate ObUT mosydeH Koj Ha sizbike System Verilog, mo3Bosstonuit
peanu3oBath anmapatHbiii cHuddep. Tak kak B xo/e pa3pabOTKu HE ObLIU MPH-
MeHeHbl npornpuerapubie [P sapa [10], ecTb BO3MOXKHOCTb 3allyCTUTh JIaHHBIN
IpoeKT npaktuuecku Ha at060it [IJIMC, umeromieit BCTpoeHHYIO TaMATh. B ka-
yecTBe UHTepdeiica st mpueMa u nepegaun naketos 0pu1 npumenern MIL. Ilo-
Jy4YeHHbIE HapaOOTKA MOXHO MPUMEHUTH ISl TOPaOOTKHU CXEMBI MOJ| 33Ja4u
00pabOTKN, MOHUTOPUHTA WM MIU(PPOBAHUS.
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YAK 681.311
Bunorpanosa Haranesa BukropoBHa

MNPOBJEMBI HTHTETI'PAIIUU ERP U MES CUCTEM HA
TEXHOJOI'MYECKOM IIPEJIIPUATUHN

B cmamve paccmampusaromes npooaemor unmeepayuu ERP u MES-cucmem 05
NOCMpPOeHUsi eOUHOU cucmemvl YnpasieHus npeonpusmuem. Buinonuwsemcs ananus
Vpo8HeU U cucmem A8mMoMamu3ayuu, GOopMyaupyiomcs u paspeuaromcs 3a0adu no
UHmMe2payuu YKA3aHHvlX cucmem, 0eidaemcsi 6618600 0 YenecooOpazHOCmu NOCMpPOeHUs.
UHGDOPMAYUOHHOU Cpedbl NPeOnpuUsmusl ¢ NPUMEHEHUeM PA3TUYHbIX U008 ABMOMA-
MUUPOBAHHBIX CUCTNEM, UCHOIb3YEMbLX N0 CB0EeMY (DYHKYUOHAIbHOMY HAZHAYEHUTO.

Asmomamuszayus, ERP, MES, unumezpayus, npeonpusmue, ACY TII, ynpasne-
nue, SCADA.

Vinogradova Natalia Viktorovna

PROBLEMS OF INTEGRATION OF ERP AND MES SYSTEMS IN A
TECHNOLOGICAL ENTERPRISE

The article discusses the problems of integrating ERP and MES systems to build
a unified enterprise management system. The analysis of levels and automation sys-
tems is carried out, tasks for the integration of these systems are formulated and
solved, the conclusion is made about the expediency of building an enterprise infor-
mation environment using various types of automated systems used for their functional
purpose.

Automation, ERP, MES, integration, enterprise, automated process control,
management, SCADA.

BBenenne

CoBpemennbie peanuu 2023 roja TakoOBBI, YTO Ha IPOM3BOJCTBEHHBIX
MPEANPUATUSX I TPUHITHS d()PEKTUBHBIX YIIPABICHUSCKUX PEIICHUN TpeOy-
€TCSl aHAIM3UPOBATh OIPOMHBIE 00BEMBI JAaHHBIX. J[JI1 3TOTO MCIONB3yeTCs IIe-
JIBIA psAJl aBTOMATU3UPOBAHHBIX CHUCTEM, KOTOPhIE OCHOBAHbI Ha Pa3HBIX KOH-
LEMIUSAX, METOMKAX U cTaHaapTax. [1]

Pocculickue npeanpusiTus, BHE 3aBUCUMOCTH OT BUJA UX JESITEIbHOCTH,
BCE YaIle W YaIle CTAIKUBAIOTCS ¢ HEOOXOIMMOCTBIO aBTOMATU3AIIMN Ha BCEX
ypoBHsiX. OrpoMHbBIE MAaCCUBBI, HE BCET/la CTPYKTYPUPOBAHHBIX JAHHBIX, TPE-
Oyembie IS aHAIM3a W NMPUHSATHS PEIICHUH, B HACTOSIINH MOMEHT BPYYHYIO
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00pabaThiBaTh CTAHOBUTCS MPAKTHUUYECKH HEBO3MOXHO. MIMeHHO mosTomy Ha
yCTax WUCIOJb30BaHUE TaKUX CHUCTeM aBToMatu3auuu, kak Bl (Business
Information), ERP (Enterprise Resource Planning), MES (Manufacturing
Execution System) u ACY TII (aBToMaTU3UpOBaHHBIE CUCTEMBbI yIIPaBICHUS
TexXHoJornueckuMu npoueccamu) [1]. CoBMecTHOE MPUMEHEHHE TaKOro THIa
CHUCTEM IIO3BOJISIET BBICTPOUTH KECTKYIO BEPTUKAJb YIPABJICHUS ACATEIbHO-
CTBIO MPEANpPUATUS, HAYMHAS C aBTOMAaTHYeCKOro cOopa mHbOpMalUU U 3a-
KaH4YMBas IOJYYEHUEM CBOJHBIX OTYETOB. M CIONB30BaHUE HAHHBIX CHCTEM
obecrnieunBaeT ynpasieHue uHpopMaluel B MacmrTabax BCEro MPEaNpUsTHS.
B knaccuueckoil Teopun ynpaBieHuUs [2] BBLACHSIOT TPU YPOBHS YIIPABICHUS:
CTpaTerun4eckuii, TAKTHYECKUM U onepaTuBHbIN (puc. 1).

| Crpaterunyeckuii yposeHb(Bl, ERP) |
TakTU4yeckuit yposeHb(MES)

|  Onepatushbiii yposens (ACY TN) |

Puc. 1. Yposnu ynpasnenus mexnonocuueckum npeonpusmuem

Nnterpanus BI cucrem, ERP cuctem u MES cuctem umeeT psia ClI0KHO-
CTEH, KOTOPBIE MOTYT 3aTPYJAHUTh BHEAPEHHUE 3TUX PELICHUN HA TEXHOJIOTH-
yeckoM mipeanpustur. OCHOBHBIE MPOOJIEMBI CBA3aHBI C PA3IMUUSIMU MEXITY
(GyHKIIMOHATBHOCTHIO CUCTEM, UX CTPYKTYpaMu JaHHBIX, a TaK)Ke OCOOEHHO-
CTSIMU TNPOU3BOJACTBEHHBIX NPOLIECCOB I'Ma TEXHOJOTHYECKOM MNPEANPUATHH.
[4]

AHajau3 npodjem, Bo3Hukawmux npu narerpauuu ERP u MES cu-
cTeM

Cucremsl Buia Bl u ERP onpenensitoT cTrpareri4eckuid ypoBeHb yIpanlie-
Husi, MES-cucremsl 3agai0T Taktuueckuii yposenb, a ACY TII — onepatus-
ubeiii. [TlomoOHOE ompeneneHne ypoBHEW aBTOMATH3AIMKU JEATCIBHOCTH TPE/I-
MPUATHS BCTpeUaeTcs B OOIBITMHCTBE pador [7, 8, 9].

Yposernp ACY TII u SCADA mnpencraBisier co00il KOMIUIEKC TEeXHUYE-
CKUX U NMPOTPAMMHBIX CPEJICTB, NPEIHA3HAYEHHBIN HEMOCPEICTBEHHO ISl aB-
TOMATU3AIUA YIPABICHUS TEXHOJOTHYECKUM OOOpPYTOBAHHEM Ha MPOMBIIII-
JICHHBIX TPENNPUATHSIX. Beimensior ympapnsiomue, WHOOpMAIMOHHBIE U
BcrioMoratenbuble QyHKkuuun ACY TII, koTOpble MO3BOJIAIOT PETyIUpPOBATH
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OTAEIbHBIE TEXHOJIOTHYECKUE MEPEMEHHBIE MPOILECCOB, BECTU MPOTPAMMHOE
yIpaBJiieHUE IPyNnmnoi 000py0BaHMs, TEXHOJOTHUYECKUMH PEKUMAMU WIIH OT-
JNEIbHBIMU YYaCTKaMHU MPOLIECCOB, 4 TAKKE KOHTPOJIUPOBATh U U3MEPATH TEX-
HOJIOTUYECKUE MMapaMeTphl MPOLIECCOB [5].

MES-ypoBeHb — 3TO aBTOMAaTHU3UPOBAHHAsI CHCTEMA YIPABJIECHUS MPOU3-
BOJICTBEHHOU JEATENBHOCTBIO MPEANPUATHS, MO3BOJIAIONIAS B PEKUME pealb-
HOT'0 BPEMEHHU IJIAHUPOBAaTh, ONITUMHU3UPOBATh, KOHTPOJIUPOBATh U JTOKYMEH-
TUPOBATh MPOU3BOJCTBEHHBIEC MTPOIIECCHI OT (POPMUPOBAHUS 3aKa3a /10 BBIMYyC-
Ka TOTOBOW NPOAYKUHH Npeanpusitus. Ha 3ToM ypoBHE NpUOPUTETHOE 3HAYE-
HUE€ UMEET TOYHOCTh U BBIIIOJIHUMOCTD IJIAHOB, a TAK)KE BBICOKAsl CTENEHb JIETa-
JU3alUy KKJIOro ATara W3roToBleHus usnenus. Bosmoxunoctu cucrembl MES
TaKOBbI, YTO PYKOBOJICTBO CIIOCOOHO B JIFOOOH MOMEHT OIICHUTH OIEPATUBHYIO
00CTaHOBKY Ha BCEM MPEIIPUITHH, C/IeNIaTh COOTBETCTBYIOININE BHIBOJIBI U (haK-
TUYECKA MTHOBEHHO CKOPPEKTHUPOBATh Ipoliiecc. Pe3ynbTaThl MOJOOHBIX BHE-
pEeHull BO MHOTOM OLICHUBAIOTCS ¢ (DMHAHCOBOM TOUYKH 3PECHHUSI.

Ypoeenb ERP-crucTeM MO3BOJSET peain3oBaTh CTPATETUI0 WHTETPALUU
JOTUCTUYECKUX (3aKyNKH, MPOU3BOJICTBO, COBIT), (DMHAHCOBBIX (IE€OUTOPHI,
KPEIUTOPhI, OAHKKM) U KaJAPOBBIX (DYHKIUNA KOMIIAHUH, OPUECHTUPOBAHHYIO Ha
ONTHUMU3ALUI0 PECYPCOB MPEAIPUITUSA MOCPEICTBOM CIEIUATA3ZUPOBAHHOTO
nporpamMmmHoro obecrieuenusi. ERP-cuctembl B 607bIIMHCTBE CBOEM BEAYT 00-
pabOTKy TpaH3aKIIMOHHBIX JaHHBIX W OTHOCATCSA K Kiaccy cucteM OLTP
(OnLine Transactional Processing).

CoBMecTHOE UCIOJB30BaHME YKAa3aHHBIX YPOBHEH aBTOMAaTtU3anuu (Qop-
MUPYET eAUHYI0 UHPOPMAIMOHHYIO cpeay npennpusarus (tabin. 1). Tak, ypo-
BeHb ACY TII, orpaHu4eHHBIN NPOrpaMMUPYEMBIMH JIOTUYECKUMU KOHTPOJI-
nepamu, SCADA-cucTeMamu 1 6a3aMu JaHHBIX, TTO3BOJISICT BeCTH cOOp U 00-
pabOTKy TEXHOJOTMUYECKUX JAHHBIX B PEKHME peasbHOoro BpeMenu. O6pabdo-
TaHHas wHopMamus nepenaércs Ha ypoBeHb MES-cuctem m mcnonb3yercs
JUIsl OIEPATUBHOIO YIIPABJICHUS MPOU3BOACTBOM C YUETOM B3aUMO3aMEHSIEMO-
CTH W TepeHanaJok odopynoBaHus. OnepaTUBHBIN JIaH MPOU3BOJCTBA JTaH-
HOTO yYPOBHSI COOTHOCHUTCS ¢ pesyibraramu padotel ERP-cuctem mo crpare-
TUYECKOMY MJIAHUPOBAHUIO u YIIPaBJICHUIO aIMUHUCTPATUBHO -
XO3SIUCTBEHHBIMU ONepanusiMu Komnanuu. CBOJHAs aHAIUTUYECKas OTYET-
HOCTb, MOJIy4€HHAsi HA OCHOBE TpaH3aKIMOHHBIX JaHHBIX ERP-ypoBHs, ompe-
nensieT GUHATBHBIN IIar aBTOMaTU3aIuu cpeacreamu Bl-cuctem.
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IIpob0aeMHbBIE 00/1aCTH MHTETPAIlHH .

OnucaHHBIN MpoLECC B3aUMOACHUCTBUSI YPOBHEN MHTErpallluy MpEaNpHUsi-
TUS TI03BOJIIET C(HOPMYIUPOBATH 3a]]a4H, PEUICHUE KOTOPHIX HEOOXOAUMO ISt
NOCTPOCHUsT enuHOM MHdopMamoHHON cpeasl. Eciu paccMoTpers paboTy
unrerpupoBanHoii cpensl ERP, MES u ACY TII cBepxy BHuU3, To ERP-
cucteMbl (HOPMUPYIOT KaJICHAAPHBIN IJIaH MPOU3BOJICTBA HA OCHOBE CTaHJap-
ta MRPII (Material Requirement Planning). Co3nannsiii miaH, nepegaHHbIN
Ha ypoBeHb MES, ciyxut ocHOBOM 1711 GOpMUPOBAHUS U MOCTEAYIONIEH OT-
THUMU3alUl MPOU3BOJACTBEHHOrO pacnucaHud. lIpous3BoacTBeHHOE pacriuca-
HUE ONPENECIAET TEXHOJOTHUYECKUE MPOLECCHI, IPOBOAUMBIE U KOHTPOJIUPYE-
Mbie Ha ypoBHe ACY TII. Crnenyer OTMETUTH, YTO BO3MOXHBI Pa3INYHbIE
CleHapuu OObEIMHEHUSI CUCTEM, BKJIFOUasi IOJTHOE OTCYTCTBUE UHTErpaiuu. B
MOCJIeHEM Clydae KaxkJas cucteMa Oyaer paboTaTh He3aBUCUMO: Tak, ERP-
cucrtemMa OyJeT MCIOIB30BaThCS JUIsi O0BEMHOTO IJIAHUPOBAHUS U (DUKCAIIMU
pe3ysbTaToB Mpou3BoaAcTBa, MES — miis 06bEMHOTO/IETAIBHOTO TJIAHUPOBA-
HUS U ynpasiieHus npou3BoactsoM, a ACY TII — nng npouecca MOHUTOPHUH-
ra. 9T0 CBUJIETEIILCTBYET O HEOOXOJUMOCTU YETKOTO pasrpaHu4eHus QyHK-
HUOHAJIIBHOCTHU CUCTEM B CIIy4ae UX UHTETPALUH.

Onna 13 OCHOBHBIX MpoOieM, cBsizaHHbIX ¢ uHTerparueidr ERP u MES
CHUCTEM, 3aKJII0YaeTCs B HECOBMECTUMOCTU CTPYKTYp HaHHbIX. ERP cucrembl
CIIEIMANIM3UPYIOTCS Ha YIIPABICHUH PECypcaMu NMpeanpusiTus (0T yuyera marte-
puanoB 10 yrpaienus puHaHcamu), B To Bpemsi kak MES cucrems opuen-
TUPOBAHbI HAa YIIPABJICHUE NpOLIECCAMU NMPOU3BOJACTBA. B pe3ynbrare, CTpyK-
Typbl JaHHBIX, UCIOJIb3YEMBIE B PA3JIMYHBIX CHUCTEMaX, MOTYT 3HAYUTEIILHO
OTJIMYATHCS IPYT OT JApYyra, YTO 3aTPYJHSAET MHTErpaIuio 1 oOMEeH JaHHBIMU
MEXIy HUMU.

Kpome Toro, paznuynbie CHUCTEMBI OOBIYHO HMMEIOT CBOM COOCTBEHHBIE
0a3bl TaHHBIX, YTO MPUBOJUT K PACXOXKJACHUSAM B UH(POPMAIIUUA MEKY CUCTE-
MaMH, a TAKXKE K CIIO)KHOCTSIM B MOHUTOPUHIE U AHAIIN3€ NMPOU3BOJACTBEHHBIX
JAHHBIX.

Eme onna mpobGiema, Bo3Hukaromas npu uaterpaiuu ERP u MES cu-
CTE€M, COCTOUT B TOM, UTO 3TH CUCTEMBI MOTYT MCIIOJIb30BATh PA3HbIE METOIbI
cOopa, aHanM3a U WHTEepnperanuu gaHHbXx. Hanpumep, MES cuctemsr MmoryT
cobupaTh JaHHBIE B PEXKHUME PEaTbHOr0 BPEMEHH, KOTOPhIE HE BCET/Ia MOTYT
owiTh UHTEpHpeTpoBanbl ERP cuctemamu. Kpome Toro, ERP cucremsi, kak
MPABHJIO, UCTIOJIB3YIOT arperupOBaHHYI0 WHPOPMAIIUIO, KOTOpash MOXKET OBITh
HEJAOCTATOYHO TOYHOM ISl YIIPABIICHUS TPOU3BOACTBEHHBIMU ITPOLIECCAMH.

248



Takxe HEOOXOIMMO YUUTHIBATH, YTO HA TEXHOJIOTUYECKOM MPEINPUITHU
MHOTHE TPOLECCHI SIBISAIOTCS aBTOMATU3UPOBAHHBIMM U HCIOJIB3YIOT HWHTEN-
JIeKTyallbHble U poOOTU3HMpOBaHHbIE cucTeMbl. VX unterpanus 8 ERP u MES
CHUCTEMBI TaKkK€ MOYKET UMETh TEXHUYECKUE CIIOAKHOCTH.

Hakomnen, crout ormetuts, 4yto BHeaApeHnne ERP u MES cuctem Ha nipen-
OpUATUM TPeOYeT BHEAPEHUS M W3MEHEHUS MPOU3BOJCTBEHHBIX MPOIIECCOB.
DTO MOXKET MPUBECTHU K CIOKHOCTSAM B OPraHU3AIUU AEATEIbHOCTH MPEANpPH-
AaTHs, 00y4YEeHHUH MEPCOHANIA U OKA3aHUIO0 TEXHUYECKON MOICPIKKU.

IIpakTHYecKkHne cocoObl pa3penieHuss NpodJgeM MHTEerpaluu.

Panee ObL10 MOKa3aHO, YTO CYIIECTBYET HECKOJIbKO BO3MOXHBIX BapHaH-
TOB pas3rpaHUyYCHHs] MPOU3BOJCTBEHHON ¢yHKIMoHaIsHOCTH B ERP u MES-
cucrtemax. B cucremax ERP OTCyTCTBYyeT BO3MOXKHOCTBH YIIPABICHUS IPOU3-
BOJICTBEHHBIMHU TIpOIlECCaMU, JaHHbIe (YHKIUU TPUCYIIU HCKIIOUYUTEIHHO
MES, B T0o Bpems kak B ERP cymiectByeT nuiib BO3MOKHOCTh (PUKCAIIUU TO-
JYYEHHBIX pe3yJIbTaTOB MPOU3BOJIcTBA (TabuI. 1).

Tabmuma 1
XapaKTepUCTUKU CUCTEM aBTOMAaTH3aIU1

Cuctema Topu3soHt YacroTa
aBTOMaTH3aUUM NNAHUPOBAHMA 06paboTku

BI (OLAP) = ExepHeBHO lMonyyeHue aHaNUTUYECKOI OTYETHOCTH =

ABTOMaTH3MpyeMble Npolecchl OcobeHHOCTU NNAHHPOBAHUA

Keapran, ExxepgHeBHoe/
ERP (OLTP) mecall, exeHeflenbHoe
Hepena nnaHnpoBaHue

Crpaternyeckoe nnaHupoBaHue,
BK/04as 06BEMHOE NNaHUPOBaHKe NPON3BOACTBA
C BO3MOXHOCTbIO (PUKCALMM BLIXOJHBIX pe3ynbTaToB

ALMUHUCTPATUBHO-XO3ANCTBEHHbIE

npoueccsl

MES L-I:g:gﬂ, lMnaHupoBaHue B pexxume
i peanbHoro BpeMeHu

OHQDBTMBHOE nnaHWpoeaHhe Nnpon3BoACTBa C y‘{éTOM

Mpou3BoACTBEHHbIE NPOLECChHI G
P A RO PasNMUHbLIX NPOM3BOACTBEHHbIX CUTYaLMi

Yyac
ACY TN (SCADA) _ Pexum pabotsi Mpouecc obpaboTkn TexHoNorMYeCKom
B peanbHOM BpeMeHu MHbOpMaL K

CylecTByeT HECKOJBKO MPAaKTUYECKUX crnoco0oB unrerpanuu ERP u MES
CUCTEM, KaXIbIid U3 KOTOPHIX UMEET CBOM MPEUMYLIECTBA U HEJJOCTATKU:

- IOJIHOCTBEO MHTEerpupoBaTth MES cucremy B ERP cucremy. OtoT MeTon
MO3BOJISIET O00eCeYnTh €IuHbIN HHTepderic U o0IIyr0 0a3y JaHHBIX IS BCEX
MIPOU3BOCTBEHHBIX onepaiuii. OgHako 3TOT crnoco0 TpedyeT BBICOKHMX 3aTpat
Ha pa3pabOTKy, HACTPOUKY U 00CITYKUBAaHUE UH(POPMAITMOHHBIX CUCTEM.

- HMCIOJIb30BaHUE CHEUUATU3UPOBAHHOTO TOCPEIHUKA [JIs WHTErpaliu
MES u ERP cucrem. B 3T0OM cityyae nocpelHUK MEpEeHANPABISET JaHHbIE MEXK-
ny MES u ERP cucremamu, ucnosb3ysi CTAHAAPTHBIE U IPOMBILIJIEHHBIE MPO-
TOKOJIBI. DTOT METOJI SIBJISIETCS 00Jiee THOKUM M DKOHOMHYECKH 00OOCHOBAHHBIM,
MIOCKOJIBKY HE TpeOyeT OoNbIIMX 3aTpaT Ha pa3paboTKy M 00CIyKMBaHUE CH-
CTEM.
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- ucnoas3oBanue Habopa API, KoTOphIil MO3BOJSIET TepeaBaTh JaHHbBIC
mexay MES u ERP cucremamu. DTOoT MeToxa sBiIsSIETCS Hanbojiee TUOKUM H
IIPOCTBIM B MCIIOJB30BaHUH, TTOCKOJILKY HE TpeOyeT JOMOJHUTEILHON HACTPOM-
ku cucteM. OJIHAKO 3TOT COCOO MOXKET ObITh MEHEee HaJCKHBIM U HE TapaHTH-
pYyeT 3alIuTy JaHHBIX.

HeszaBucuMo OT BBIOpaHHOTO MeETOJa WHTETpalldd, BaXXHO YOEIUTHCS B
TOM, 4YTO 00€ CHCTEMBbl KOPPEKTHO B3aWMOJICHCTBYIOT, a JaHHBIC MEPEaaroTCs
0e3 ommobok. BaxHO Takke yUYUTHIBaTh OCOOCHHOCTH KaXJO0M OTIEIBHO B3SITOM
CHUCTEMBI U aJIalITUPOBATh MHTETPALIUIO MO X TPEOOBaHMS.

Haxkomnen, mis ycnemnon unrerpanuu ERP u MES cucrem Heobxoauma
YeTKas CTpaTerus, KOTopas BKIIIOYACT OICHKY TEKYIIMX OW3HEC-IIPOIIECCOB,
aHaju3 TpeOOBAHUM M OMpEJEIICHHE KITIOUYEBBIX MoOKaszaTeneil 3pGeKTUBHOCTH.
TosbKO TTOCJIE ATOTO MOYKHO NMPHHSATH PEIICHHE O BHIOOPE ONTHUMAJIBLHOIO CIIO-
coba MHTETrpaIiy ¥ YCIEITHO pealn30BaTh €ro Ha MPaKTHKE.

BbIBOJHLI.

CosmectHoe npumenenue BI, ERP, MES u ACY TII no3BossieT BeICTpa-
MBaTh €IMHYIO CUCTEMY YIIPABJICHUS NMPEANPHUITHEM, B KOTOPOU KaXKJIbI ypo-
BCHb HHTETPAIIMU BBIMOJHSIET CTPOro 3aJaHHYI0 (QYHKIHIO: (HOpMHUPOBAHHUE
AHAJINTUYECKON OTYETHOCTH, BeJeHHE OO0BEMHO-KAJICHIAPHOTO ILIAHUPOBA-
HUS, PACYET ONTUMAJIBLHOTO MPOM3BOJCTBEHHOTO PACIUCAHUS W KOHTPOJIb
TexHonornyeckux rnpoueccos. [lomumo ERP cymecTByror u apyrue aproma-
TU3UpoBaHHbBIe cucTeMbl npeanpusaTus: SRM, CRM, PLM u SCM, ob6ecnieun-
BAIOIIIME yIPaBICHUE B3aMMOOTHOIIIEHUSMHU C MOCTABIIMKAMU U KIIMEHTaMHU, a
TaK)XK€ KHW3HCHHBIM LMKJIOM TMPOAYKIMH M IlemoYKaMH IocTaBoK. SCM-
CHCTEMBI YCIICIITHO PEIIA0T 3aJa4M MO YIPABJICHUIO BCEU JIOTUCTUYECKOU Ce-
Th10. OmHoit u3 monacucteM SCM cuyxut APS (Advanced Planning and
Scheduling), oTBeuaromas 3a ONTUMU3UPOBAHHOE MPOU3BOJICTBEHHOE TJIAHU-
poBanue. B ciyudae ucnonb3zoBanusi APS-cucteM cxema miaHupOBaHUS PECyp-
COB mpeanpuatrus OyaerT BkiIo4arh Tpu YypoBHA: ERP nns o6bémHO-
KaJICHJapHOTro IuraHupoBanus, APS mis popmupoBaHus mpou3BOICTBEHHOTO
pacnucaHus B MaciiTabax BCEro mpeanpusaTus, a takke MES mis co3manus
OIepaTHBHOIO IIJlaHa MPOU3BOACTBA IO liexaM. Bkmrouenue APS-cuctem B
KOHTYP IUIAHUPOBAHUS PECYPCOB MPEANPUSATHS MPUBOAUT K MOSBICHUIO TIPO-
0y1eM, KOTOphIe OBLIM MTPOAHAIM3UPOBAHBI paHee. TeM He MEHee, HCIO0JIb30Ba-
HHME CHCTEM JIaHHOTO BHJA MPEACTABIACTCS IMEPCIEKTUBHBIM HaIMpaBJICHUEM
JTaJbHEHIIeH aBTOMAaTH3AIlUM PAOOThI MPOM3BOJACTBEHHOT'O TIPS USATHS.
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bartypa Anekcanap AnekcaHapoBUY

YUYET YCTONYUBBIX U BPEMEHHBIX OTKA3OB
®YHKIIMUOHAJBHBIX YCTPOMCTB DJIEKTPOHHOM CUCTEMBbBI
BE3OIMMACHOCTHU IIPU OIIEHKE EE HAJTEXKHOCTH

Ha npumepe 00no20 u3z nomewjenuti HebOoabU020 DAHKOBCKO20 YUpedHcOeHUs no-
Ka3aHo, Kax npu pacuéme HAOEHCHOCMU INEKMPOHHOU cucmembl 0Oe30nacHocmu,
obecneuugarowell 3auumy MamepuaibHblX YeHHOCmel Om XUWEeHUs, MOJNCHO YYecmb
ycmouiyugule u 8peMeHHble 0MKaA3bl PYHKYUOHANbHBIX YCIMPOUCME CUCTNEMBL.

Onekmponnas  cucmema 6e30nacHocmu,  @DYHKYUOHANbHbIE — YCMPOUCMEQ,
HAOEINCHOCMb, YCMOUYUBLLE OMKA3bl, BPEMEHHbLE OMKA3bI.
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Batutra Aliaksandr Aliaksandrovich

ACCOUNTING FOR STABLE AND TEMPORARY FAILURES OF
FUNCTIONAL DEVICES OF THE ELECTRONIC SAFETY
SYSTEM WHEN ASSESSING ITSRELIABILITY

Using the example of one of the premises of a small banking institution, it is
shown how, when calculating the reliability of an electronic security system that pro-
tects material assets from theft, one can take into account persistent and temporary
failures of the system's functional devices.

Electronic security system, functional devices, reliability, persistent failures,
temporary failures.

Bsenenne

VYcroitunBbie 0TKa3bl (PYHKIIMOHAIBHOTO YCTPOMCTBA AJIEKTPOHHOM CUCTE-
Mbl O6e3onacHocTH (DCB) SBIAIOTCS CIEACTBUEM BO3HUKHOBEHHUSI HEUCIIPABHO-
ctu B yctpoiicTBe. [IposBIsIOTCS 3TH OTKa3bl B BUJIE NMOTEPU YCTPOUCTBOM pa-
00TOCTIOCOOHOTO COCTOSIHUS, €CM B YCTPONCTBE HE MPETYyCMOTPEHO PE3epBU-
poBanue. BoccTanoBieHre paboOTOCIIOCOOHOTO COCTOSHUSI YCTPOMCTBA B 3TOM
ciy4yae obecrieunBaeTcs MyTEM MPOBEACHHS €0 PEMOHTA, BKIIFOYAIOIIEro 0OHa-
PY’K€HHE HEHCIPABHOTO AJIEMEHTa WIH (PYHKIIMOHAIBHOW YaCTH YCTPOWCTBA U
UX 3aMEHY 3aBEJJOMO HCIpaBHBIMH. BpeMeHHbIE OTKa3bl, Ha3bIBaeMble COOSIMU
[1, 2], mpeacTaBIsOT coOO0H KPAaTKOBPEMEHHYIO ITOTEPIO YCTPOMCTBOM PabOTO-
CIIOCOOHOTO COCTOSIHHSI BCIIEACTBUE JECHCTBUS €CTECTBEHHBIX WJIU HMCKYCCTBEH-
HBIX JIeCTa0MIN3UPYIOMKX (GaKTOpoB (Tpo3a, MOJHUS, yparaHHbIE MOPHIBBI BET-
pa, BIEKTPOMAarHUTHOE M3JIYyYECHHE MOIIHBIX MPOMBIIUIEHHBIX YCTaHOBOK, IO-
MEXU IO CETHU JJIEKTPONUTAHUS, YMBIILUICHHbIEC JEHCTBUSI HAPYIIUTENIECH U T.IL.).
[Tpu knaccudeckom pacuére Hana&kHOocTH DCH OOBIYHO YUWTHIBAIOT yCTOWYH-
BbIE OTKa3bl €€ (PYHKIIMOHAIBHBIX YCTpPOUCTB [3—7]. Heydu€T BO3MOXKHBIX Bpe-
MEHHBIX OTKAa30B MPUBOJUT K TOMY, YTO pacu€THasi BEPOSTHOCTh OE30TKA3HOM
pabOThI CUCTEMBI H, CIIEIOBATEIIHHO, BEPOSTHOCTH 3aIUTHI OOBHEKTA C TIOMOIIIHIO
OCb oka3bIBalOTCA BbIIIE PeAbHBIX AKCIUTYaTallMOHHBIX 3HAUYCHHM, YTO MOKET
MIPOSIBUTHCS HA CTENIEHU 3alUIIEHHOCTA 00BbEKTa MPU €ro (PYHKITMOHHUPOBAHUMU.

B nanno#t paboTe moka3zaHo, Kak B MHKCHEPHBIX pacdéTax MOKHO Y4ECTh
COBMECTHOE BIIMSHUE YCTOMYMBBIX M BPEMEHHBIX OTKA30B Ha HaJEKHOCTH
(GYHKIIMOHATBHBIX YCTPOUCTB U 3JIEKTPOHHOU CUCTEMBI OE30TTaCHOCTH B IIEJIOM.
Y4éT KaKk yCTOWYMBBIX, TAK U BPEMEHHBIX OTKA30B ITO3BOJIUT IS 3JIEKTPOHHOU
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CUCTEMBbI 0€30MacHOCTU MOJYUYUTh MPOEKTHBIE MOKa3aTed HaIEKHOCTH, KOTO-
pbie 060Jiee TOCTOBEPHO XapaKTEPHU3YIOT MOTEHIMAIbHBIE BOZMOXHOCTH CUCTE-
MBI 110 3a1UTe 00BEKTa B KOHKPETHBIX IKCILTYaTAlIMOHHBIX YCIOBUSIX.

OcHOBHasl YaCTh

OOBEKTOM 3aIUTHI SIBISIETCS HEOOJbIIOE OaHKOBCKOE YUpEXKJECHHE, pac-
cMaTpuBaeMoe B JIabopaTopHOi paboTe nmo ydyebHon auciuruimie «Teopernye-
CKHE OCHOBBI MPOEKTUPOBAHUS DJIEKTPOHHBIX CHUCTeM Oe3zonacHocTu» [8]. 3ana-
ya OCb coctout B TOM, 4TOOBI OOHAPYKUTH HECAHKITMOHUPOBAHHOE MPOHUKHO-
BEHHE HAPYIINUTEIS B 3[aHUE U JaTh KOMaHIy UCIOJIHUTENBHBIM YCTPOUCTBAM U
oxpane (omepatopam — OIIl) Ha nukBumanuio yrpossl. B cocra 3Cb Bxomsr
cienyromye GyHKIMOHATBHBIE YCTPOUCTBRA:

— yIapO3BYKOBBIC JaTYMKHU pa3ouThs cTekia (Y), yCTaHaBIUBAIOTCS HA OK-
Ha;

— MarHUTOKOHTaKTHBIE AaT4uKH (M), ycTaHaBIMBAIOTCS HA JABEPSIX;

— uHdpakpacusie natunku (UK), yctanaBiamBaroTcsi B KOMHaTaXx;

— Buneokamepsl (BK), ycTaHaBiMBarOTCs B KOPUAOPAX U PACCMATPUBAIOTCS
KAaK Pa3HOBUJHOCTH JIATUYUKOB;

— MUKPOTPOIECCOPHOE TPUEMHO-KOHTPOJIbHOE ycTpoiicTBO (MIT);

— Buneopeructparop (BP);

— myneT ynpasnenus (I1Y).

Yerpoiictea MII, BP u IIY ycraHoBiieHbl B OMEIIEHUN OXpaHbl. Cxema
MOMEIICHU 3/1aHus, MEeCTa OMepaTopoB (OXpaHbl) U pa3MelieHue (PYHKIHO-
HaJIbHBIX YCTPOMCTB CUCTEMBI OKa3aHbl HA puc. 1.

3ammTa 00BEKTa 3aKIIOYACTCAd B OOHAPY)KEHUU JATYMKAMU U BHUJICOKA-
MepaMmH (pakTa MPOHUKHOBEHUS HAPYILIUTENS, Meperadye CUrHajaoB, cHopMu-
POBaHHBIX MMHU, i1 00paboTku ycrporictBamu MII u BP ¢ mocnemyromieii
BbIJIaUel yIpaBIAIONIUX CUTHAJIOB onepaTtopaM (oxpaHe) Ha ycTtporctso I1VY.
JIukBuamysi BOSHUKIIEH Yrpo3bl OCYIIECTBISETCS NEHUCTBHUSIMHU PAaOOTHUKOB
OXpAaHBI.

Ha nmpumepe noacucrempl, KOHTPOJIHMPYIOLIEN BbIICICHHYIO JKUPHOU JIMHU-
eit 00acTh B JIEBOI CTOpOHE 3/1aHus (CM. puc. 1), moKakem, Kak MOKHO OJTHO-
BPEMEHHO YYECTh YCTOMYMBBIC U BpeMEeHHBIC 0TKa3bl ycTporictB DCh. O603Ha-
yuM 3Ty nojacuctemy kak « T1-Kopl». OHa BKioyaeT ciaeayronme yCTpoucTBa:

— MaTuyuK M, yCTaHOBJICHHBIN Ha BXO/IHOM aBepu TamOypa T1;

— Bugeokamepy BK, ycranoBnennyio B xopuaope Kopl u KoHTponupyro-
1y Beixoa u3 TamOypa T1 u Bxox B komHaThl 1-8;
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— ycrpoiictBo BP, 3anuceiBaroniee n3o0paxeHus, PUKCUPYIOIIUE BUICO-
kamepoil BK;

— ycrpoiictBo MII, o6pabaTsiBaroiiie CUrHAIBI, TOCTYMHAIOMIKE OT JIaT4YuKa
M.

Ycerpoiictea MIT u BP, Bxomsmue B coctaB nojacucteMsl «T1-Kopl»,
YCTaHOBJICHBI B IOMEILICHUH, TJIe PACIIOararoTcs orepaTopsl (0XpaHa).

Puc. 1. IInan obvexma 3awyumsi u pazmewieHus yCmpoucma
9NEeKMPOHHOU cucmembl 6e30NaACHOCmU

st pacu€ra BEpOATHOCTH PAOOTOCIIOCOOHOTO COCTOSIHHUSI TIOJICUCTEMBI
«T1-Kopl», To ecTb BEepOSATHOCTH OOHApYy>KEHHUS MOJCUCTEMON HapyIIUTENs
(0603HaYMM 3Ty BEpOATHOCTH 4epe3 Pri-kopi) MOXKET OBITH MCIIOJIB30BaHa (op-
MyJ1a, TOJIyYEHHAas C UCIOJIb30BaHueM [8, 9]:

P

T1-Kopl

=1-(1-PR)d = By Pap ) (1)
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B dopmyne (1) 6ykBoit P mocie 3Haka paBeHCTBA 0003HAYEHBI BEPOSTHO-
CTH pabOTOCIIOCOOHOTO COCTOSIHUSI COCTABHBIX YacTEeH MOJCUCTEMBI C YUETOM
KaK yCTOWYHUBBIX, TAK U BPEMEHHBIX OTKAa30B, a 10 HWYKHUM HMHJIEKCAM HUHTYH-
TUBHO MOHATHO, K KAKUM YCTPOWCTBAM OTHOCSITCSL YKa3aHHbIE BEPOSITHOCTH.

Bo3moskHbIe cOCTOsSIHUSI J1I0O0OH 3JIEKTPOHHOM CHCTEMBbI 0O€30MaCHOCTH
OMPENENSAIOTCA COCTOSHUSIMUA Pa0OTOCIOCOOHOCTH M HEpabOTOCIOCOOHOCTH
YCTPOMCTB, BXOJSALIMX B paccMmaTpuBaemyio cuctemy. B moacucremy «T1-—
Kop1» Bxomsat yctpoiictea M, BK, MII u BP. Kaxnoe u3 Hux B 110001 MO-
MEHT BpeMEHHU (B Cilyyae OTCYTCTBHUS PE3ECPBUPOBAHMS) MOXKET HAXOJUTHCS B
COCTOSIHUM pabOTOCIOCOOHOCTH HJIM K€ COCTOSHUM HEpabOTOCIOCOOHOCTH.
KonmuecTBo BO3MOKHBIX COCTOSTHUH MOJICHCTEMBI ONpeaeTuTCs Kak 2", rae N —
KOJMYECTBO YCTPONCTB, BXOJAIIMX B MOJICUCTEMYy. B Hamiem ciydae 4ucio co-
crosiauii (0603naunM uepe3 N) mogcucremsr «T1-Kopl» N =24 = 16.

dopmyia pacu€Ta BEpOSITHOCTH I-T0 cocTostHus mojacuctembl «T1-Kopl»
HIpUHUMAET BU (BEPOSTHOCTD I-T'O COCTOSHUS 0003Ha4YeHa uepes hj)

h =s(M)-s(BK)-s(MII) - s(BP), 2)

rie S(j) — BepOsATHOCTh, XapaKTePH3YIOIas TEXHHUECKOE COCTOsTHUE (pabo-
TOCITOCOOHOE WJIM HEpabOTOCIOCOOHOE) |-ro ycTpoicTBa moacucreMbl «T1—
Kop»; ] — M, BK, MII, BP.

Jlist BbIMONIHEHUsT pacu€ToB 10 Gopmyie (2) MOXKHO BOCIHOJIB30BAaThCS
CUMBOJIMYECKUMU 0003HAUECHUSMH COCTOSHUN TOJCUCTEMbl U (yHKIHOHATb-
HBIX YCTPOMCTB, BXOJSAIIUX B 3Ty Tojicuctemy (tabdm. 1).

Tabmua 1
Bo3mosknbie cocTosinus noacuctembl «T1-Kopl»
CumBo- CocrosiHue paboToCo-

JIMYeCc-KOe | COOHOCTH YCTPOMCTB MOJI- Koaddurment

yerp a dopmyna onpeaee- b
Homep | o0o3na- CHCTEMBI paboTtocnocob-

HHSI BEPOSITHOCTH TEX-

COCTOSI- | YCHHUE CO- HO-CTH COCTOSI-

HUS CTOSIHUSI HITACCKOTO HHUS

M BK |MII | BP cocrosinus hi

ToJIcHCTe- ! i = D(XXXX)

MbI

r(M)-r(BK)-r(MII)-

1 1111 1 1 1 1 ((BP)

d(1111)

r(M)-r(BK)-r(MII)-

2 1110 1 1 1 0 [1—r(BP)]

d(1110)

r(M)-r(BK)-

3 1101 1 Lo 1 [(1-r(MIT)]-r(BP)

D(1101)
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[1=r(M)]-[T — r(BK)] x
16 0000 0 0 |0 |0 x [1 = r(MID)] x ®(0000) =0
x [1-r(BP)]

Ipumeuanue — Iudpa «1» o6o3nagaeT pabotocmnocodHoe, «0» — Hepabdo-
TOCIIOCOOHOE COCTOSIHUSI YCTPOUCTB.

BeposiTHOCTE paboOTOCIIOCOOHOTO COCTOSHUSI YCTPOMCTB C YYETOM Kak
YCTOWYMBBIX, TaK U BPEMEHHBIX UX OTKa30B (0003HauuM uepe3 Pj) ompenenum,
MPUHUMAs BO BHUMaHHE TO, YTO MOTEPsl pabOTOCIIOCOOHOTO COCTOSIHUSI YCTPOM-
CTBa MPOUCXOAUT B CIy4asiX, €CIU JJIsl yCTPOMCTBA BOSHUKAET XOTS Obl OJIUH U3
OTKa30B: JIMOO yCTOWYMBBINA OTKA3 M3-32 BOSHUKILIEH TEXHUYECKON HEUCIIPABHO-
CTH, WJIU K€ BPEMEHHBIA OTKa3 U3-3a ACHCTBUSA (AaKTOPOB BHELIHEW Cpebl (Me-
TEOPOJOTrHYECKUX (PAKTOPOB, PU3NUECKOIO OKPYKEHHUS, IPEITHAMEPEHHBIX AEil-
CTBU HApYIIUTENSA):

szl_(l_rj)(l_pj)9 3)

rae fj, Pj — COOTBETCTBEHHO BEPOSTHOCTh PabOTOCIIOCOOHOTO COCTOSHHSI j-T'O
YCTPONCTBA C YUETOM TOJIBKO YCTOWYUBBIX OTKA30B (TEXHUYECKUX HEUCIIPABHO-
CTei) U BEpOATHOCTb PabOTOCHIOCOOHOTO COCTOSIHUSI 3TOTO K€ YCTPOWCTBA C
y4E€TOM TOJIBKO BPEMEHHBIX OTKA30B MPU TEXHUYECKU HCIPABHOM COCTOSHHUH
ycrpoiicta (] — M, BK, MII, BP).

Ntoroselil nokazarens HanaéxHocTu nojacuctemel «T1-Kopl» — Bepost-
HOCTh Pa0OTOCIIOCOOHOTO COCTOSIHUSI MOJCUCTEMBI B JIHO0OM BBIOpAHHBIN MO-
MEHT BpeMeHU B cooTBeTcTBUU C [10] onpenenserca Gpopmyoit

PTl—Kopl = Z h; @, 4)

rae @j — BEpOSATHOCTh PAOOTOCTIOCOOHOTO COCTOSIHHS TOACHUCTEMBI B CIIydae
HaXOXKJICHHS €€ B I-M TEXHUYECKOM COCTOSTHHH.

3nauenue ®; onpexnensiercs no popmyse (1), To ectb Di = Pj 11 kopi-

B teopun HaaExHOCTH TexHUUECKUX cucTeM [8, 10] UTOTOBBIN MOKa3aTENb
HaAEKHOCTH Pri.kop1 HA3BIBAIOT MOKa3aTeNeM 3(PPEKTUBHOCTH (PYHKIIMOHUPOBA-
HUS TIOJICUCTEMBI, a BennuuHy @; — kodduimmentom r3ppexTuBHOCTH HYHKITHO-
HUPOBAHUS, COOTBETCTBYIOIINM I-My TEXHHYECKOMY COCTOSHHIO MOICHCTEMBI.

C yu€ToM CnpaBOYHBIX JAaHHBIX 00 YCTOWYMBBIX U BPEMEHHBIX OTKa3ax
ycrpoiictB noacuctembl «T1-Kopl» [8] BeposTHOCTE paboTOCIIOCOOHOTO CO-
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CTOSIHUSL (DYHKITMOHAJIBHBIX YCTPOMCTB C YU4ETOM UX KaK YCTOWYMBBIX, TaK U
BPEMEHHBIX OTKa30B paccuuTaHa 1o gopmyie (3).

WroroBbie nokazaTenn HaAEKHOCTH, MOTyYeHHBIE s mojcucteMbl «T1—
Kop1» ¢ yuéTtom TOJIbKO YCTOMYMBBIX OTKA30B, a TAKXKE C YUETOM KaK yCTONYH-
BbIX, TaK M BPEMEHHBIX OTKa30B €€ (PyHKIMOHAIBHBIX YCTPONCTB, COCTaBUIM
cooTBeTcTBeHHO 0,999934 1 0,998125.

Ouenka BeposTHOCTH padoTrocnocodHoro coctosuuss OCb B 1e0oM B
MPEANOI0KEHNH, YTO 28 MOJICUCTEM, BXOSIIUX B COCTaB CUCTEMBI, IPUMEPHO
OJIMHAKOBBI 110 YPOBHIO HAJIEKHOCTH, Jlajla COOTBETCTBEHHO pe3ynbTaThl 0,998 u
0,949. PacxoxkaeHue 3HAYEHUW BEPOSITHOCTEH MJI CIIy4yaeB HEyde€Ta U yuyéra
BPEMEHHBIX OTKAa30B YCTPOUCTB COCTABUIIO IPUMEPHO MAThH MPOLEHTOB.

BoiBOABI

B nmanHO# cTaThe, Ha KOHKPETHOM IpPHUMEpPE IMOKa3aHO, KaK MpPH pacyeTe
HaJEKHOCTU DJIEKTPOHHOM CHUCTEMBI 0€30MaCHOCTH MOKHO YYECTh BIIUSHHE
YCTOWYUBBIX U BPEMEHHBIX OTKa30B (PYHKIIMOHAIBHBIX YCTPOUCTB, BXOJSIIMX B
COCTaB paccMaTpuBacMoOM cuctembl. M3 mpHUBEAEHHOTrO MpUMEpa BHIHO, YTO
Y4ET TOIBKO YCTOMYMBBIX OTKA30B YCTPOMCTB CUCTEMBI IIPU pacuére €€ HaImExk-
HOCTH TPUBOJIUT K TMOJYYCHHUIO 3aBBIIIICHHOTO 3HAYEHHUS BEPOATHOCTU paboOTo-
CIIOCOOHOTO COCTOSIHUSI CHCTEMBI.
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3apaiiuenkoB CtanuciaB MakCUMOBHY

PA3BUTHUE TEXHOJIOTU CUCTEM MOHUTOPHUHT A,
JAUATHOCTHUKHU U YITPABJIEHUA B TPOMBIIIIVIEHHOCTH

B oaunou nayunoii cmamve paccmampugaemcs pazeumue mexHouo2uti MOHUmMo-
puHea, OUACHOCMUKYU U ynpasienus: 8 npomvluiieHnom cekmope ¢ 1990 no 2021 200,
@oKycupysace Ha KOHKpemHbuIX npumepax komnanuu. B navane 1990-x 20006 ocHosHoe
BHUMAHUE YOeNAN0Ch ABGMOMAMUIAYUU NPOU3BOOCMBEHHBIX NPOYECCO8 U UCNONIb3084-
HUI0 NPOBOOHBIX cucmem MonumopuHea. B cepeoune 1990-x 20006 wuporoe pacnpo-
cmpanenue noayuunu 6ecnposooHvle MeXHON02UU, YNpowaowue YCmaHosKy u noo-
KnoyeHue damuukos. B 2000-x zodax pazeumue anaiumuxu OAHHLIX U MAWUHHO2O
00yYeHUss NO360IULO NOBLICUMb IPHEKMUBHOCb aHANU3A OAHHBIX U NPOSHO3UPOBA-
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Hust omkazos. C 2010-x 20006 énedpenue mexunonozuit Unmepuema seweti (loT) u cu-
cmem HA OCHOBe UCKYCCMBEHHO20 UHMEILIeKmMA Npueeio K Oojee mecHol uHmezpayuu
KOMNOHEHMO8 NPOMBIUUIEHHBIX CUCIEM U NOBLIUEHUIO YPOB8HS asmomamuzayuu. Ilpu-
8005MCs KOHKpPEmHble Npumepvbl KOMNAHUU, OeMOHCMpUpyroujue pazeumue 3mux
mexHono2ull. B 3akntouenue ciedyem ommemums, Ymo 0yoyujue 00CmMuMCenus: 8 3moti
oonacmu O6yoym HanpaeieHvl Ha NovlilueHUe Kubepbe30nacHocmu, OalbHetuyo as-
momamuzayuio u unmezpayuro mexuonozuil loT. /lannoe uccredoganue pacuiupsiem
Hauie NOHUMAHUe MEXHOIO0SUYECKOU I80IOYUL 8 NPOMBIUICHHOM CeKmope U ee G1usi-
HUs Ha 3hekmueHocms 1 6€30NaAcCHOCMb NPOYECCOs.

Cucmemvl MOHUMOPUH2A, OUASHOCMUKA, YNPAGIeHUe, NPOMBIULLIEHHOCTb, A8MO-
mMamuzayus, npo8ooHvle MeXHON02UU, DeCnpo8oOHble MeXHOI02UU, AHATUMUKA OaH-
HbIX, MawUuHHOe oOyueHue, Minmeprnem eeweli, UCKYCCMBEHHbIN UHMENLIeKM, NPUMeDbl

KOMNAHUU.

Zaraychenkov Stanislav Maksimovich

EXDEVELOPMENT OF MONITORING, DIAGNOSTIC AND
CONTROL SYSTEM TECHNOLOGIES IN INDUSTRY

This research article examines the development of monitoring, diagnostics, and
control technologies in the industrial sector from 1990 to 2021, focusing on specific
examples from companies. In the early 1990s, the emphasis was on automating manu-
facturing processes and using wired monitoring systems. In the mid-1990s, wireless
technologies became widely adopted, simplifying the installation and connection of
sensors. In the 2000s, advancements in data analytics and machine learning enabled
more effective data analysis and failure prediction. Since the 2010s, the implementa-
tion of Internet of Things (1oT) technologies and Al-based systems has led to tighter
integration of industrial system components and increased automation. Concrete ex-
amples from companies demonstrating the development of these technologies are pro-
vided. In conclusion, future advancements in this field will focus on improving cyber-
security, further automation, and integration of 10T technologies. This study enhances
our understanding of technological evolution in the industrial sector and its impact on
process efficiency and safety.

Monitoring systems, diagnostics, control, industry, automation, wired technolo-
gies, wireless technologies, data analytics, machine learning, Internet of Things, arti-
ficial intelligence, company examples.
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BBenenune

[IpOMBIITIEHHOCTH SIBJIIETCSI OJJHOM M3 BAYXKHEUIIMX OTPACICUH SKOHOMH-
Kku, 1 3PHEKTUBHOCTH €€ padOThl UTPAET PEIIAIOIIYIO POJIb B 00ECIICYEeHUH KOH-
KypPEHTOCIIOCOOHOCTU TpeanpusiTuil. B mocnennue necsaTuiaeTus pa3BUuTue TeX-
HOJIOTUM CHCTEM MOHUTOPHHIA, TUATHOCTUKHU U YNPABJICHUS B MPOMBIIUICHHO-
CTH CTaJIO KJIIOUYEBBIM (DAKTOPOM JIJIsi MOBBIIECHUSI Y(PHEKTUBHOCTH MTPOU3BOJI-
CTBEHHBIX IPOIECCOB U CHUKECHHS ONEPALMOHHBIX PUCKOB. BBeneHuE B cTaThe
paccMaTpUBaET aKTyaJIbHOCTh POOJIEMBI, OMKUCHIBAET OCHOBHBIE 33J]a4M HUCCTIe-
noBaHUs U HOPMYITUPYET LEIb pabOTHI.

OcHOBHaAl YaCTh

Pa3BuTHe TEXHOJIOTUI1 CUCTEM MOHUTOPUHIA, TUATHOCTUKHU U YIPABICHUS
B MpoMbIuIeHHOCTH ¢ 1990 o 2021 rox oTpa)xaeT 3HaUUTENbHbIE U3MEHEHUS U
IIPOPBIBBI B 3TOM 007acTH. B TeueHue 3Toro rnepuoia npou30Iuio 3HaYUTEIbHOE
pa3BuTHE WHOOPMAIIMOHHBIX W KOMMYHHKAIIMOHHBIX TEXHOJIOTHM, KOTOpHIC
ChITPAJIM KJTIOYEBYIO POJIb B YIYUIICHUH MPOU3BOIUTEILHOCTH U d(P(HEKTUBHO-
CTHU MIPOMBIIICHHBIX CUCTEM.

B navane 1990-x rogoB OCHOBHOM aKIEHT JEJajJCsi HA aBTOMAaTH3alUU
IIPOU3BOJICTBEHHBIX MPOIIECCOB. DTO BKIKOYAIO B c€0sl MPUMEHEHHE TIPOrpaMM-
HOTO OOecreyeHus I YIPABJICHUS] U KOHTPOJIS CUCTEM, a TaKkKe MCIOJIb30Ba-
HUE MEPBBIX CUCTEM MOHUTOPHHTA. B 3TO BpeMsi B OCHOBHOM HCIOJIb30BAJIUCH
IPOBOJIHBIE CEHCOPBI M CUCTEMBI IIEpEauM TaHHBIX.

[IpumepoM u3 peanbHOM xHU3HU B Haudane 1990-x romoB sBisieTCS BHEA-
pEeHUE CHUCTEMbl aBTOMATH3AIlMM TPOU3BOJACTBA HA aBTOMOOWJIHHOM 3aBOJIE
"Toyota Motor Corporation". B 310 Bpems Toyota akTHBHO NpuMeHsiJia repeao-
BbI€ TEXHOJIOTMU B CBOMX IPOU3BOJCTBEHHBIX MPOLECCAX, U CUCTEMbl MOHUTO-
pUHTA U yIIpaBJIeHUS ObUIN KIIOYEBBIMU KOMIIOHEHTAMHU UX CTPATETHUH.

Ha aBTomob6uiibHOM 3aBojsie Toyota ObLIO BHEAPEHO MpOrpamMMHOE obec-
MEYEHHE Ui YNPABJICHUS U KOHTPOJISI IPOU3BOJCTBEHHBIX JIMHUI. DTO MO3BO-
JISTI0 ONepaTopaM U MHKEHEpaM MOHUTOPUTH U YIPaBIATh Pa3IMYHBIMU 3Tara-
MU TIPOU3BOJICTBA ABTOMOOWMIJICH, TAKMMH KaK COOpKa, yCTAaHOBKAa KOMITOHEHTOB
Y TECTUPOBAHMUE.

Jlst cOopa JaHHBIX O COCTOSTHUU O0OpPYIOBAHUS M MPOIECCOB MCIOIB30-
BAJIUCh TPOBOJIHBIE CEHCOPBI, KOTOPhIC OBUIM yCTAHOBJICHBI HA PA3TUYHBIX
y4acTKaxX MPOU3BOJCTBEHHON JMHUU. DTU CEHCOPBI U3MEPSIIA MapaMeTphl, Ta-
KHE Kak Temreparypa, BUOpaius, JaBjieHue U Jpyrue, U IepelaBalid JaHHbIE Ha
LEHTPAJIbHBI KOMIIBIOTEP JIJISl aHAJIM3a U KOHTPOJISL.
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B pesynbrare BHEApEeHUs] CUCTEM MOHUTOPHUHIA M YMPABJICHUS HA aBTO-
MOOMILHOM 3aBojie Toyota Oblsia TOCTUTHYTa OoJiee BbicoKast A3 (HEKTUBHOCTD U
KauyecTBO MPOU3BOJICTBA. MOHUTOPUHT U KOHTPOJIb MPOIECCOB MO3BOJISLIN OTle-
pPaTUBHO pearupoBaTh Ha BO3MOXHBIE€ HEMCIPABHOCTH WJIM OTKJIOHEHHUS OT 3a-
JAHHBIX MApaMeTPOB, YTO CIIOCOOCTBOBAJIO COKPAIICHUIO BPEMEHH MPOCTOS U
MOBBIIICHUIO HAJIEKHOCTHU MPOU3BOJICTBA ABTOMOOMIICH.

[IpuBeneHHBIN IpuMEp ¢ aBTOMOOUITBHBIM 3aBOIoM Toyota siBisieTcst 1ii-
JOCTpanuel BHEAPEHUS] CUCTEM MOHMTOPHUHTA, AUATHOCTUKUA M YIPaBJICHUS B
IIPOMBIIIICHHOCTH Ha MpUMepe KOHKPETHON KOMITaHUU.

B cepenune 1990-x ronoB ObUIM TPUMEHEHBI OECIPOBOHBIE TEXHOJIOTUU
Ha He(dTeT00bIBAOIIMX TUIAT(HOPMaxX pa3IMYHbIX KOMIIAHUHN B PA3HBIX PErHOHAX
mupa. OgHUM H3 NPUMEPOB MOXKET ObITh HedTemoObIBaromas Iargopma
"North Sea" B CeBepHOM MOpE.

HedrenobsiBaromnue muatdopmsl B CeBEpHOM MOpE, TaKME Kak Te€, YTO
HaxoJsATcs B akBaTopun CeBepHoro mopsi y 6eperoB Hopseruu, BenukoOpura-
HuM, ['epMaHuy 1 IPyrux CEBEPHBIX €BPOMEHCKUX CTpaH, HIUMPOKO MCIOJIb30Ba-
U OECHpPOBOJIHBIE TEXHOJOTUM B TEXHUYECKUX CHCTEMAaX MOHUTOPHHTA U
ynpasienusi. Kpynaple koMnaHuu B He(PTSHOW M ra30BOM OTpaciu, TakKhe Kak
BP, Shell, Equinor (panee Statoil), Mmorau ObITh BOBJIEYEHBI B MCIOJIB30BAHHE
OecrpoBOAHBIX TEXHOJIOTHM Ha CBOMX HedTemoObiBaromux riardpopmax B Ce-
BEPHOM MOpE.

[IpumeHeHHe OSCITPOBOJHBIX TEXHOJIOTHH Ha He(Teq0OBIBAIOIIMX ILIAT-
dopmax B CeBepHOM MOpe MO3BOJISIO OMepaTopaM M HWHXKEHEpaM MOoJydaThb
UHGOPMAITUIO O COCTOSIHUM CUCTEM, TAKMX KaK CUCTEMBbI OypEeHHs, CUCTEMBI TI0-
Jla4l SHEPTUU U CHCTEMbl 0e30macHOCTH, 0€3 MCIOIb30BaHMS MPOBOIHON HH-
bpacTpyKTypbl. DTO 3HAYUTEIHHO YIPOIAJIO MPOIECC YCTAHOBKH U 0OCITYKH-
BaHUS JATYUKOB U YCTPOMCTB MOHUTOPHHTA, a TAK)Ke 00ECIeYnBajIo OnepaTrB-
HBIII MOHUTOPHHT MTPOIIECCOB HA MIAaThOpPME.

BaxxHO OTMETHTBH, YTO KOHKpETHBIC He(TemoObIBaronme IIaThOpPMBI,
KOMITAHWH ¥ MECTOIOJIOKEHHUSI MOTYT Pa3IMuaThCs B 3aBUCUMOCTH OT KOHKPET-
HBIX MMPOEKTOB M KOHTEKCTa BpemeHH. [IpuBeneHnsiii npumep ¢ HedTea00bIBA-
oMy iatropmamu B CeBEpHOM MOpPE CIIYKHUT WILTIOCTPAIlMEH MTUPOKOTO
MpUMEHEHUsT OECIPOBOMHBIX TEXHOJOTUNA B MPOMBINUICHHOCTH B CEpEAMHE
1990-x ronos.

B 2000-x romax aBHallMOHHBIE KOMIIAHMHM CTaJd aKTUBHO MPUMEHSTH
AHATMTHUKY JAHHBIX M MalTUHHOE 00y4YeHUE Il 00paOOTKM M aHAIN3a JIaHHBIX,
coOMpaeMbIX OT Pa3IMYHBIX CHCTEM MOHUTOPUHTA Ha OOPTY CaMOJIETOB.
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OauH 13 KOHKPETHBIX MPUMEPOB ATO CUCTEMA MOHMTOPHHIA COCTOSHHUS
neuratens (Engine Health Monitoring System) B aBuanuu. Cucrema coOupaer
00JbII0M 00beM JaHHBIX O paboTe ABUTATENICH B PEKUME PEATbHOTO BPEMEHH,
BKJIIOYAsI IMapaMeTphbl, TAKUE KaK TeMIlepaTypa, JaBJIeHue, BUOpaus u T.A4. ITU
JTaHHBIE MEePEaOTCs Ha 3eMITIO JIJIsl JalibHeHIel 00paboTKu 1 aHaInu3a.

C noMoIIbo aHAJTUTUKU JAHHBIX U MAIIMHHOTO 00YYeHUs, KOMIIAaHUHU MO-
I'YT CO3/1aBaTh MOJIEIH, KOTOPhIE aHAIIU3UPYIOT COOpAHHbIEC JAHHBIC U BBISBIIS-
I0T aHOMAJIMK U MPECKa3bIBAIOT BOZMOXHBIE OTKa3bl UK MIPOOJIEMBI B paboTe
JBUTATENe. DTO MO3BOJSET MPUHUMATh MPEayNpexIalollue Mephbl 3apaHee,
IIPOBOJIUTH IJIAHOBOE OOCITYKMBAHUE U YCTPAHSITH MPOOJIEMBI 10 TOTO, KAaK OHU
IPUBEAYT K CEPbE3HBIM MOJIOMKAM WIIH aBapUSIM.

Takoe mpyUMeHEeHUE AHAIMTUKHU JAHHBIX M MAIIMHHOTO OOy4YeHHUS B CH-
cTeMax MOHUTOpHUHra jBuraresieii B aBuanuu B 2000-x rogax npuBeso K MOBbI-
HICHUIO0 0€30MaCHOCTH TOJIETOB, ONTUMM3AIUN OOCITYKUBAHUS U COKPAIICHUIO
IIPOCTOEB CAMOJIETOB. JTO SIBIACTCS SIPKUM MPUMEPOM Tporpecca B 001acTu
TEXHOJIOTUN CUCTEM MOHUTOPUHTA, JUATHOCTUKU U YIPABJICHUS B MPOMBIIILJICH-
HOCTH B YKa3aHHBIN MEpUOJ] BPEMEHHU.

B navane 2010-x B IlIBenuu, Ha NPOMBINUIEHHBIX NPEANPUITUSIX B TOPO-
ne Mansmé, kommanus Signify (panee uzBectHas kak Philips Lighting) BHenpu-
na loT-cuctemy ymMHOrO OcBerieHus: o Ha3BanueM Interact Industry. Ota cu-
CTeMa I03BOJIET YIPABISATh OCBEIICHUEM Ha MPOW3BOACTBEHHBIX IUIOMIAIKAX,
ONTHUMH3UPOBATh DHEProNnoOTpeOIeHNe W MPENOCTaBIsATh JaHHBIE O COCTOSIHUU
OCBEIICHUS JIJIs aHAJIN3a U IPUHSITHUS PEIICHUN.

B CIIA, na nedrenobOsiBatonux rtuiarpopmax B Texace, kommaHus
General Electric (GE) peanuzoBana loT-cucremy, kotopas BKJIO4aeT B ceOs
CMapT-IaTYUKA U CETh CBSI3M. JTa CUCTEMA IMO3BOJISIET MOHUTOPUTD U JIUATHO-
CTUPOBaTh PabOTy 00OpyJOBaHUS Ha MATGOPME, ONTUMHU3UPOBAThH MPOU3BOJI-
CTBEHHbIE IIPOLIECCHI U 00eCTeunBaTh OE30MaCHOCTb.

Takum 00pazoM, KOHKPETHOE MPEINPUSTHE U CTpaHA, TJe peaTn30BaHbI
cuctembl loT-ynpaBienus: ocBeneHneM Wi APYTUMU CUCTEMaMH, MOTYT Baph-
MPOBAThCS B 3aBUCUMOCTH OT KOHTEKCTa W TIPOMBIIINICHHON cdephl. BaxkHo OT-
METUTh, YTO PAa3BUTHE TEXHOJIOTHMH CHUCTEM MOHUTOPWHTA, JUATHOCTUKHA H
YIPaBJICHUS B MIPOMBIIIUICHHOCTH ¢ TIpuMeHeHueM [0 T-KoHIenuu mpoucxoauT
BO MHOTHX CTPaHaX B Pa3HbIX OTPACIIAX MPOMBIIIIEHHOCTH.

OnuH U3 KOHKPETHBIX MPUMEPOB MPUMEHEHUSI CUCTEM JUArHOCTUKH, OC-
HOBaHHBIX HAa HMCKYCCTBEHHOM HWHTEJUICEKTE M MAIIMHHOM OOyYEeHHH, MOYHO
HaiiTh B aBuauuoHHOW oTpaciau. Kommanust General Electric Aviation (GE
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Aviation) pa3paboTtana cucTeMy JUAarHOCTHUKUA M MPOTHO3UPOBAHUS COCTOSHHUS
nBuraresniei noa HazBanueM "Predix". DTa cuctema BHeApsAETCS Ha caMoJieTax B
pazNMYHbIX cTpaHax, Bkitodas Coenunennbie [tatel u EBpomy.

Cucrema "Predix" ucnosib3yer alropuTMbl MAallIMHHOTO OOY4Y€HHUS U aHa-
73 OOJIBIIUX JIAHHBIX U1l HEMPEPHIBHOTO MOHUTOPHUHIA pabOThl BUTaTEICH B
pexumMe peanbHOro BpeMeHu. C MoMOIIbI0 TaTYUKOB U CUCTEM cOOpa JaHHBIX,
YCTaHOBJICHHBIX Ha JIBUTATENSX, CHCTeMa coOupaeT HHPOPMAIIMIO O PA3ITHUUHbIX
napameTpax paboThl JBUTATENs, TAKUX KaK TeMIeparypa, AaBiICHUE, CKOPOCTh
BpalieHus U pyrue Gu3n4ecKkrue BeTUINHbI.

ANTOPUTMBI MalIMHHOTO OOy4eHHs 00padaThIBAIOT ATU JIaHHBIC, BBISB-
JISIFOT AHOMAJTUU U KOPPEISLUYA MEKTY pPa3IMuYHbIMU TTapaMeTpaMu padoThI JABU-
ratens. CucremMa crnocoOHa MpejCcKa3biBaTh MOTEHIMATIbHBIE OTKa3bl U HEHC-
PaBHOCTH, JIaK€ B CIy4yae, KOrJa OHU €UI€ HE MPOSBUIUCH. DTO MO3BOJISET
IPEANPUHATh MEPHI MO MPEAOTBPALIEHUIO BO3MOXKHBIX MPOOJIEM U IJIaHUPOBa-
HUIO MPOPUIAKTUIECKOTO 00CTYKUBaHUSI.

[Ipumenenue cucrembl "Predix" B aBHAllMOHHOM OTpaciu IMO3BOJSET
yJIy4IIUTh O0€30MaCHOCTh IMOJIETOB, CHU3UTh 3aTpaThl HAa OOCITYKUBaHUE U yBe-
JUYUTH TOCTYIMHOCTh BO3IYIIHBIX CYyJ0B. JDTa cMcTeMa Oblja YCIIEeITHO BHEIpe-
Ha Ha peakTuBHBIX ABuraTessix GE Aviation U HaXOAWT MPUMEHEHUE B pa3iiny-
HbIX aBUAKOMIIAHUAX U a3pONOPTax MO BCEMY MHUPY.

Takum oOpa3oM, CHUCTEMbI JUATHOCTUKH, OCHOBAHHbBIE HA MUCKYCCTBEHHOM
MHTEJUICKTE ¥ MAIIMHHOM OOYY€HWH, UMEIOT IHUPOKOE MPUMEHEHUE B pa3iny-
HBIX KOMITAHHMSIX M OTpaciisax, ooecneunBasi 00jiee TOUYHYIO U MPOTHO3UPYEMYIO
JMArHOCTUKY HEUCIIPAaBHOCTEHN M MOBbIIIas 3 (HEKTUBHOCTH IPOU3BOJICTBA.

OnuH U3 KOHKPETHBIX MPUMEPOB, WLTFOCTPUPYIOLIUX PA3BUTHE TEXHOJO-
TUi CHUCTEM MOHUTOPHWHIA, TUATHOCTUKU W YIPABICHUS B MPOMBIILICHHOCTH,
MO>KHO HaWTH B 00JIACTH YMHOTO TOPOJICKOTO yIPABIICHHUS.

B ropone bapcenona, Mcnanus, Obita paspaboTana u BHEIpEHa CHUCTEMaA
YMHOTO  YNpaBleHUs  OOIIECTBEHHBIM  TPAHCIOPTOM  TOJ Ha3BaHUEM
"Superblocks". Dta cuctema ocHoBaHa Ha mpuHIUNax [oT u BkiIOUaer B ceds
CETh CEHCOPOB, BUJICOKAMEDP M CHCTEMBbI COOpa JTAHHBIX, KOTOPBIC HETPEPHIBHO
MOHUTOPAT COCTOSIHUE TPAHCIIOPTHOW MHAPACTPYKTYPHI U JOPOKHOTO JBUMKE-
HUSL.

Cuctrema "Superblocks" mo3BOJISIET KOHTPOJIMPOBATH M aHAIM3UPOBATH
JaHHBIE O TpaduKe, 3arPyKEHHOCTH OOIIECTBEHHOTO TPAHCIOPTAa, COCTOSHHUU
nopor u apyrux napamerpax. C UCnoib30BaHUEM aJITOPUTMOB aHAJIUTUKU JTaH-
HBIX W MAIIMHHOTO OOYYeHHWs, CHCTeMa CIOCOOHA MPOTHO3WPOBATH MOTCHIIH-
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aNbHbIE MPOOJIEMBbl U ONITUMU3UPOBATH MOTOK TPAHCIIOPTA B PEKUME PEATHHOTO
BPEMECHH.

brarogaps aToil cucrteme, ropoa bapcenona cMor peoprannu3oBaTh CBOIO
rOpOJICKYI0 HHPPACTPYKTYpY, co3aaB ydacTku "Superblocks" - 30HbI ¢ orpanu-
YEHHBIM aBTOMOOWJIBHBIM JABUKEHUEM B IIEHTPE Topojia. ITO MO3BOJIUIIO YIIyd-
IIUTh KAa4eCTBO BO3/yXa, YMEHBUIUTh MPOOKM U cO3/1aTh Ooljiee Oe30macHbIe
YCJHOBUS JUIsl IEMIEXO0JIOB U BEJIOCUIIEANCTOB.

[Tpumep cuctremsl "Superblocks" nemoHcTpupyer, Kak pa3BUTHE TEXHO-
JIOTUI MOHUTOPUHTA, TUATHOCTUKHU U YNPABJICHUS B MPOMBIIUIEHHOCTH, OCHO-
BaHHBIX Ha [0T M aHaNMUTHKE JAHHBIX, MOXKET MPUMEHSITHCSA JISl MOBBILICHUS
3¢ (PEKTUBHOCTHU U YIYUIIEHHUS KU3HU B TOPOJICKOM Cpeie.

Cnenyer OTMETUTh, UYTO CYHIECTBYET MHOYKECTBO APYTMX KOHKPETHBIX
IPUMEPOB MPUMEHEHHUS ATUX TEXHOJIOTUW B Pa3JIMYHBIX OTPACISAX MPOMBIIIICH-
HOCTH, TaKUX KaK MPOU3BOJICTBO, SHEPTETHKA, HEPTETra30Basi MPOMBIIIJIECHHOCTD
u apyrue. OaHako, npueaeHHbIN mpumep "Superblocks" nmtoctpupyet mmpo-
KU CHEKTP MPEUMYIECTB, KOTOPhIE MOTYT OBITH JOCTUTHYTHI Oyiaromapsi pas-
BUTHIO TEXHOJOTUA CUCTEM MOHHUTOPUHIA, JUATHOCTUKH U YHPABJIEHUS B MPO-
MBIIUIEHHOCTH.

3akirouenue

B nanHo¥ Hay4HOI cTaThe OBLIIO PACCMOTPEHO Pa3BUTHE TEXHOJOTHH CH-
CTEM MOHHMTOPHWHIA, JUATHOCTUKH U YIIPABICHUS B MPOMBIILIEHHOCTH ¢ 1990 no
2021 ronbl Ha OCHOBE KOHKPETHBIX MPUMEPOB KoMmaHui. OTMedaeTcs, 4yTo 3a
NOCJEAHUE TPU AECATWIECTHUS TPOU3OIUIM 3HAYUTEIIbHbIE MU3MEHEHHUS B MpPO-
MBIIIJIEHHBIX CUCTEMax, OJaroapsi BHEAPEHUIO HOBBIX TEXHOJIOTHH.
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Kansipkynosa Kersin KynaiioepareBna, AKyHOB ATUM AKyHOBUY

CUCTEMA MOHUMTOPHUHI'A TAPAMETPOB MUKPOKJIMMATA B
CEPBEPHbLIX IOMEIIEHUAX

C Kaxicovim 2000M OONBUUHCIMBO KOMNAHUU UCHOIb3VIOM 6blCOKOMEXHOI02UYe-
cKoe 000py0osaHue 6 ceoell 0esimelbHOCmU U padomam 6 pa3iudHblX UHpopMayu-
OHHBIX cucmemax. /s HenpepvleHo20 PYHKYUOHUPOBAHUS MpeOyemcs cep8epHoe no-
MeueHue, 8 Komopom 6yoem pacnolodiceHo cepsepHoe 000pyo0osaHue.

CepeepHoe 0bopyoosanue ciedyem 3KCNLYAMupos8ams 8 ONpeoeieHHblX MUKpOo-
KAUMAMUYECKUX VYCI0BUAX: 8 YCI08UAX, OMJIUYHLIX OM DEKOMEHOOBAHHBIX 3A8000M-
uzeomosumeinem, 8vllimu u3 cmpos obopyoosanue. Takum o6pazom, cucmema KOH-
MPOJs COCMOSAHUS MUKPOKIUMAMA NOMEWeHUs. NO380JIAen Y8eIudums CPOK CAYHCObL
000pydosanusl.

B cea3u ¢ smum pazpabomra uH@OpmMayuorHHbIX cucmem MOHUMOPUHEA NAPA-
Mempo8 Cep8epHbiX NOMeUeHUll ¢ Y4emom UHOUBUOYATbHBIX NOMPeOHOoCmell 3aKa3yu-
KO8 HOCUM aKMYAJIbHbILL Xapakmep.

Monumopune, J{ucnaeti, Arduino, Muxpoxiumam, Cepsep, Cucmema.

Kadyrkulova Kyial Kudayberdievna, Akunov Alim Akunovich

MONITORING SYSTEM OF THE MICROCLIMATE
PARAMETERS IN THE SERVER ROOMS

Every year, most companies use high-tech equipment in their activities and work
in various information systems. For continuous operation, a server room is required in
which server equipment will be located.

Server equipment should be operated in certain microclimatic conditions, in
conditions other than those recommended by the manufacturer, it can lead to equip-
ment failure. Thus, the system for monitoring the state of the microclimate of the room
allows you to increase the service life of the equipment.
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In this regard, the development of information systems for monitoring the pa-
rameters of server rooms, considering the individual needs of customers, is relevant.
Monitoring, Display, Arduino, Microclimate, Server, System.

CucreMa MOHHTOPHHTAa — 3TO KOMIUICKC amllapaTHBIX W MPOrPaMMHBIX
CPEICTB, 00ECIEUNBAIONINX MTHOBEHHOE OTOOpaKCHHE aKTyalbHOW WH(pOpMa-
[IUM TI0 COCTOSIHHIO O0OpYIOBaHUS HH(POPMAIMOHHOW WHOPACTPYKTYpHI IS
JaJIbHEHIIIeTO aHajdn3a W OOHapYy)KEHHUS BO3MOXKHBIX HEHCIIPABHOCTEH M CBOE-
BPEMEHHOTO ycCTpaHeHusi mpoOieM. OmoBenieHHEe B CHCTEMaxX MOHHMTOpPHUHTA
TI03BOJISIET OTBETCTBCHHBIM CITCIIUAIICTAM BOBPEMS 3aMETHTh HEHCIIPABHOCTD B
CEpBEpPHO KOMHATE W HE3aMEUIUTEIHHO MPUHATH MEPHI MO0 YCTPAHCHUIO 3TOM
HeUCTpaBHOCTH. [10/T0OHBIN MTOCTOSHHBINM KOHTPOJIb MPUBOJAUT K MHHAUMH3AIHH
cOO€B U MPOCTOEB B paboTe 000PYI0BAHMS, TTO3BOJIICT MOIJICPKUBATH BCE KITHO-
YEeBBIC CEPBUCHI B PAaOOTOCIIOCOOHOM COCTOSIHMM M COXPAHHUTH ONTHUMAJIbHBIHN
ypOBEHb KayecTBa.

JIo TIOSIBJICHHS aBTOMATHU3WPOBAHHBIX CHCTEM MOHUTOPWHTA CHCTEMHBIC
aJIMHHHACTPATOPBl BBIHYXJICHBI ObUIM JHOO JWYHO KOHTPOJMPOBATH PaboTy
M10JIBEIOMCTBEHHOT'O O00OpYJI0BaHUs, TUOO HE KOHTPOJHUPOBATH BOOOIIE BBUIY
HEXBATKU pabodero BpeMeHu. Takou Moxo/] BKIIYAeT B ce0s HEKOTOPhIE PHC-
KW JUI OPTaHU3AIMHA B BUJC MOTEPU OOOPYIOBAHHUS M, KAaK CICIACTBHE, YaCTH
Oro/pKeTa, UK TIOTePHU JaHHBIX, YTO YK€ HECET OOJIBIINN YPOH.

B Hacrosmiee BpeMs CyIIecTByeT MHOXECTBO aBTOMATHYECKHX U TOJTyaB-
TOMAaTUYECKUX CHCTEM MOHHTOPHHTA, KOTOPHIC KPYTJIOCYTOYHO OCYIIECTBIISIFOT
KOHTPOJIb 32 000pyJIOBaHUEM, YTO, HECOMHEHHO, CHUMAET OOJIBIIYI0 HAarpy3Ky
C CHCTEMHOTO aIMUHUCTPATOpA.

Hau6osee TUMOBBIMU 33/1ladaMi MOHUTOPHHTA CEPBEPHBIX IMOMEIICHUH SIB-
TISFOTCSL:

® MOHHTOPHHI KJIUMaTa M OKPY’)KafoIIeld cpelbl pu paboTe KOMIIBIOTEP-
HOTO 000PYIOBaHUS;

e MOHHTOPHHT JIOCTyIa B TIOMEIICHUE U HAIMYKE ABWKCHHUS B CEPBEPHOU
KOMHATe,

® MOHHTOPHHT HAJTWYHS SJICKTPOITUTAHHUS;

® OIOBEIICHHE MEPCOHANA B CITy4ae HEOOXOIUMOCTH.

CucreMa MOHUTOPHUHTA JOJDKHA KPYTJIOCYTOYHO CIICIUTH 3a TapaMeTpaMu
1 paborath OecriepeOOWHO B TEYECHUU JJIUTEIHLHOTO BPEMEHHU, OBITh MPOCTON B
YCTAaHOBKE M HACTPOMKE, a TaKkKe HEe TPeOOBaTh YacTOr0 CEPBUCHOTO OOCITYKH-
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BaHud. Ha OCHOBE MOJTy4YEHHBIX JAHHBIX BBISBISIOTCS MPOOJIEMHBIE MECTA,
ONaCHBIE JJI MPOU3BOAUTEIBHOCTH CEPBEPHBIX MOMEILICHUM.

JUist co3gaHusi JaHHOM CHUCTEMBbI, HEOOXOJIMMO 3HaTh, Kakue (YHKIIHO-
HaJbHbIE TpeOoBaHUs HY>KHbI. CyllecTByeT psiji TpeOOBaHUM, KOTOPOE JOJKHO
BBITIOJIHATH YCTPOMCTBO:

1) neMoHcTpalsi OCHOBHBIX JaHHBIX. [l03BOJIsIET MEMOHCTPUPOBATH OC-
HOBHBIE IMapaMeTphl, COOpaHHBIE CUCTEMON;

2) crabunu3anusi TeMneparypbl. 3acU€T peryJIUpOBKH PadOThl KOHAMIIMO-
Hepa, MPU NOBBIIIEHUN/TIOHUKEHUU TEMIIEPATYPBI BBIIIE/HUKE CPETHETO.

3)BKJ/BBIKJI  CBeTa.  BKIIOYaTh/BBIKIIIOYATH  CBET HPU  TPUCYT-
CTBUU/OTCYTCTBUU TIEPCOHAJIA B CEPBEPHOM MOMEIICHUH COOTBETCTBEHHO;

4) onoBelleHNEe COTPYAHUKA B CIydasX:

—  BBIXOJa 3HAUYECHUS TEMIIEPATYPHI 38 KPUTHUECKOE 3HAUCHUE;

—  IPOHUKHOBEHHUE B IOMELICHUE ITOCTOPOHHHUX JINILL;

5) BerucTparus Joros.

Ha puc. 1 nmpuBenena ¢yHKIMOHAJIbHAs CX€Ma CHUCTEMBI. Y CTPONHCTBOM
yIpaBiieHUs OyJIeT BBICTYIIaTh MUKPOKOHTPOJUIEP, a OOBEKTOM YIIpaBiieHus Oy-
YT CIY>KUATH TpH OJIOKA: JamIa, 3aMOK JIBEPH, KOHJAUIIMOHED.

HcnonuutenbHbIMU MexaHW3MaMHu mMonayib pene, MK-nepenaruuk, Diek-
TPOHHBIN KJII0Y. B 00paTHOM CBSI3M MCHOIB3YIOTCS JATYUK TEMIIepaTyphl U J1aT-
YUK JBUKCHUS.
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brlna moctpoeHa CTpyKTYypHO-IIPUHIIMIHAIIbHASL CXeMa, KOTOpas HarJIsIIHO
MOKaXET OCHOBHbIE (PYHKIIMOHAIBHBIE Y3JIbl YCTPOMCTBA, UX HA3HAYEHUE U yYa-
cTue B 00I1eM mpoliecce.

CtpykTypHas cxema Oy/ieT UMEeTh CIeAYIomue OJI0KH:

1) naTyuk TemmnepaTypsi;

2) wudpakpacHbId TaTUYHK JBUKEHUS,;

3) cuuTHIBaTEINb FIEKTPOHHOIO KIIIOYA;

4) WK-nepenaryuk;

5) Moaynb pene;

6) MHUKpPOKOHTPOJUIEP;

7) LCD-nucnneit;

8) SD-card;

9) Web-application,;

10) Mobile-application;

11) 6;10k nuTanus;

12) cereBoit MOAYIIb.

[lepen cOopkoif JaHHOM cHCTEMbl ObUIa COCTaBJ€Ha CTPYKTYpPHO-
NPUHIIMITHATbHAS cXeMa TOJIKIIIOUEeHUsI, KOTopas MokKa3aHa Ha puc. 2. Tak xe
ObL1a TOCTPOEHA MOJIENIb COCTOSTHUM MTPOrpaMMHO-aNNapaTHOrO KOMIUIEKCa, KO-
TOpas MOKa3bIBAET, KAK 00BEKT MEPEXOANT U3 OJHOTO COCTOSHUA B Apyroe. Mo-
JIeNib COCTOSIHUN CITY’KaT JIJIsi MOJCIMPOBAHUS TUHAMUYECKUX ACIIEKTOB CUCTeE-
MBI [5].

BoiBoabl: Pazpaborana cuctema KOHTPOJIS U YIPABJICHUS] MUKPOKIUMATA
crocoOHasi oOecrieunBaTh B CEPBEPHOM MOMEIICHUH 3aJaHHBI YPOBEHb BIIAXK-
HOCTH U TEMIIepaTyphbl, HEOOXOAUMBINA JUISI HOPMAIBHOTO (DYHKITMOHHPOBAHUS
aKTUBHOTO OOOPY/IOBaHUS HE3aBUCHMO OT BPEMEHU TOfla, U pacCUUTaHHas Ha
KPYTJIOCYTOUYHYIO HENMpPEphIBHYIO paboTy. [laHHas cucTteMa MOHUTOPUHTA MUK-
pPOKJIMMAaTa HMCTOJb3YyeTCs JUIsl o0ecredeHus: HaJeKHOCTH PaboThl 000pym0Ba-
HUS B CEPBEPHOM TOMEIICHUM W JIJISl MPEAYNPEKACHUS BOSHUKHOBEHHUS aBa-
PUMHBIX CUTYyaLlUM.
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Yack! peankHoro spemedy DS1302 DHTN WK-gatumk PIR
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Puc. 2. Cmpyxmypuo-npunyunuanvras cxema cucmemsl

B nannoit paboTe omucaHbl CXeMbl MOAKIIOYEHUS] TATUUKOB U MOIYJICH,
MPOJAEMOHCTPUPOBAHHBIX HA (PYHKIIMOHAIILHOW U CTPYKTYPHOH CXeMe, a TaKKe
ObUIM BHIOpAHbI TEXHUYECKHUE CPEJICTBA CUCTEMBI, TIOCTPOCHA CXeMa COEAMHEHUS
2JIEMEHTOB CHCTEMBI.
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OB30P METOJA0OB U TEXHUYECKUX CPEJICTB,
HAIIPABJIEHHBIX HA KOPPEKIIMIO OCAHKH HIKOJIbBHUKA

Hoxknao nocesawen 0630py OCHOBHLIX MEMOO08U AHAIU3Y MEXHUYECKUX CPeOCmE
0/151 leueHusl CKOauo3a. B kauecmee memooos, no36oslomux 6 paszvl YEeauyums 3¢h-
PexmusHOCmb KOMIIEKCHO20 JIeYeHUsT CKOIUO3d 6 WKOIbHOM 803pacme, 8blOesiom
Memoobl, HanpasjieHHvle Ha aKmusayuro pabomsl mviueunoz2o kopcema. Cpeou me-
MOOUK, HANPABGNEHHbIX HA AKMUBAYUIO DPAOOMbL MbIUEUHO20 KOPCemd NONYJSPHbL
MpeHaxicepsbl U pasiudnble YCmMpoUucmeda, HOCUMble HA mele Yelosekd U nooaroujue
BUOPOCUCHAN 6 ClyHuae HAKIOHA Chulbl. B cmamve npuseden 0030p naubonee nony-
JISIDHBIX «YMHBIX» KOppeKmopos ocanku. Ilo om3vieam noavzosamerei, npuobpemas-
WUX OaHHble YCMPOUCMEa, BblAGIeHbl 02PAHUYEHUS U HeO0OCMamKu 8 pabome «ym-
HbIX» KOPPEKMOPOS.

Koppexmop ocanku, ckonuos, uckpugienue OCaHKU, MbluledHblli Kopcem, mpe-
Hadicep, MUKpOKormpoJiep, unepyuanvhuvie MOMC oamuuku.

Shpakovskaya Oksana, Shpakovskaya Albina Vasilyevna

REVIEW OF METHODS AND TECHNICAL MEANS AIMED AT
CORRECTING THE STUDENT'S POSTURE.

The article is devoted to the review of the main methods and analysis of technical
means for the treatment of scoliosis. As methods that can significantly increase the ef-

fectiveness of complex treatment of scoliosis at school age, there are methods aimed at
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activating the work of the muscular corset. Among the techniques aimed at activating
the work of the muscular corset, simulators and various devices worn on the human
body and giving a vibration signal in the case of a back tilt are popular. The article
provides an overview of the most popular "smart" posture correctors. According to the
reviews of users who purchased these devices, limitations and shortcomings in the
work of “smart" proofreaders were revealed.

Posture corrector, scoliosis, posture curvature, muscle corset, simulator, micro-
controller, inertial MEMS sensors.

[Ipobnema nedopmaruu MO3BOHOYHUKA SIBISIETCS OJHOM U3 CaMbIX pac-
IPOCTPAHEHHBIX Y COBPEMEHHBIX IMIKOJILHUKOB. [I[pUYMHBI CKOJIM03a MOTYT OBITH
KaK BPOXKJEHHBIMH, TaK U MpuoOpeTeHHbIMU. CKOJINO03 BhIsABIIAETCS OT 4 10 13%
mKOJIbHUKOB. Hambomnee pacnpocTpaHéHHBIM (HaKTOPOM pa3BUTHUSL U TPOrpec-
CUPOBaHMS MPUOOPETEHHOTO CKOJIMO3a Y TMOJIPOCTKOB SBIISIETCS CINAOBIA MBbI-
HIEYHBIM KOpCcET. B moApOCTKOBOM BO3pacTe MPOUCXOAUT aKTHBHBIA POCT CKe-
neta. Harpy3ka Ha MO3BOHOYHBINA CTOJO YCUIIMBAETCS, KOT/Ia MBIIICYHBIA KOP-
CeT HE CMOCOOEH yIepXKUBaThb B POBHOM IOJIOKEHUHM IMO3BOHOYHBINA CTOJO.
[Tpoucxoaut nedopmarivs MO3BOHOYHUKA (CKOJIMO3), CKPYYHBAHUE OTAEIbHBIX
MIO3BOHKOB OTHOCHUTEJIBHO CBOEW OCHU. VICKpHBJIEHUE IMO3BOHOYHHMKA HEPEIKO
BBI3BIBAET MATOJIOTHUU B OKPYKAIOIIKUX TKAHAX, CMEIIEHUE BHYTPEHHUX OPTaHOB.
[Ipu >TOM U3MEHSIIOTCS MATTEPHBI IBIKEHUS (IBUTATENIbHBIE CTEPEOTHUIlsl). B
IIKOJIBHOM BO3pAacTe PUCK MPUOOPETEHUsI CKOJIMO3a BO3PACTAET, MOCKOJIBKY CO-
BPEMEHHBIC IIKOJIBHUKA MPEUMYIIECTBEHHO BEAYT MACCHUBHBIN 00pa3 >KW3HH,
HAXOJISICh TIOJIOBUHY JIHSI 32 IIKOJBHBIMU MAapTaMHu, a B CBOOOJHOE BpeMSs B3au-
MOJEHCTBYIOT C Pa3IMYHBIMU JAOCTYIHBIMA UM COBPEMEHHBIMM rajpkeramu. B
TO 7K€ BPEMs, Bpauu U YUEHBIC 3aHUMAIOIIMECS TPOOIEMOI CKOJIM03a, CIUTAIOT,
YTO CKOJIMO3 Tojaercs jgedenuto 1o 17 et [2,6,8]. 3HaUUT B MIKOJBHOM BO3-
pacTe BO3MOXHO M Ba)KHO KOPPEKTUPOBATh OcaHKy. CKoOImo3 Jr000i (opMbl
HEOOXOJAMMO JICUUTh, OCTAHOBHUTH IMPOIIECC MPOTPECCUPOBAHUS UCKPHUBIICHHUS.
Jleyenne MokeT OBITh: KOHCEPBATUBHBIM (0€3 XUPYPrUYECKOTO BMEIIATEIh-
CTBa), peaOMIMTAIIMOHHO-OPTONIEANYECKIUM JIMOO OIMEepaTUBHBIM. B ycroBusix
MOJUKIVHUK TMalMeHTaM TMpejiaraloT KOHCEPBATUBHBIE METOAbI JICUCHHS,
BKJIIOYAIOIIIME HOIIEHHE OT Mecsla 0 MOJyroja OpPTONEAMYECKUX KOPCETOB
[6,9].

[To MHEHHMIO y4YeHBIX, MCCIIEIOBABIIUX MpobiieMy ckosmo3a (beneHbkuii
B.E., [TormoBa M.IO., Abanbemacosa E.A.; Manaxos O.A.; Apmuna B.B.), Tpanu-
IIMOHHOE KOHCEPBATUBHOEC JICUCHHUE HE SBISETCS JOCTATOYHO 3(P(HEKTHUBHBIM,
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3a4acCTyl0 y KaXKJI0ro TPEThEro MalMueHTa CKoJIMo3 nporpeccupyer [1, 2, 3, 4, 5,
6].

AKTyanbHOUN Tpo0IeMOil COBPEMEHHON OPTOIEIUU SIBIISIETCS] TOMCK HOBBIX
HEMHBA3UBHBIX METOJMK JICYCHUS! CKOJIMO3a HA paHHUX cTaausx.Mertonbl pea-
OWIMTallUK HaINlpaBJCHHbIC HA aKTHUBAIIMIO paOOThl MBIIIEYHOTO KopceTa (Tpym-
bl MBI, YACPKUBAIOIIMX MMO3BOHOYHUK B POBHOM ToJiokeHHH).K maHHBIM
METOJIaM OTHOCSTCSI pa3fuyHble TEXHUKU Maccaka, MaHyallbHasl Tepamusi, WIi-
noTepanus, 3JeKTPOCTUMYJIAIMS MBI, JieueOHasi TMMHACTUKa, (u3noTepa-
neBTUuYecKkue MeToAuku. OCOOCHHO TOMYJSpHBI TPEHAXKEPhl U Pa3IUYHbIC
YCTPOMCTBA, MO3BOJISIONINE KOPPEKTUPOBATh OCAHKY YEJIOBEKa 3a CueT paboThI
MBIIIIEYHOTO KOPCEeTa.

Cpenu KOppEeKTOpPOB OCaHKH, MPEACTABICHHBIX HA TOPTOBBIX WHTEPHET-
wiatrgpopmax OZON, ALIEXPRESS, WILDBERRIES. Haubonee nomymsipHbI-
MU SIBJISIIOTCA “yMHBIE” KOPPEKTOPHI OCAaHKU, HOCUMBbIE Ha Teje 4yenoBeka. [lan-
HBbIE YCTPOICTBA (KaK MPaBUIIO, BHITIOJIHEHHBIE HA OCHOBE MUKPOKOHTpOJLIIEpa C
uHepiroHHbiMU MOMC naTunMkamm) JieTkue, MajiorabapuTHbIe, OECIIPOBOIHEIE,
M0/IaI0T BUOPOCHUTHAJ MPU MaJICHIlIeM HaKJIOHE TYJIOBUIIA, 3aCTaBJIss MOJIb30-
BaTessl MPUHATH MPABUIHLHOE TOJIOKEHHE B MPOCTPAHCTBE M JEp>KaTh CIUHY
poBHO. Hambosee pacripocTpaHeHHBIMU SIBIISIIOTCS «YMHBIE» KOPPEKTOPHI OCaH-
KM, Kurtaiickoro mpomsBojactBa: Intelligent [10], Smart Coach [11], Smart
SensorCorrector [12] u ap. HemoctatkoM AaHHBIX KOPPEKTOPOB SIBJISIETCS HE-
BO3MOXXHOCTh HACTPOMKH YTJIa HAKJIOHA, BBI3BIBAIOIIETO TPEBOXKHBIA BUOPOCHT-
Hai. [laxke mpu HEOOJBIIOM KPAaTKOBPEMEHHOM HAKJIOHE OHHU TOJAl0T BHOpO-
CUTHAJI, YTO BBI3bIBAE€T HETaTUBHBIC IMOIIUU CO CTOPOHBI MOJb30BarTels. YacTtoe
cpabaTbIBaHHE BHOPOMOTOpA MPUBOAUT K OBICTPOMY pas3psly aKKyMyJAaTopa.
OTtcyTcTBUE OOpaTHOM CBSI3U, HE TO3BOJISIET TMOJIB30BATENIO IMOHSATH B KAaKYyIO
UMEHHO CTOPOHY TMPOMCXOAUT HAKJIOH. PeMHHM, Ha KOTOPBIX 3aKpeIIeHO
YCTPOMCTBO CHABJIMBAIOT TEJIO U HATUPAIOT KOXKY. boJiee ycoBepIeHCTBOBaHHOM
MOJICIIBbIO SIBIISIETCS “yMHBIN~ KOppeKTop ocanku Xiaomi YoupinHipee P1 Smart
Global, kwuraiickoro mpom3BojctBa [13]. JlaHHBIE KOPPEKTOp CIIOCOOCH HE
TOJIKO TMOJ[aBaTh BUOPOCUTHAN MPU HAKJIOHE TeJa, HO U BEACT CTaTUCTHUKY IIO-
JIO’)KEeHUsI Tenna B TeueHue ausa. OmHako NmpuiiokeHue Juisi cMapTdoHa HE TOJI-
JIEP’)KUBACT PYCCKHM SI3BIK, UTO 3aTPYAHSIET MPOBOJAUTH aHATU3 JaHHbIX. KoH-
CTPYKIIMSI KOppEKTOpa pa3paboTaHa il B3POCIOTO YEJIOBEKa XYOIIABOTO Te-
nocnoxeHus. J[aTYuKk HaKIOHA TMO3BOJISET OIEHWBATH MCKPHUBJICHHUS TOJBKO B
BEpXHEM TPYJTHOM OTJeJie MO3BOHOYHMKA. HemocTaTkoM siBisieTcst cnaOblid ak-
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KyMYJISITOP; OTCYTCTBHE MHCTPYKIIMM HA PYCCKOM SI3BIKE; OTCYTCTBUE MOIEPK-
KU TPOU3BOIUTEIS.

O0630p CyHIECTBYIOMIMX B MPOJAXKE «YMHBIX» KOPPEKTOPOB IMOKa3aj, YTO
JAHHBIE KOPPEKTOPHI HE CIIOCOOHBI MPOBOAUTH MOHUTOPUHT MOJOKEHHUS TTO3BO-
HOYHUKA B TEUCHHUE JIHS; HE JAIOT BO3MOXKHOCTU Ka4€CTBEHHOM M KOJIMYECTBEH-
HOM OLIEHKH TMOJIOKEHUS TO3BOHOYHHKA C OJHOBPEMEHHON TPEHUPOBKOU B BHJIE
BUOPOCTUMYJISIIUM MBIIIEYHOTO KOPCETa; HE IMO3BOJIIOT 00y4aThCsl MpPaBUIb-
HOM mocajike Ha paboyeM MecCTe C MOMOIIBI0 MEXaHU3Ma 00OpaTHOU CBSI3U.

Meroabl peabunuTaly HallpaBjIeHHbIE HA aKTUBALIUIO PA0OTHI MBIIIECUYHO-
ro KOpceTa, HECOMHEHHO, JOJKHBI BOWTH B COCTaB KOMILUIEKCHOW peaOuuTa-
WU, JOMOJHASA TPAAULIUOHHBIE METOMbI JieueHHs. OIHAKO TEXHUYECKUE CPE-
CTBa B BHUJIE «YMHBIX» KOPPEKTOPOB HYKJAIOTCS B JOPA0OTKE W JOKa3aTelb-
cTBax 2(pGEKTUBHOCTH UX TPUMEHEHUSI.
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YK 612.769
Emenuna EnuzaBera AnekcanapoBHa, JleonHoBa AHTOHMHA BanepbeBHa,
[IInakoBckas Okcana FOpbreBHA

ATIIMAPATHO-IIPOTPAMMHBIN KOMILJIEKC JJ15
PEABUWINTAIIMA ®YHKIIMOHAJIBHOT'O COCTOsHUA
YEJIOBEKA INOCJIE HEPEHECEHHOI'O COVID-19

B cmamwve npeocmasnen ananuz npobiem OuacHOCMuKU U 80CCMAHOBIEHUS Obl-
XamenvHoU CUCmeMbl 4ello8eKd Nocie NepPeHeceHHulX 3a00/71e6aHull, 8 MoM uucie
COVID-19. IIposeden 0630p ananocoe manrocabapumusix cnupomempos. Ha 6aze ue-
20 paspaboman UHOUBUOYALbHBIU MAL02AOAPUMHBLL NPUOOP 015 dhhexmusHol mpe-
HUPOBKU OblxamenbHol cucmemsl. Onucana QYyHKYUOHANIbHAS CXeMd NHeBMOMpeHa-
Jrcepa u pazobpanvl OCHOBHbIE MPEHANCEPHO-USPOBble CUEHAPUU Ol OOCMUNCEHUS
neuebro2o Ighghexma.

Hvixamenvuasn cucmema, COVID-19, nneemompenasicep, nopmamueHwli npu-

oop, oamuux dasnenuss, MOMC- mexnonozuu.

Emelina Elizaveta Alexandrovna, Leonova Antonina Valerievna,
Shpakovskaya Oksana Yurievna

HARDWARE AND SOFTWARE COMPLEX FOR THE
REHABILITATION OF A PERSON'S FUNCTIONAL STATE AFTER
SUFFERING COVID-19

The article presents an analysis of the problems of diagnosis and recovery of
the human respiratory system after diseases, including COVID-19. The review of ana-
logues of small-sized spirometers is carried out. Based on which an individual small-
sized device has been developed for effective training of the respiratory system. The
functional scheme of the pneumatic trainer is described and the main simulator-game
scenarios for achieving a therapeutic effect are analyzed.

Respiratory system, COVID-19, pneumatic trainer, portable device, pressure
sensor, MEMS technologies.

Bsenenmne.

[Tocnennue yeTkipe roaa MoKasaid, 94To MpoodiieMa, CBI3aHHAs C TaHJIe-
mueri COVID-19, ne pemiena okonuatenbHo. KopoHaBupycHast uH(EKIns oco-
00 omacHa Jis JbIXaTEIbHOW CHCTEMBI YEJIOBEKA M MPUBOJIUT K U3MEHEHUSM B
TKAHSIX JIETKUX U JaXKe TOCTe OKOHYAHMS 3a00JIeBaHUS ATH U3MEHEHUSI COXpa-
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HAIOTCSA. MeHsieTes ypyrocTh U 3JIACTUYHOCTh TKAHEH, YTO HETaTUBHO OTpaka-
eTcs Ha PYHKIIMOHUPOBAHUY JICTKUX B IIESJIOM.

ITo cratuctuke BO3 0 knaccax 3a00j1eBaHUI MPUBOIAIIMX CMEPTHOCTH
3a 2022 roxa 60J1€3HU ABIXaTeIbHOM CUCTEMBbI 3aHUMAIOT 3 MecTo [8].

CTaTUCTUKA CMEepPTHOCTU B MUupe no
AaHHbIMm BO3 33 2022 ropg,

B BO/N1e3HM CUCTEMbI
KpoBoobpatieHus

3710KayecTBeHHbIe
HOBOO6GpazoBaHuA

bonesxu
[AbIXaTeNbHOM

CUCTEMBI
HeuHdbeKUunoHHbIe

3abonesaHua

KMLIEYHWUKA
m Inaber

m bonesHu noyek

Puc.1 Cmamucmuxa cmepmuocmu 8 mMupe no pasiuyHviM K1accam 3a00-
Jesanuti 8 mupe no oawHvim BO3 2022 200

BoccTraHOBUTE AbIXaTENbHYIO (PYHKIUIO W TOBBICUTH YCTOWYHMBOCTH
OCJIa0JICHHOW JbIXaTEIbHOM CUCTEMBI K Harpy3kaM BO3MOXKHO C TTOMOLIBIO JIbI-
XaTeJbHOW TMMHACTUKU. EjkeHEeBHAsl bIXaTelbHas TMMHACTUKA B JOMAIIHUX
YCJIOBHSIX PEKOMEHJIYETCS JIIOJSIM C MaTOJOTUEN JIETKUX, MOCKOJbKY CIOCOOHA
MOBBIIATh YPPEKTUBHOCTh KOMIUJIEKCHOW peabunutanuu. OgHAKO CYyIIECTBYET
npo0semMa ¢ Noa00pOM HHAMBUAYAJIBbHON HArpy3kH, MOCKOJBKY JIIOASIM, HYX-
JAoUMcA B peaOuiuTaluu TPYJHO CaMOCTOSATENbHO BBIOpAaTh YPOBEHBb
Harpy3Kd M OINpPEAENINUTh JJIUTENbHOCTh 3aHATHS HAa OCHOBE CYOBEKTHUBHBIX
omymieHnii. HempaBuiibHO BbIOpaHHAs AbIXaTeNIbHAS HATPy3Ka MOKET MPUBECTU
K YXYJIUIEHUIO CAaMOYYBCTBHS U 1a’K€ CIIPOBOLIMPOBATH MPUCTYII YAYLIBS.

PemenueM npoOsemMbl TPEHUPOBKU (DYHKIIMKM BHEIIHETO AbIXaHUS B J0-
MAaIllHUX YCJIOBUAX SBJIAETCS OPTATUBHBIN, JIETKUH U KOMIAKTHBIN THEBMOTpE-
Haxep. AnmnapatHo-nporpammubiii komiuieke (AIIK) npennasnaden nnst aua-
THOCTUKU U TPEHUPOBKHU AbIXaTEIbHOU cucTeMbl. Ha 0CHOBE IMarHOCTHYECKUX
JAHHBIX, TOJIYYEHHBIX BO BpEMs HENIPEPHIBHOTO MOHUTOPUHTA COCTOSIHUS JbIXa-
TEJIBHOM CHCTEMBbl YeJIOBEKa, YCTPOMCTBO MOJIOMpPAET WHIWBHUIYAIbHBIA YypO-
BEHb HArpy3kKd U KOPPEKTUPYET TPEHUPOBKY B Cllydyae HEOOXOJIMMOCTH. 3aHH-
MaThCs € anmnapaTHO-IPOrPaMMHBIM KOMIUIEKCOM JIeTKO U Oe3onacHo. Cucrema
CaMOCTOSTENIbHO OCTaHABIIMBAET MPOLIECC TPEHUPOBKH, €CIU TOMYCTUMBIN YpO-
BEHb HAarpy3Ku Ha JbIXaTEJIbHYI0 CUCTEMY MPEBBIIIEH. Y CTPOWCTBO HE TpeOyeT
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OT MOJB30BATEIA CIICIHMAIBLHBIX TEXHUYECKUX HJIM MEIMIMHCKUX 3HAHUM. AIl-
napaTHO-IIPOrPaMMHBIA KOMILIEKC pabOTaeT COMPSIKEH cO cMapTHOHOM TOJIb-
30BaTeNsA U HE TPEOYET MOJAKIIOUCHUS TOTIOJIHUTEIBHBIX YCTPOMCTB.

0030p ananoroB. B HacTosIiiee BpeMs CyIIeCTBYET MHOXKECTBO ITPUOOPOB
JJIs1 TAArHOCTUKU Y TPEHUPOBKH JBIXATEIBHONW CUCTEMBI, KOTOPBIE MOTYT MpPH-
MEHSTBLCS B CTAlIMOHAPE W B Ipejesax MOJUKIMHUK HU3-3a UX TabapuToB U Tpe-
OyIOT TPHUCYTCTBUS CICIMAIKNCTA, 00JaJarolero MEIUIIMHCKUMU 3HAHUSMH.
Taxke CymniecTBYIOT MPUOOPHI IJII TPEHUPOBKU JbIXaHHS, KOTOPhIE MOTYT HC-
MI0JIb30BAThCS JIOMa, HO JIaHHBIE TPUOOPHI HE TUATHOCTUPYIOT COCTOSIHUE JIbIXa-
TeIbHONH cHucTeMbl. OTCYTCTBYeT BO3MOXKHOCTH ITOAOOpa WHAWBUIYATbLHOMN
Harpy3kH JbIXaTeabHON cuctembl. OOpaboTka pe3ynbTaTOB U OlleHKa d(Pdek-
TUBHOCTH TPEHUPOBKU OTCYTCTBYIOT [1,3-5]. IlpencrtaBiieHHbIE Ha TOPTOBBIX
MHTEPHET-TJIONMIAIKAX JIbIXaTeIbHbIE TPEHAXKEPhl OTBEYAIOT TMOTPEOHOCTSIM
MOJIK30BaTelIs JIUIIL YacTU4uHO. [IpenmymiectBamu paspadarsiBaecmoro AIIK sB-
JIETCS: KOMIUIEKCHOCTh (BO3MOXKHOCTh OCYIIECTBIISITh JUATHOCTHKY U TPEHU-
POBKY); BO3MOXXHOCTh M0J00pa WHAWBUIYyaJIbHON HArpy3Kd; MPOCTOTa B HC-
M0JIb30BAaHUH, KOMITAKTHOCTh, aBTOHOMHOCTh (HE TpeOyeTCs MOIAKIIOUYCHHUE J0-
MOJTHUTEIBHBIX YCTPOMCTB KpoMe cMapT(hOHa MOIb30BATEIS).

Bbi6op MeTona 1Jisi OLIEHKH COCTOSIHUS JbIXaTeJIbLHOM cucTremMbl. B ka-
YeCcTBE MeToAa OOBbEKTUBHOM OIICHKH PECHUPATOPHONW CHCTEMBI HCIIOJIb30BaHBI
METO/bl ITHEBMOTAXOMETPUHU U criuporpaduu (cmupomeTpun). JlaHHBIE METOIbI
IIMPOKO MCIOIB3YIOTCS B MEIMIIMHE ISl BBISBIICHUS MaToJorui jgerkux. CyTh
METOJa CBOJUTCS K KOHTPOJIIO JBYX IIapaMeTpoOB: oOO0OBbEeMa BIbIXaeMO-
ro/BBIABIXaEMOTr'0 BO3/IyXa M MOTOKA BO3yXa Uepe3 BEPXHHUE JbIXaTeIbHbBIC ITy-
TH, €r0 CKOPOCTh M TE€YE€HHE. B mpoliecce eCTeCTBEHHOrO JbIXaHWs MPU HOP-
MaJIbHOM COCTOSIHMM JIETKHX, 3TH JBa IapaMeTpa MOXKHO OTOOpa3uTh B BHUJIC
KPHUBOM, KOTOpasi Ha3bIBACTCS METIISI MOTOK-00BbeM. ITa MEeTIs oOpasyercs B pe-
3yJbTaTe HAJIOXKEHUS MO BEPTUKAIBHOW OCH TpadrKa CKOPOCTH TMOTOKA, a IO
TOPU30HTAIBLHON - BEJIMYMHBI JISTOYHOIO O00BEMa M CTPOUTCS COBPEMCHHBIMH
3JICKTPOHHBIMH CITUPOMETPAMH B aBTOMAaTH4YE€CKOM pexxume. Ha 3Toit netTie Bbl-
JEJSI0TCS OCHOBHBIE TTOKA3aTeNu cruporpaMmmsl, puc.l [1,2].
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HopmanbHas netns ob6bem-notok

[MOTOK
[MoCerim|
MOC25 — —
|
MOC50 | — — —— — — BBIOOX
| |
Mocs H — — 4+— — — | — — —
| I |
l | | OBBEM
25% 50% 75% 100%
|
|
MOC50exn |
[oesmy~ 0 BOOX

Puc. 2. Hopmanvnas nemns nomok-o6vem

Ha puc. 2 ITOCBb1g — nukoBasi ckopocTs Bbiioxa, [IOCBA — nukoBas cko-
pocth Bioxa, MOC 25 — makcumaiibHass 00beMHasi CKOPOCTh B MOMEHT JOCTHU-
xeHus 25% obbema GhopcupoBaHHOM KU3HEHHOU eMmKocTH jerkux (DXKEJ) —
OTpa)kaeT MPOXOAUMOCTh KpynHbIX OporxoB. MOC 50 - makcumanbHas 00beM-
Hasi CKOpocTh B MOMeHT aoctkeHus 50% oobema ®XXEJI — oTpaxkaer mpoxo-
auMOCTh cpeaHux oponxoB. MOC 75 - makcuMmanbHas oObEMHasi CKOPOCTh B
MOMeHT noctuxeHust 75% oobema OIKEJI — oTpaxkaeT mpoXxoauMOCTh MEJIKUX
oponxos. [lo ocu abcruce oTkIaABIBaeTCS 00BHEM (B TUTPAX), @ IO OCH OPAUHAT
— moTok (B n/c). MccrnenoBanue MeTIM MO3BOJSET ONMPEACIUTh YPOBEHb 00-
ctpykiuu [IOCBbII — MUKOBasi CKOPOCTh BBIJIOXA — BEPXHSISI 4aCTh Ipaduka.

ITo popme meTnu u M3MEHEHHIM €€ TIoKa3aTeJei MOXKHO BBIICIUTh HOPMY
¥ OCHOBHBIC THUIIBI JIBIXaTEeIbHON HETOCTATOYHOCTH: OOCTPYKTUBHYIO, PECTPHUK-
TUBHYIO M CMEIIaHHYI0. B Hacrosiee BpemMsi COBpPEMEHHBbIE CIUPOrpadbl M-
POKO MCHOJIb3YIOTCS JUIsl TUAarHOCTUKH JbIXaTelIbHOW cucTteMbl. OTHAKO BO Bpe-
M TPEHUHTA JBIXaHUs C UCIIOJIb30BaHKEM criuporpada MmaiueHTa Tpy1HO MOTH-
BUPOBATH JbINIATH, coOmonas Hopmy mnemin. [Ipu co3zganum AIIK BaxkHO co-
31aTh MAaKCUMAaJbHbIE YCIIOBHS BOBJICYEHHOCTH YEJIOBEKA B MPOLECC TPEHUPOB-
KM ¥ UCKITIOYUTH (DAKTOPHI , TIOBBIIIAIONINE YPOBEHb TPEBOXKHOCTHU. PereHnem
CTaJI0 BKJIIOYEHUE IJIEMEHTa TeMMHUUKAINU B BHUJAE TPEHAXXHO-UTPOBOU Kap-
TUHKH JIJI OCYIIECTBIICHUS] OOPaTHOW CBSI3U C MOJB30BATENIEM U BBIBOJIOM WH-
CTpyKUui. Pe3ynbraThl uccienoBaHusl B BUAE KPUBOM MOTOK-00BEM, a TaKkKe
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aHajiM3 B BUJIC CPAaBHEHHUs B pa3Hble THU TPECHUPOBKH IOKa3aTejed METIH II0-
TOK-00BhEM YMECTHO BBIBOJUTDH Ha 3KPaH MOCJIE MPOXOXKICHUS TPCHUHTA.

Ipunoun padoTsl annapaTtHo-nporpaMMHuoro komiuiekca (AIIK). Pasz-
paboTaHa MOJIeJb MOPTATUBHOTO IMMHEBMOTPEHAXXKEpa, MPEACTABIAIONIAs COOOM
MajiorabapuTHBIA TIPUOOP, COCTOSAIIUA W3 TPYOKH, BHYTPH KOTOPOW HMeEETCS
a’pOJIMHAMUYECKOE COMPOTHURIICHUE (MeMOpaHa). B mpocTpancTBe 3a MemOpa-
HOM HAXOJIUTCSl BBICOKOYYBCTBUTEJbHBIN AaTUuK AaBiieHus [12,13] u temmepa-
TYpPbl, KOTOPBIA UCIIOIB3YETCS JIJIsl pETUCTPALIMK CKOPOCTH U HaIpaBJIEHHUS BO3-
JYUIHOTO TMOTOKa, a Takxke AaTyuk koHueHTpauun CO2. Ha pucynke 3 mpen-
CTaBJIEH ACKU3 MOJICJIM TOPTATUBHOTO IMHEBMOTPEHAXEpaA, IMPEICTABIAIONIAS
co0oii MajorabapuTHBIN MPUOOP, COCTOSIIUN U3 TPYOKU, BHYTPH KOTOPOM MMe-
€TCs adPOJIMHAMHYECKOE CONMpOTHBIIeHHE (MeMOpaHa). B mpocTpaHcTBe 32 MeM-
OpaHOM HAXOJMUTCS BRICOKOUYBCTBUTEIBbHBIA AaTUMK AaBieHus [1,6,7] u qaTuuk
TeMIIEPaTyphbl, KOTOPBIM MCIIOIB3YETCA Ui PETUCTPAIIMU CKOPOCTH M HaIlpaB-
JICHUS1 BO3yIITHOTO MOTOKA.

MHeBMOTpeHaxep

(o]

[e]eReRels}o o}

[bixaTtencHasn
TpyOka [MHeBMOAaTYMK

MyHAWTYK

i

MembBpaHa

MwuKpoKkoHTponnep
1 6rnok 06paboTkm
“ neepgaun
AaHHbIX

900000000

£000 0000 &
0000000000

Puc. 3. Cozoanue sckuza ovixamenvrou mpyoxu (mpyoku Dnetiwa), 6
cOCmMas KOmopou 6x00um 0amuyux 0ae1eHus

YenoBek ABIIUT B TPyOKy, MOTOK BO3AyXa MOCTYIMAeT Ha JATYMK, MOJ-
KJIFOUEHHBIN K MUKPOKOHTPOJIIEPY, KOTOPBI 00padaThIiBaeT U NepeaeT JaHHbIe
[0 paJlOKaHaly Ha aHIPOUA-YCTPOMCTBO. [IpunoxkeHue B aHIAPOUILYCTPOMCTBE
OTOOpa)KaeT 3TU JAHHBIC B BHUJIE ONPEACICHHONW TPEHAXKHO-UTPOBOM KAPTUHKU

[1].
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[ewxeHne Bo3ayxa Ha Bblgoxe nNo
NHEBMOTPEHaXepy

/ \ MHeBMOTpeHaxep
|: |

Paawocurnan
(/: \§ Bnok

Natumk 06 Angpoug
paboTku .
JU M | ycTpoiiteso

\J

WrpoBas kapTUHKa-
TpeHaxep

-

Puc. 4. J]suosicenue 6030yxa om uenogexa Kk nHeBMompena’icepy, cO30aHue uepo-
60U KAPMUHKU

B 3aBucumMocTu ot TOro kakoil nedeOHbIN dPGEeKT HeOOXOAUM TMOI0U-
paroTcs YIPaKHEHUsI ¢ Pa3HOM CTENEeHBIO CIOKHOCTH HAa OCHOBE aHalld3a pe-
ANTBHBIX TTAPAMETPOB ABIXATEIHHOM CUCTEMBI.

[Tpumepamu TpeHaXHBIX 33/1a4 MOTYT OBITh:

®  METOJAWKAa «BUPTYaJIbHBIM MNHH-TIOHT» (TIOJIb30BATENIb OTOMBAET
BUPTYAJIbHBIN MIAPUK C TIOMOIIBI0 PAKETKU, YIPABISEMON TIIyOMHOW M CKOPO-
CTBIO JIBIXaHUS);

®  METOJWKA HAAYTh IIAPUK OMPEACIICHHOTO pa3Mepa 3a OmpeJesicH-
HOE BpeMs (Iapuk 00J1ajaeT COMPOTUBIEHUEM M YTOOBI €r0 HaayTh HEOOXOAH-
MO MPUJIOKUTH YCHUIIUS);

®  PE3KUM BBIJOXOM CIYyTh JICTIECTKHU IBETKA (YCWJIWS HAMPaBICHHbIE
Ha PE3KHI BBIIOX, CTOCOOCTBYIOT TPEHUPOBKE JBIXATEIIbHON CUCTEMBI).

C moMoIIpl0 JTaHHOTO MpUOOpa MPU HATWYUU aHIPOUJ-yCTPONCTBA
MOJIb30BATEIh CMOXKET TPEHUPOBATH JBIXaTEIHHYIO0 CUCTEMY B JIOMAITHUX YCIIO-
BUsIX. JlaHHBIN TPUOOP MO3BOJIUT aKTUBUPOBATH JABIXATEIbHBIC (PYHKIIUUA U CHU-
3UTh PUCK BOZHUKHOBEHUS OCJIOKHECHUM JJIS JIFOACH CTPaJarolInX XpPOHUYECKH-
MU 3a00JIEBaHUSIMH JIBIXATEIIBHBIX MyTEH, a TAaKXKEe OT MOCIIEICTBUI THEBMOHUH,
B ToM umcie BeizBaHHOM COVID-19. [lannbrii npubop OyaeT akTyajneH U WHTe-
peceH CIOPTCMEHAaM, KOTOPBIM HEOOXOIUMO BhIPAOATHIBATH MPABUIIBLHBIA TEMIT
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151 FJIY6I/IHy AbIXaHW:A, a TAKKC JIIOOAM, CICIAINM 3a CBOUM 3I0POBBCM IJIA IIPO-
BCIACHHUA AbIXATCIIBHOI'O TPCHUHTA.
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VJIK 681.3.019
MuxeeBa Hatanbst UBanoBHa, MuxeeB JImutpuii lMiBaHoBuUY,
Kynpunnos Tumyp TammbaeBuu

ABTOMATHU3AIIUA KOHTPOJIA PACXO/JA BO/bI
HHPU TUAPOJOI'MYECKUX UCCIEJOBAHUAX

Jna cosepuwencmseosanus 06pabomku pe3yibmamos cUOPoI0SULecKUx Uccieoo-
ganutl oszepa Hccwvik-Kynv paspabomana MukponpoyeccopHuas cucmema agmomamu-
3ayuy MOHUMOPUHeA pacxoda u obvema nponyckaemou 6odvl. Cucmema no3eossem
BU3VAIUZUPOBAMY PE3VIbMAmMbl HA IKPAHe KOMNblomepa u cmapmeona, a marxosce
@urcuposame na MiCroSD-kapmy. Paspabomka modxcem 6vbimb npumeneHa 0s Opy-
2UX AHANOSUYHBIX Yelell NPU YCI08UU UCNONIb30BAHUSL COOMBEMCMBYIOue20 0am4uKd
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Monumopune, asmomamuszayus, pacxoo, obvem, 600d, cucmemda, MUKPOnpoyec-
cop, Arduino.

Mikheeva Natalia Ivanovna, Mikheev Dmitrii Ivanovich,
Kulchinov Timur Tashibaevich

AUTOMATION OF WATER FLOW CONTROL
IN HYDROLOGICAL INVESTIGATIONS

To improve the processing of the results of hydrological studies of Lake Issyk-
Kul, a microprocessor-based system for automating monitoring of the flow and volume
of water passed has been developed. The system allows you to visualize the results on
the screen of a computer and smartphone, as well as record them on a microSD card.
The development can be applied for other similar purposes, provided that the appro-
priate sensor is used.

Monitoring, automation, flow, volume, water, system, microprocessor, Arduino.

Bo3spacranue konuuecTBa 3KOJIOTHYECKUX MPOOJIEM Kak MIPUPOJIHOTO, TaK
U TEXHOT€HHOT'O XapakTepa 00YyCIOBIMBACT YBEJIMUECHHUE 3HAYMMOCTHU THUIPOIIO-
TMYECKUX HUCCIIEIOBAaHUN BOJHBIX OOBEKTOB PA3IMYHOTO BHJAA M pa3Mepa, OT
OKEaHOB JI0 00JIOT U IPYHTOBBIX BOJI. Cpenu pa3nudHbiX cTpaH Keiprei3cTan oT-
JTUYaeTCsl pa3HOOOpa3reM BOJHBIX PECYpCOB Oiarofaps HaJIUYHUIO BBICOKOTOP-
HBIX 3aMacoB cHera W Jjbaa. [Ipu 3TOM Ty1aBHBIM OOTraTCTBOM MOKHO CUHMTATh
o3epo Mccwik-Kyinb, yHUKaNIbHOE 110 CBOEH BEJIMUMHE U TITyOUHE, YNCTOTE BOABI
U KpacoTe, OJIaronpusITHOMY KIUMaTYy.

UccnenoBanns Hcchik-Kyns umeroT gaBHIOW uUcTOpUio. OHU HAdyaluCh
okoJio 150 ner Ha3zan cunamu Pycckoro reorpaguyeckoro oOuiecTBa u mpoaoJi-
»karotcd TmoHblHe. Tak, HaumHas ¢ 2014 roga dKCIeIUIMsS B COCTABE CIICIIHAJIH-
cToB uHcTUTyTa OKeanoJsioruu um. ILI1. [Ilupmosa Poccuiickoit akageMun HayK,
yuaeHbIXx MHCTHTYTa (QHU3MKO-TEXHUYECKUX TMPOOJIeM U MaTepuaoBEICHHUS
HAIMOHAJIBHON akajgeMuu HayK KeIpre3ckoit pecryOmmku u KeIprbI3ckoro roc-
YAAPCTBEHHOIO TEXHUYECKOro yHUBepcutTera um. M. Paz3zakoBa mpoBOOUT ruj-
ponoruueckue uccienoBanust Mccwik-Kyns. Hakomennsle pesyiabTatsl 00600-
1IeHbl B TpyJax [1,2] v mpoaomkarT U3ydaTrbCsi B COOTBETCTBUM C MPUHATHIMU
MeToJaMH [3], COMOCTaBIISIIOTCS C JAaHHBIMHA CO CITyTHUKOBOM armapartypsl. [Ipu
ATOM BO3HUKJIO MHEHHE O I€JIeCO00pa3sHOCTH MOHUTOPUHTA pacxoaa U oobeMa
BOJIbI, HCIOJIb3YEMOM B MPOLIECCE THAPOJIOTMYECKUX HCCIeAOoBaHUM. JlaHHas
CTaThsl MOCBAIIEHA pPa3pabOTKe COOTBETCTBYIOLIEH aBTOMATH3MPOBAHHOW CH-
CTEMBI KOHTPOJIA pacxo/ia u 00bemMa BOIbI.
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OCHOBOI M3MEpPUTENTHLHON yCTAaHOBKU ObUI CHEIUATBHBIA THUIPOJIOTHYE-
ckuil 308A YSI 6600 [3], mo3BONSAIOMIMIT KOHTPOJIUPOBATh NapaMETPbl BOIBI -
TEMIIEPATYPY, SJIEKTPONPOBOJHOCTh, KOHIIEHTPAUMIO NpUMeced W JAp. 30HA
pa3Melnaicss B eMKOCTH, Yepe3 KOTOPYI0 IMpoKadyuBaiach BojAa MOJ JACUCTBHEM
IIEHTPOOEKHOTO Hacoca [4].

Jlnst KoHTpoJIs pacxojia U oObema BoJIbl OblLTa pa3paboTaHa creruaibHas
CHUCTEMa Ha MHKPOIIPOIIECCOPHON OCHOBE, (DYHKIIMOHAJIbHAS CXE€Ma KOTOPOii
npuBeAeHU Ha puc. 1.

i .
H 1 D2
+5B | ——
! 1
1
1 1
. —» \ i
1 JaTaHK . . )
BIT : Hacoc oTo y \ i Arduino — S SD-Card
1 1
1
| 1 4 Pescpayap L
! C BOJO '

Puc. 1 @ynxyuonanvnas cxema asmomamusupo8aHHOU CUCEMbl KOHMPOJisL
pacxooa u oovema 600a (KPOB)

C 1nenbo I€eMOHCTpAIMM BO3MOKHOCTH pealn3alry JAaHHOW CUCTEMBI U
OTJIaJIKU €€ paboThl ObLT pa3padoTaH M M3rOTOBJIEH MakeT. MakeT BBINOJHEH B
BHJI€ 3aMKHYTOM CUCTEMBI B TEPMETUYHOM KOPITyCE, T/I€ HACOC HAarHETaeT BOIY
u3 pesepByapa depe3 natuuk YF-S201, 3aTeM moTok BOAbI BO3BpalaeTcsi 00-
paTHoO B pe3epByap (puc. 2).

Hacoc npencraBisier co00il Morpy>XKHOM pOTOPHBIA MUHUHACOC MPOU3BO-
nutesbHOCThIO 80-120 nuTpoB B yac [5].

JIMCKpETHBIN NaT4UK CKOPOCTH BoAsHOroO moroka YF-S401 ocHoBaH Ha
s dexre Xomna [6] u conepKuUT 351eMeHT Xoiuia U TypOuHy ¢ MaruutoM. [1oTok
BOJBl BpAIllaeT KOJIECO C MAarHUTOM, BpallleHHMEe MAarHUTHOTO TOJISI 3aIyCKaeT
JaT4uK X0JIj1a, KOTOPBIA BBIIAET NPSIMOYTOJIbHBIE UMITYJIBCHI (puUC. 3).
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Puc. 2 Maxem KPOB

"t

Puc. 3 IIpunyun pabomsr damyuxa YF-S201

Curnan ¢ gatunka YF-S401 mocrymaer Ha mudpoBoi Bxox D2 mukpo-
KoHTpoJuiepa Arduino [7]. Yucmo UMy bCOB B €IMHUILY BPEMEHU Mpeodpasy-
€TCs B BEJIMYMHY Pacxo/ia BOJBI MO CIEAYIOMUM (HopMyIaMm.

dopmyna s pacdyera pacxo/ia BOJbIL:

Q =F/(59F + 4570), (1)
rae Q - pacxon (CKOPOCTh) MOTOKA BOJBI B JI/C, (KOJMYECTBO JIUTPOB MPOIIE/I-
niee yepes natdyuk 3a 1 cexkyHuy); F - wactora umiynbcoB B ['11 (komudecTBO
MMITYJIBCOB C JaTuvka 3a 1 cekyHnmy); 5,9 - KoappuIueHT, yIuThIBArOIINI BIIN-
SIHHE CKOPOCTH Ha KOJIMYECTBO UMMYJbCoB; 4570 - koahpunreHT nuHeiHoi 3a-
BHUCHMOCTH KOJMYECTBA UMITYJIBCOB OT 00beMa BOJBI.
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dopmyia onpeneneHus 00beMa BOIbI:

V=2"0T:,
2)

rjae V - o0beM BOJIbI, MpOIIeIIel Yyepe3 AaTuuK, JUTpoB; Qi - pacxona (cko-
POCTh) MOTOKA BOJIbI B TEUCHHUE IIPOMEKYTKA BPEMEHHU Tj; N - YUCIIO UHTEPBAJIOB
BPEMEHU C HEU3MEHHON CKOPOCTHIO BOJIbI Q)

[Tomyyaemsbie B mpoiiecce padOThl 3HAUCHHS 3aIIMCHIBAIOTCS Ha KapTy Ma-
Mty popmata microSD [8] ¢ meproauyHOCTHIO B 1 CeKyHIy.

OOMeH MaHHBIMU MHUKPOKOHTPOJIJIEpA U KapThl MaMSTH MPOUCXOJIUT IO
nporokoy unrepdeiica SPI. Dtor unTepdeiic odecrieunBaeT OOJNBIIYIO CKO-
pPOCTh Iepe/ladyn TaHHBIX C BBICOKOM HAIEKHOCTBIO. B paccmarpuBaeMoM Ciry-
yae BenymmM (Master) ycTpoiiCTBOM SIBIISIETCS KOHTPOJIEP, BeoMbIM (Slave) -
microSD-kapTa.

JlanHble ¢ KapThl NMaMSATA MOTYT OBITh MPOYUTAHBI C HUCIOJIH30BAHUEM
CTaHJAPTHOTO KapJ-pujepa Ha KOMIIbIOTEPE WJIM BCTPOCHHOTO HAa MOOUIHLHOM
tenedore. CHUMOK dKpaHa MOOWIIBHOTO TeledoHa ¢ OTKPHITHIM (HailyioM JaH-
HbIX ¢ SD KapThl IpeACTaBIIEH Ha puc. 4.

Jannble puc. 49 mo3BOJIAIOT OUEHUTh MAKCUMAJIbHO BO3MOXKHYIO MPOJOJIKHU-
TEJIBbHOCTh HEMPEPBHIBHOM 3allMCU PE3yJIbTAaTOB 3KCIIEpUMEHTA. Tak, Mpu KOAH-
poBke IOHuKOM 8 Kakablii CUMBOJI 3aHUMaeT 2 Oaiita mamsaTd. Torma Kaxmuas
cTpoka Oyner umeth o0beM 60 Oait. [Ipu oObeme mamstu kaptel 2 ['0 B Hee
MOXXHO Oynet 3anucath 35791394 ctpok, uto npu yactote 3anucu 1 ' obec-
NEYUT BpeMs HempepbIBHOUM 3amucu 414 cyTok, 4yTO 00€CIeYrMBaeT IMIMPOKUE
BO3MOXHOCTH BHIOOpA BAPUAHTOB TIJIAHUPOBAHUS U IPOBEACHUS IKCIIEPUMEHTA.

st ynpasnenus: cucremorr KPOB paszpabortana nporpamMma Ha BapuaHTe
s3pika CU st Arduino IDE. briok-cxema anroputMa rnporpamMmsbl npe/cTaBieHa
Ha puc. 5.
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2311 A2 60 -

DATALOG.TXT

O6bvem 0.00n, ckopocTb 0.00n/Mm
O6bbem 0.00n, ckopocTb 0.00n/m
O6bem 0.00n, ckopocTb 0.00n/m
06bvem 0.00n, ckopocTb 0.00n/m
O6bem 0.00n, ckopocTb 0.00n/m
O6bem 0.00n, ckopocTb 0.00n/m
O6bem 0.00n, ckopocTb 0.00n/m
06bvem 0.00n, ckopocTb 0.00n/m
O6bvem 0.00n, ckopocTb 0.00n/Mm
06bem 0.00n, ckopocTb 0.00n/m
06bem 0.00n, ckopocTb 0.00n/Mm
06bvem 0.00n, ckopocTb 0.00n/Mm
O6bvem 0.00n, ckopocTb 0.00n/Mm
06bvem 0.00n, ckopocTb 0.00n/Mm
06bvem 0.00n, ckopocTb 0.00n/Mm
06vem 0.11n1, ckopocTb 6.881/Mm
06bem 0.231, ckopocTb 7.11a/Mm
06bem 0.35n, ckopocTb 6.85n/Mm
O6bbem 0.4651, cKopoCTb 6.64n/M
06vem 0.57n, ckopocTb 6.77n/M
O6bvem 0.69n, ckopocTb 7.02n/m
O6bvem 0.81n, ckopocTb 7.09n/m
O6bem 0.92n, ckopocTb 7.11a/m
O6bvem 1.04n, ckopocTb 7.08n/m
O6bvem 1.16n, ckopocTb 6.96n/M
06bbem 1.27n, cKopoCTb 6.761/M
06bem 1.3951, ckopocTb 6.89n/Mm
06bvem 1.50n, ckopocTb 6.831/Mm
O6bvem 1.62n, ckopocTb 7.07n/m
06bvem 1.74n, ckopocTb 7.13n/m
06bem 1.86n, ckopocTb 7.12n/Mm
06vem 1.97n, ckopocTb 7.12n/Mm
06bvem 2.09n, ckopocTb 7.12n/Mm
O6bvem 2.21n, ckopocTb 7.11a/m
06bvem 2.33n1, ckopocTb 7.11a/Mm
O6bbvem 2.45n, ckopocTb 7.11a/m
O6bvem 2.57n, ckopocTb 7.09n/m

Puc. 4 Ckpunwiom skpana mobunvHo2o menegona
¢ omkpuimuiM haiiniom oanHvix ¢ SD kapmeol
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C Hauaio )

v

O6psipiierne nepeMeHubIx logStringData,
varTime, varQ, varV, varF

Hunnmpanusanmst BbiBoj cooOmeHus

SD-kapThl "Card failed"

Konduryparus o6paborumka npepbiBaHuii Konen

A

OOGHyIeHHe BCEX NePEMEHHBIX

I{uka loop

IIpomnura 1
cekyHma?

BbruuciieHHe CKOPOCTH MOTOKA U 00bEMa Bo/IbI varQ u
varV u popMUpoBaHHE CTPOKH JUISI 3aITUCH B (paiii

BriBoj coobienust 06
omubKe OTKPBITHS (aiiia

Ha

3anmuck CTPOKHU JAHHBIX
logStringData B daiin na SD-kapte

A

o

Puc.5 Brnox-cxema ancopumma npoepammol ons cucmemvt KPOB

dparMeHT JMCTHHIA IPOrpaMMbI MPEJCTaBICH Ha puc. 6
#include <SPL.h>
#include <SD.h>
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String logStringData; // OOBSBIIIEM TIEPEMEHHYIO IS
XPaHEHUS CTPOKU JTAHHBIX.

const int PIN_CHIP_SELECT = 10; // OnpenensieM HOMEP
BbIBO/Ia Arduino, Kk kKoTopoMy nokIt0uéH nuH CS SD-kapThl.

uint8 t pinSensor = 2; // OnpenensieM HOMEP BbIBOJIA
Arduino, K KOTOpOMY MOAKIIOYEH AATUYUK PACX0/Ia BOBI.

uint32 t varTime; // OOBABIISIEM IEPEMEHHYIO JIJIS
XpaHEHMsI BpeMEHH MOCIEAHEr0 pacuéra.

float varQ; // OOBbsIBIISIEM MIEPEMEHHYIO TS
XPaHEHMs pACCYUTAHHOM CKOPOCTH MOTOKA BOJIBI (J1/C).

Puc.6 ®pacmenm nucmunea npoepammer ons ynpasienus cucmemoi KPOB
PazpabGorannas u onpoboBaHHasi HAa MakeTe MH(OpPMAIMOHHAS CHUCTEMa
aBTOMAaTHU3AIIMM MOHUTOPUHIA Pacxojia U 00beMa BOJIbI MOXKET OBITh UCTIOJIb30-
BaHA B PEAJbHBIX TUAPOJIOTHUYECKUX HCCIECIOBAHUSAX MPH YCIOBUU HCHOJIB30-
BaHMS COOTBETCTBYIOLIErO AaTYMKa pacxona [9]. PaccMoTpeHHbI MOAXO K IO-
CTPOCHHIO aBTOMATU3UPOBAHHOW WH(OPMAIMOHHOW CHUCTEMBI MOHHUTOPHHTA
MOJKET OBITh MPUMEHEH MPU UCCIIEIOBAHUHU JPYTUX MAPAMETPOB U SIBICHUM.
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YK 656.62::629.5.069
JIyroBoii Aptém PomanoBuy, [1bsiBueHKO Asiekceld OneroBuy

BOIPOCHI IOCTPOEHUS PETUCTPATOPA JAHHBIX PEVCA IJIsI
MAJIOMEPHBIX CYJOB PEYHOI'O ®JIOTA

B oannoii pabome paccmampusaiomesi 60npocel, Kacaowuecst NOCMpoeHUst NPo-
PAMMHO-ANNAPAMHO20 KOMNIJEKCA PecUcCmpayuu OAHHbIX petica MAalOMePHbIX CYO008
peunoco ¢proma. Onpedensiromesi mpebo8anust K YCmpoucmay u paccmampuéaomcst
NPUHYUNDBL €20 CIMPYKMYPHOU U (QYHKYUOHATbHOU opeanuzayuu. Ilpusoosmcs pe3yiob-
mamsl 9KCNEePUMEHMO8 N0 paspabomie OmoeibHbIX €20 KOMNOHEHMO8 HA npumepe
peanuzayuu Ha NPoSPAMMHOM YPOBHE HACMU (DYHKYUOHALA YCMPOUCMEA Pecucmpa-
Yuu OAHHLIX.

IIpoecpammno-annapammusiii KOMIIEKC, YIPOULEHHBLI Pe2ucmpamop OAHHbIX peli-
ca, nmea 0183.
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Lugovoy Artyom Romanovich, Alexey Olegovich Pyavchenko

QUESTIONS OF BUILDING A SHIP'S VOYAGE DATA RECORDER
FOR SMALL VESSELS OF THE RIVER FLEET

In this paper, we consider issues related to the construction of a hardware-
software complex for recording data on the navigation of small-sized vessels of the
river fleet. The requirements for the device are determined and the principles of its
structural and functional organization are considered. The results of experiments on
the development of its individual components are given on the example of the imple-
mentation at the software level of a part of the functionality of the device for recording
and reproducing data.

Hardware and software complex, simplified voyage data recorder, nmea 0183.

Bsenenne

B HacTosiiee Bpemsi B yCIOBHUSIX YBEJIMYECHUS UHTEHCUBHOCTH JIBUKEHUS
Ha PEYHBIX apTepUSX CTPAHBI OCTPO BCTaET mpobiieMa odecrieueHus: 0e30MacHo-
CTU CyAOBOXJIeHHS. [[ppurHaMy BBICOKOTO YPOBHSI aBapUHMHOCTH MaJIOMEPHBIX
CYyJIOB peyHOro (hjoTa SIBISIOTCS HE TOJBKO TJIOXUE YCIOBHS, HO M TEKYIIIEE CO-
CTOsIHME CyaHa (CyIOB) — y4acTHHKa (OB) MPOMCIIECTBHS, BO3MOXXHOE HECO-
0JIr0/ICHE KaKUM-JIM0O0 U3 CyIOBOAUTENEH (MM 000MMU) TIPABUII IOBEICHUS Ha
BOJIE, YCTAHOBJICHHBIX COOTBETCTBYIOUIMMHU PETIaMEHTUPYIOIIUMHU JOKYMEHTA-
mu [1, 2, 3].

OuyeBuHO, YTO Pa300p TAKOTO MPOMUCIIECTBUS JIYUIlI€ BCETO MPOU3BOIUTD
Ha MECTE€ TaM, € OHO IPOU30ILIO, HCIOJIb3Ysl COOTBETCTBYIOLIUE CYIOBBIE
TEXHUYECKUE CPEJICTBA PETHCTPALUU PA3TUYHBIX COOBITHI, KaK MPEIIIeCTBYO-
IIMX MOMEHTY BO3HUKHOBEHUS aBapWU, TaK UM BO3HUKAIOIIMX B IPOLIECCE €€
nmpoTekaHusi. Beap CBOEBpPEMEHHBIM aHaIN3 pPa3jIMdHOrO pPOJa JaHHBIX 00
MMEBIIUX MECTO MPOUCHIECTBUSX MO3BOJISET HE TOJIBKO C BBICOKOW CTENEHBIO
JIOCTOBEPHOCTH YCTAHOBUTH MPUYMHBI BOSHUKHOBEHHMS MPOUCILIECTBUSI HA BOJIE,
WX BUHOBHHMKOB, HO W pa3pab0TaTh MEpHI MO HEJOMYIIEHUIO BO3HUKHOBEHUS
AQHAJIOTUYHBIX CUTYallUid B OyayIIeM.

CornacHo nerictByromuM TpedoBanusam Poccutickoro Peructpa Mopckoro
CynoxonctBa [3], B Ka4eCTBE CYJOBBIX TEXHUYECKUX CPEACTB PETrUCTpaLUU
KPUTUYECKUX COOBITUH TMPUMEHSIOTCS YIPOIIEHHBIE PETUCTPATOPHI JTAHHBIX
petica (YPJIP), ycranaBnmuBaemple Ha MaJOMEPHBIX CyJax pedHoro ¢uorta.
MIMEHHO K TakOMy KJIacCy CYJOBBIX PETUCTPATOPOB U OTHOCUTCS paccMaTpHBa-
eMBbIll B CTaThe pa3padaTbIBaeMblii MPOTpaMMHO-AIAPATHBIN KOMIUIEKC, 3aja-
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Yel KOTOPOTrO SIBISIETCS aBTOMATUYECKas PETHUCTpALMsl B PEKHUME PEATBHOTO
BpeMeHU LU(poBOM U aHAIOroBOW MHGOpPMAILMK, MOCTYHAIOUIEH OT CYIOBBIX
JATYMKOB, BKJIIOYAs TUAPOAKyCTHYECKHE (NIPU HAJIMYUH); CUHXPOHU3UPOBAH-
HBIX MO BPEMEHH BUJEO-, ayIHO- , METEO- U HABUTALIMOHHBIX JAHHBIX, APYTUX
CYJIOBBIX MPUOOPOB C IEJIbI0 MCIOJIB30BAHMS MPU PACCIECIOBAHUUA IPOUCIIIE-
ctBuil [4-9]. [Ipuuem, Kak Mmokazajl MpeABAPUTEIbHBIA aHAIN3 COCTOSIHUS PhIH-
Ka, aKTyaJIbHOCTh U HEOOXOJMMOCTh TaKOM pa3pabOTKH B MEPBYIO ouepean o0y-
CJIOBJIEHBI OTCYTCTBHEM CETOJIHSI B IUPOKOM JOCTYTIE MOJAOOHBIX COBPEMEHHBIX
OTEYECTBEHHBIX CYIOBBIX CPEACTB PETUCTPALUU.

OcHOBHas YacTh

B pamkax crtaThu paccMaTpHMBAaIOTCS BOIPOCHI, Kacaroluecs pa3padoTKu
IIPOTPAMMHO-ANNAPATHOI0 KOMIUIEKCA PETrMCTPALMU JAaHHBIX peuca Ui Malio-
MEpHBIX cyZ0B peuHoro ¢iora PO. [Ipuyem cam mporiecc pazpabOTKU yKiIaIbl-
BAECTCA B KIIACCUYECKYIO CTPYKTYPY ICKU3HOIO NPOECKTUPOBAHHUS: OT aHAIN3A
TEXHUYECKUX XapPaKTEPUCTHUK IIPEICTABICHHBIX HA PBIHKE COBPEMEHHBIX IIO-
JOOHBIX YCTPOMCTB JI0 pa3pabOTKU COOCTBEHHBIX TEXHUUECKUX MPEJIOKEHUN U
IIPOBEICHUSI MAKETUPOBAHUS OTIECIBHBIX KOMIIOHEHTOB YCTPOWCTBA C LIEJBIO
MOJIy4EeHHSI TIPEIBAPUTEIBHBIX OIIEHOK O pab0TOCIOCOOHOCTH U d(PPEKTUBHOCTU
IIPEJIOKEHHBIX TEXHUUECKUX PELICHUH.

BrinonHeHHbI aBTOpaMH MPEABAPUTENBHBIA aHAIU3 MUMEIOIIUXCA B MPO-
JlaKe TUTIOBBIX YCTPOMCTB perucTpaiuu, a Takxke tpedoanuit Mopckoro Peru-
ctpa PO, npeamnonararomux coxpaHHocth YPJIP u naHHBIX B COOTBETCTBYIO-
IIMX YCJIOBUSIX MMPUMEHEHHS, a TAK)KE UKIMYHOCTh M CIIOCO0 3aIKCH, XPaHCHUS
00BbEKTHBHOM HMHGpOpPMAIIMK, pPa3HOOOpa3ue KaHaIoB CBs3u [1], mokasam, 4To
KOHKYPEHTHO-CIIOCOOHOE YCTPOMCTBO TAKOTO KJIacca JA0HKHO 00eCTIeunBaTh:

— PErUCTPALIMIO U COXPAHEHUE JTAHHBIX OT CYJIOBBIX UCTOYHUKOB C TOYHO-
CThI0, 00€CTIEUNBAIOIICH BOCCTAHOBIIEHNE KAPTUHBI COOBITHIA,

— PErUCTPALIMIO U COXPAHEHNE OT UCTOYHUKA 3BYKOBBIX TAHHBIX;

— PETUCTpPAlMI0 M COXPAHEHHWE JIAHHBIX MECTOIIOJOXKEHUS CyJIHA OT
YCTPOMCTBA HABUTALINH;

— BO3MOYKHOCTb IIEPUOINYECKOT0 CAMOTECTUPOBAHMUS;

— OpraHu3anuioo OOMEHa HABHUTAllMOHHBIMHU JaHHBIMHU JIOJDKHA COOTBET-
ctBoBaTh ctangapty NMEA 0183 [7];

— JIOCTYMHOCTh K COXpPaHEHHBIM JIaHHBIM uepe3 MHTepQEC C MOoIAepKKON
HEO0OXOAMMOT0 YPOBHS MX 3aIIUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYyTMa B pa3-
JTUYHBIX TEJIAX, BKIIOUas MpeHaMEePEHHOE BHECEHHE MCKAKEHUN B OOBEKTHB-
HbI€ JTAHHBIE KOHTPOJIA U TUATHOCTHKUY;

293



— perucTpaiuio 3a mnpeapaynme 48 yacoB (He MeHee) peiica B 3alUInéH-
HOM HaKOIuUTeJIe MHPOPMAITUHU BCIUIBIBAIOIICH KOHCTPYKIIHH.

[TpuueM, OTIUYUTETFHBIMI YEPTaMU B CPABHEHUU C TUTIOBBIMHU aHAJIOTaMU
SBIIIIOTCS KaK peanu3aiiis (yHKIIUU ayIi0- U BUICO-BOCTIPOM3BEICHUS TaHHBIX
Ha MECTE€ TMPOUCIIECTBUS, HE TMpuOeras K WCIOJIb30BAHUIO CTOPOHHUX
YCTPOMCTB, TaK MOBBIIICHHAS] PEMOHTOIIPUTOTHOCTh KOMITJICKCA.

Ortcrola Ha CTPYKTYPHOM YpPOBHE MPOrpaMMHO-aIMapaTHbId KOMILIEKC
JOJHKeH 0a3upoBaThCs HA OJOYHOM MPHUHIIUIIE MMOCTPOCHUS U COCTOSTH U3 ClIe-
IYIOIIUX COCTAaBHBIX YacTeil: OJIOKa 3amucH 3BYKa, BBIYHCIUTEIHLHOTO OJI0Ka,
0JI0Ka MHAMKAIUU CTaTyca U TPEBOT, OJIOKa ayaro- U BUJIEO-BOCTIPOU3BEICHHUS,
0JI0Ka T0ATOBPEMEHHOM naMaTu, uHTepdericHoro 0J0Ka 1 010Ka muTaHus (puc.

fapruTypa 4 |  Bnokasanvcu | * Enox HMHAWKALMK cTaTyCa
> J|yKa ,‘ W Tpegor

A A

Mukpodhon

| R
B BuiuveAUTENEHEIA BRoK
BOCNPOMIBEARHUA |g |

Bnok namatw

¥

HutepdehcHui Gnok

Cefab ¢ CeAsb ¢ CeAib © CeAsb ¢ Censb ¢ CeAsb ¢

NEPCOHANBHEIM | HABWMELMOHHEIM CBASEC | narumkoM |  rupo- paguoobo- BHOED-

KOMMLIOTEPOM AXCNOTOM CHOPOCTH |KOMNacoMm | PYADBAHMEM | KaMepoi

Brok nuTaHua

Puc. 1. Cmpyxmypnas cxema YP/[P

Jagum KpaTkoe omucaHue MpoIeccoB (yHKIIMOHUPOBAHHUS KOMILICKCA.
Kax u3BectHoO, miporiecc GpyHKimonupoBanus TunoBoro YPJIP Hocut nukimye-
CKkuii xapaktep. Tak, mosydeHue HHPOPMaIUi ¢ YCTPONUCTB MOHUTOPUHTA OCY-
LIECTBJISACTCS B XOJI€ MAPAILICIBHO-MOCIEA0BATEIBHOTO BBIIIOJHEHUSI ONpPENE-
NEHHBIX oreparnuii 00pabOTKK JaHHBIX IS 3aMIOJTHEHHS COOTBETCTBYIOIIUX WH-
(OpMAaIMOHHBIX CTPYKTYP HEOOXO0IUMOTO (hopmaTa, BHIOPAHHOTO JJIT UX apXH-
Banmu. [IpudeM ypoBeHb pacnapaieIUBaHUSI peau3yeMbiX (YHKIHA BO-
MHOT'OM 3aBHCHUT OT BBIOPAHHOW apXHUTEKTYypbl KOMILIEKCA, BO3MOXHOCTENH HC-
MOJIb3YEMBIX MPHU €€ TTOCTPOSHUH allllapaTHBIX CpeACcTB. Pa3pabarbiBaeMblii ari-
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napaTHO-MIPOrpaMMHBIN KOMILIEKC coOupaeT nmaketsl AaHHbIX ¢ GPS-monyns u
9XO0JIOTA, a TaKXKe OlU(POBAHHBIE ayJMO- U BUICOJIAHHBIE, CUTHAJIBI C pa3Jiny-
HBIX CYJOBBIX JIaTYUKOB, BKJIIOYAsi METEOIATUYUKU, JTATYMKUA TPEBOKHOW CUTHa-
muzaimu. [Ipuyem, TUMOBOH mporecc cOopa pEerucTpUPYyEMBIX MOKa3aHUU C
JATYMKOB HAUMHAETCS C 3aJ]JaHus TpeOyeMOl 4acTOThI OMpoca Kaxa0ro U3 HUX C
MOCJIEYIONIUM 33JIeHICTBOBAHMEM MPOTrPAMMHO-ANIMAPATHBIX PECYPCOB KOM-
IUIeKCa C IEJIbI0 IEPUOJUYECKOTO TOJy4YeHHs], 00paOOTKM M apXMBAllMKM 3Haye-
HUN COOTBETCTBYIOIIMX MOKA3aHUM C MPUCBOCHUEM UM BPEMEHHBIX METOK MO-
MEHTOB UX MMOJTYYECHUSI.

[Ipotiecc cObopa, 0OpadOTKU U apXHBAIMU AyJAUO- U BHUJICOJAHHBIX MPOUC-
XOJIUT MTOCTOSIHHO, W3-3a YeT0 MPUMEHSIETCS UX ITUKINYecKas Mo0I0YHas 3aiCh
BO BCTpOeHHBIA SSD-HakonmuTes b, 00aaaaronil He0OX0AUMBIM KJIACCOM 3alllu-
Tel. Ha puc. 2 npuBeneHbl TpUMEPHbIE BPEMEHHBIE HUarpaMMbl OpraHU3aIlH
(GYHKIMOHUPOBAHUS KOMIUIEKCA B OCHOBHOM PEXUME paOOTHI.

r'y
Herans Allrpaclpascanme,
NPT ANpoRpsn Semacy Boee
.l I."
AHANOTOBbIE AYAMO-, | & vy ¥v ¥ :
BHAsO0aHHBIE pen
O6fpabotka |1 2|.. ' n (epeaua
Ha 3anucb
Hersano Cmpoc Jasanin e HHi t
NpoUCEs FETPORCTR T
f Apeaum
GPS-moayns . vy v v .
(MakeTHbIE JaHHbIE) . |Nepepaqa
12 Ha 3anuce
Haratens San s BPO L) t
NpoLeCCa e Trs
| ApuBaLEe
Mokasanus S . Y v .
IXoNoTa Mepegava
Onpoc pen
Ha 3anuck
| Hn:mo. Dwmn—m numm;...-- 3-a-mn-p;u-m t >
nptusca  All-npeabpaiaim (TN T T
f Apivmaugin
Mokasanua T vy ¥ L L B 3 .
AaT4uroB ﬁepe.qaua
1|2 ... n|O6paboTka Ha BANMCh
: - >

t

Puc. 2. [Ipumepnas epemennasn ouazpamma opearu3ayuu GyHKYUOHUPOBaHus
KOMNIEKCA 8 OCHOBHOM pedcume pabomol

AHanmu3 cocTaBa KOMIUIEKCA, €T0 PEKUMOB (PyHKIIMOHUPOBAHHUS, (DYHKITHI
OCHOBHBIX €0 KOMIIOHEHTOB U 00OOIIEHHBIX BPEMEHHBIX JUATPAMM UX paOOThI
MO3BOJMIT  C(HOPMYJIUPOBAThH CIEAYIONINEe TPEOOBaHHUS K €ro MPOTPaMMHOMY
obecrieuenuto (I10). Tak 1O komruiekca MOKHO 00ECTeYnBaTh PEIICHUE Cle-
TYIOIINX OCHOBHBIX 3a]1a4:
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— yIpaBJieHue TpUEMOM JaHHBIX C IATYMKOB C BPEMEHEM OIpoca, COriac-
HO TpeboBaHusiM k YP/IP;

— yIpaBjieHue NPUEMOM JIaHHBIX C OTHENbHBIX OJIOKOB YCTpPOWCTBa U
BHEITHEH nepudepun mo TpeOOBAHUIO MOJIB30BATEIIS;

—o0paboTka ¥ apxuBalusg TEPUOJANYECKH TPUHUMAEMBIX JaHHBIX C
YCTPONCTB MOHMUTOPHHIA, BKJIOYasi ayquo- M BHJEO-(PUKCALMIO, MPUOOPOB
HABUTAIIUU U METCOCTAHIINH;

— BBITNIOJIHEHUE B (POHOBOM PEKUME CAMOJMATHOCTUKH C BbIayei pe3ylib-
TaTa B OJIOK UHJIMKAIIMU CTaTyCOB U TPEBOT;

— obecrieyeHue paboTOCIIOCOOHOCTH YCTPOMCTBA C MOCTENIEHHOM Jerpaaa-
uel (PyHKIIMOHANBHBIX BO3MOXKHOCTEW MpU BO3HUKHOBEHHH HEMOJIAJOK B all-
naparype;

— MOJIIEPKKa PEXMMa MHTEPAKTUBHOIO 3aIIMIIIEHHOTO JOCTyIa C pas3rpa-
HUYCHHUEM MpPaB U OJIOKUPOBKOW BO3MOXKHOCTH HECAHKIIMOHMPOBAHHOTO BHECE-
HUSI U3MEHEHUU B TEKYIME U PaHEE 3alMCaHHbIC JIAaHHbIE 0OBEKTUBHOTO KOH-
TPOJISL U IMATHOCTHUKY;

— o0ecrieueHue pekruma HU3KOro MOTPeOICHUs TPU OTKIFOYEHUH OCHOBHO-
IO UCTOYHHMKA MTUTAHUSI.

Ortcrona ykpynHeHHas 0a3oBasi cTpykrypa 1O xomIuiekca mpumer BUI,
COOTBETCTBYIOIIUH puC. 3.

Mogynb obMeHa faHHbIMU Mexay Mopaynb 06MeHa JaHHBIMKU Mexay
BbIYUCNUTENbHBIM GNOKOM 1 NEPEHOCHBIM BbIYUCAINTENLHBIM GMOKOM HakonuTenem
KOMMbIOTePOM Mo UHTepdelicy USB no uHTepdeiicy SATA3

Moaynb 0bMeHa AaHHBIMK MeXAYy
BbIYMCIIUTENbHbLIM GrokoM, Grokom Mopaynb o6MeHa AaHHBIMM MexXAY
3anucu 3Byka U Grokom BbIYMCIATENBHbIM GNOKOM U AaTHUKamMm

BOCMpOW3BEeAeHUs No HTepdeiicy SPI no uHTepdeiicy RS-485

Mogaynb 0EMeHa AaHHbIMK MEXAY
BBIMNCINTENbHBIM BNOKOM W MHTepdedCHbIM
6nokom no nHTepdeiicy RS-485 npu
nopfepxke npotokona NMEA0183

Mogynb o6meHa gaHHbIMU MEXAY
BbIYMCIUTENBHbLIM Briokom 1 Gnokom
WHAWKaLWM cTaTyca 1 TpeBsor
no uHtepdelicy [2C

Mogynb cuHXpoHrsauun

Mogynb o6meHa AaHHbIMU MEXTY
BbIYUCNATENBHLIM BNOKOM U MHTepdeiicHbIM
©BrnokoM no UHTepdeiicy Gigabit Ethernet

Moayne camoanardocTukn YPIP

Mogynb B3aumogencTemnsA

Moaynb apxveauun BbluncnuTenbHbIA MOAYNb
c nons3oBarenem

Mopynb ynpaBneHus 6a30ii AaHHbIX Mopaynb pasapxueayum

Puc. 3. Cmpykmypa 110 komnnexca
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C 1ebI0 NMOBBIMICHUS PEMOHTONPUTOIHOCTH KOMIUIEKCA B MPEAJIOKEHHOM
Ha puc. 1 cocraBe, YPJIP MoxeT ObITh KOHCTPYKTUBHO Pa30UT HAa TPU OCHOB-
HBIX MOJYJs, TaKMX KaK MOJAYJb cOOpa JaHHBIX U MOHMTOPHHIA, CIIacaeMbIi
OOpTOBOM HAKOMHUTEIh M KOMMYTAalIMOHHBIA mUT. [Ipuuem, Moy coopa aaH-
HbIX U MOHHUTOPHHTA BKJIIOYAET B CEOS BBIUMCIUTEIbHBIA OJIOK, OJIOK MHIUKA-
MM CTaTyca ¥ MOHUTOPHMHTA, OJJOK BOCIIPOU3BEICHHMS, OJIOK 3amucH 3ByKa. Ha
JAHHBIA MOMYJIb BO3JararoTcs (PYHKIIMM BIIOKEHHBIX B Hero OyokoB. Cracae-
MBI OOpPTOBOM HAKOMUTENb IpPEAHA3HAUYCH JJIi XPAHCHHUS PETUCTPUPYEMBIX
nanubiX. [Ipencrapnser coboi 00K, pacloioKEHHBIN B CIIEIUATIbHON KarcyJie
C Hapy>kKHOM yacTu cyaHa. [Ipu morpykeHuu 1moj Bogy cpadaThIBa€T MEXaHU3M,
KOTOPBIN OTKPBIBAET KAICyJIy M BBHITAJIKUBAET OJIOK, 00ECIIeunBas €ro pa3beam-
Henue ot YPJIP. B cocraB cmacaeMoro OOpPTOBOTO HAKOMHUTENS BXOJHUT OJIOK
naMsTH, pealnu3yeMblii ¢ mpumMeHeHueM SSD-Hakonutens TpedyeMol eMKOCTH
U C COOTBETCTBYIOIIMM TaJIbBAHUYECKU Pa3BA3aHHBIM HHTEpPGhENCcOM Compsixke-
Husg. W, HakoHel, KOMMYTAIlMOHHBIM IIUT COACPKHT B ceOc MHTephEHCHBIM
6110k 1 O5ok nutanusd. HaznaueHuewm mura siBIsieTCs 00eCredeHne COnpsKeHUs
MOJIyJIsl cOOpa TaHHBIX U MOHUTOPUHTA CO CITacaeMbIM OOPTOBBIM HAKOITUTENIEM,
TAaKXK€ C Pa3IMYHBIMH CYJOBBIMH MNPUOOpaMH MOHUTOPUHTA IPU TMOMOIIH
BCTPOCHHBIX B IIUT YCTPOWCTB KOMMYTAllMH, COCTaB KOTOPBIX ONPEAEISAETCS
KOHKPETHBIM BapuaHTOM NpumeHeHus: Y PJIP.

B pamkax skcriepuMeHTanbHOM 4acTH OblIa peain30BaHa 4yacTh (yHKIIUO-
Haja OJIoKa BOCTIPOM3BENICHUSI U3 COCTaBa KOMIUIEKca. B kauecTBe cpensl pas-
paboTKM ObLIa UCIOJIb30BaHA CHCTEMa aBTOMATU3UPOBAHHOTO MTPOCKTUPOBAHMUS
Proteus 8.9. DkcnepuMeHTanbHas cxema IpuBeaeHa Ha puc. 4. [Iporpammupo-
BaHHME OCYILIECTBIUIOCH Ha si3blke C 11t MUKpokoHTpoiepoB AVR. Ilpousse-
JIeHa WHUIMAIN3aius paboThl MUKPOKOHTpoJuiepa U SD-KapThl, OpraHu30BaH
oOmen nannbiMu ¢ SD-kapTtoii o unrepdericy SPI [10], o6ecnieueno Bocripons-
BEJICHUE TECTOBBIX TEKCTOBOM WM rpaduveckoil HHPOPMAaIMK Ha COOTBETCTBYIO-
MX WHAUKATOPAX, MOJIEJIM KOTOPBIX HUCIOJIB30BAIUCH B dKcniepuMmenTe. Ha puc.
4 mpencTaBieH pe3yibTaT padOThl MPOTPAMMBI, IEMOHCTPUPYIOMUNA TOKAAPO-
BO€ BOCIPOM3BEIACHNEC HABUTAIIMOHHBIX M JXOJOTHBIX MH(GOPMAIIMOHHBIX J1aH-
HBIX, HAKJINYECKH MOTYyYaEMbIX C KapThl HaMSITH.
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Puc. 4. Bocnpoussedenue oannwvix ¢ SD-kapmeul
BoIBOABI

B pamkax cratbu paccCMOTpPEHbI TpeOOBaHUSA K MPOrpPaMMHO-aNNapaTHOMY
KOMILJIEKCY PETUCTPALIMK JaHHBIX peica Il MaIOMEPHBIX CYJ0B PEUHOTO (Iio-
Ta, MPUHLHUIBI CTPYKTYpPHOH M (YHKUMOHAIBHOW OpraHU3allUd yCTPOMCTBA.
OTnuuYuTENpHBIMUA YEPTAMU KOMIUIEKCA B CPAaBHEHUM C THUIIOBBIMH AHAJIOTaMHU
ABJISIIOTCSA KaK TOJJIEp’KKa Ha anmnapaTHO-IPOrpaMMHOM YpPOBHE (PYHKIUI
ayJiio- ¥ BHUJIEO-BOCIPOU3BEICHHS JAHHBIX HA MECTE MPOMUCIIECTBUS, HE MpUode-
ras K MCIIOJb30BaHUIO CTOPOHHHUX YCTPOMCTB, TaK U MOAYJIBHOCTb €r0 KOMIIO-
HOBKH.
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YK 004.048
AHndepoBa Mapraputa CepreeBHa, benesuieB Aunpeit AnapeeBud,
benesuer Anapeit MuxaitnoBuu

AHAJIM3 XAPAKTEPUCTHUK TEXHOJOI'MYECKUX TPEHIOB

B ycnosusx peskoeo obocmpenus 60pbobl 3a mexHo02uieckoe npesocxo0cmao u
MeXHON02UYeCKUll Cy8epeHumem 3a0aia MOHUMOPUH2A U CIMPAme2u4ecko20 aHaiu3a
HanpaeieHull pa3eumusi HayKu U mexHoa02ull npuoopemaem UCKIOYUMeIbHO 8AXHCHOE
3HayeHue.

B pabome nposeden amanuz ocnoHwix npobiem nocmpoeHus npoyeoyp MOHU-
MOPUHEA U BbIAGNIECHUSL 3APOHCOAIOWUXCS MEXHONI02Ul, POPMUPOBAHUSL U PA3GUMUS
MeXHON02UYECKUX MPEHOO08.

Onpedenenvl 0CHOBHblE dManvl QOPMUPOBAHUS HOBbIX MexHoI02ull. Bvioenenuvl
Xapakxmepucmuxu U OCHO8Hble Kpumepuu Ho6o2o mpenoa. Ilpednoscena kiaccugura-
Yusi MUNO8 HOBLIX MPEeHO08. [ 3a0aHHbIX NPeOMemHublX 001acmeti npedlodHCeH alo-
pumm opmMupo8arus u aHaIU3A XapaKkmepucmux mexHoi0euiecKko2o mpeHod.

Texnonozuueckue mpenovl, MexHOI02UU, NPUOPUMEMbL, MOHUMOPUH2, XAPaAKMme-

PUCNMUKU.

Anferova Margarita Sergeevna, Belevtsev Andrey Andreevich,
Belevtsev Andrey Mikhailovich

ANALYSIS OF CHARACTERISTICS OF TECHNOLOGICAL TRENDS

In the context of a sharp escalation of the struggle for technological superiority
and technological sovereignty, the task of monitoring and strategic analysis of the di-
rections of development of science and technology becomes extremely important.

The paper analyzes the main problems of building monitoring procedures and
identifying emerging technologies, the formation and development of technological
trends.

The main stages of the formation of new technologies are determined. The char-
acteristics and main criteria of the new trend are highlighted. A classification of the
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types of new trends is proposed. For the given subject areas, an algorithm for the for-
mation and analysis of the characteristics of the technological trend is proposed.
Technological trends, technologies, priorities; monitoring, characteristics.

BBenenue

B ycrnoBusix 4pe3BbIYAHO BBICOKOW JUHAMUKH (POPMUPOBAHUS HOBBIX
HAIIPaBJIICHU M TPACKTOPUN TEXHOJOTMYECKOTO PAa3BUTHUS, HEONPEACICHHO-
CTSIMHU, CBSI3aHHBIMH, KaK C CO3/IaHHEM 0a3uCOB HOBBIX TEXHOJIOTUM, TaK U HH-
HOBAI[MOHHBIX  MPOJAYKTOB U HOBBIX PBIHKOB COBITa 3ajlaya OMpeaesieHus
HAIIPaBIICHUI PAa3BUTHS TEXHOJIOTMN W aHalv3a XapaKTEPUCTHUK TEXHOJIOTHYe-
CKHUX TPEHJIOB ABJISIETCS YPE3BBIUANHO aKTyalbHOM [1].

E€ pemenue npeanonaraer co3ganue 3GPEeKTUBHBIX METOJ0B MOHUTOPHUH-
ra U CTPaTErMYE€CKOTO aHalIn3a TEXHOJOTHI M TEXHOJOTHMYECKUX TPEHIOB [2].
[Ipu 5TOM OIHOM U3 OCHOBHBIX MPOOJIEM SBISIETCS: aHANU3, UKCAIIMK U UCCTIe-
JIOBaHUS Pa3BUTUS TEXHOJIOTHUECKUX (DPOHTOB U 3apOXKAAIOITUECST TEXHOIOTUH.

OTOT aHaIM3 HEBO3MOXKEH 0€3 MOHMMAaHUS HBOJIIOIUU TEXHOJOTUN U TEX-
HUYECKUX PEIICHU BO BPEMEHH, a TAKXKe MPOTHO3UPOBAHMS UX HOBBIX (DYyHK-
UOHAJBHBIX BO3MOXHOCTEH, MapaMeTPOB M TEXHUYECKUX XapaKTEPUCTHUK [3].
Co3ngaHue HOBOUM TEXHOJIOTMM MOXET 3aHUMAaTh HECKOJIBKO JieT. B 3Tol cBs3u
HE00X0IUMO, YTOOBI K MOMEHTY 3aBEpIICHUS] pa3pabOTKH Ieb MPOeKTa OCTa-
BaJIach IMO-MPEKHEMY aKTYaJIbHOW, a JOCTUTHYTHIE MapaMeTpbl UMEIU KOHKY-
PEHTHBIE TPEUMYLIECTBA.

3ajgada aHanmu3a 3apOXKIAOIINXCS TEXHOJIOTHH, Pa3BUTHUS TEXHOJOTHYE-
CKHUX (DPOHTOB OCJIOKHSETCS HATTMIUEM CIIEAYIOMINX (DAaKTOPOB:
CJIOKHBIN MEXTMCIUTITHHAPHBINA XapaKkTep NaHHbIX o0yacTen
MIOAXO0/IbI K U3MEPEHUIO BCE €I1I€ HAXOASITCS B CTaIUU TECTUPOBAHUS.
OTpaHUYCHHBIC 3HAHUS 00 OCHOBHBIX HCTOYHHKAX POCTa M TMOTEHIIMATHLHOM
MIPUMEHEHUU TPEHAA.

B nannoit pabote mpenokeHa METOIUKA OMPENENICHUS U KiIacCU(PUKAINH
HAyYHO-TEXHOJOTUYECKUX (DPOHTOB U 3aPOKIAFOIINXCS TEXHOIOTHUM.

OcHoBHas yacThb

NudopmanimoHHO aHATUTUYECKON OCHOBOM PEIICHUs MOCTABICHHOMN 3aja-
YU SBJISICTCS TIOCTOSIHHBINA TJI0OATbHBI MOHUTOPHUHT M aHAJIN3 Pa3BUTHS TEXHO-
JIOTUYECKUX TPEHJIOB, & TAK)KE BBISIBJICHUE HOBBIX TEXHOJIOTHYECKUX TPEHIOB U
TE€XHOJIOTUH [4], KOTOpBIE:

— SIBJISIFOTCSL PE3YJBTAaTOM COBPEMEHHBIX JOCTHXKEHHI B CYLIECTBYIO-

IEM TPEHJE;
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— CO3/Ial0T HOBBIE TEXHOJIOTUYECKHUE HAIIPABJICHUSI;

— MMEIOT BBICOKYIO HHTEHCUBHOCTb Pa3BUTHS,

— 007a71a10T BBICOKMM TOTEHIIMAJIOM JUIsI CO3JIaHUsI M300pETEeHUN U
WHHOBALIMM CO 3HAYUTEJIBHBIMU COIUAIBHBIMA W SKOHOMHUYECKHMH TOCIIE/-
CTBUSIMM.

— CO37al0T HOBBIE CIIOCOOBI MPe0oOpa3oBaHUsl BEIEH M MOTYT OKa3aTh
3HAYUTEIBLHOE BJIMSHHUE Ha (PYHKIIMOHAIBHBIE BO3MOXKHOCTH JPYTHUX TEXHOJIO-
TU.

[Ipu mnpoBenaeHUH TrI00AIBHOTO MOHUTOPHMHTA BO3HUKAIOT CIICAYIOITUE
3agauu [5,6]:
1. dopmupoBaHue HapaBJICHUN UCCIICAOBAHMUI;
2. OmnpeneneHue coctaBa TPEH/A;
3. OmnpeneneHue TUNA TPEHA;
4.  OreHKa OCHOBHBIX XapaKTEPUCTUK TPEHAA.
B 5TOl CBSI3M MOXKHO BBIJICTIUTH CIICAYIOIIUE MPOOJIEMBI MO OOHApYKe-
HUIO TPEHJIOB M TEXHOJIOTUM:
TexHOIOTMM Ha paHHEW CTaJUM CBOETO >KMU3HEHHOI'O ITMKJIAa HEKATerOpU3UpPO-
BAaHHBIE U XaOTHUYHBIE.
CJI05)KHOCTBD BBISIBJIEHHS] KOHKPETHBIX MTapaMeTPOB TPEHIOB.
CJI0)KHOCTh peanu3allid ajifOpUTMa H3-3a MHOXKECTBA OTHOCUTEJIBHBIX Mapa-
METPOB.
B xone anann3a MOKHO 0OHAPYKHUTh HECKOJIBKO KOHKYPHPYIOIIMX TEXHOJOTHH,
KOTOPBIC UMEIOT OJMHAKOBOE (DYHKIITMOHAIHPHOEC HA3HAUCHHE.

IIpu >TOM B pa3HbId NEPUOJ BPEMEHU MOTYT JIMAUPOBATH pPa3HbIC TEX-
HoJjioruu [7].

IIpoBeneHHbI aHAIM3 TTOKa3aJl, YTO TPEHJ JOIKEH COOTBETCTBOBATh CIE/Y-
IOIIIUMM KPUTEPUSIM:
[lenenanpaBiaeHHOCTD.
YcroitunBocth. [IpennonokuTenbHO, TEXHOIOTH OyAeT MPOJOKUTEIhHA TI0
BPEMEHU.
DddektuBHOCTE. TexHOMOTHS 00JamaeT IMOTESHIMAIOM MW MAacIuTaboMm IS
YIYUIIEHUS CYIIECTBYIOIIUX TEXHOJIOTHIA.
PacripocTtpaneHHOCTS.

BaxHo pasznmnyaTh MOMEHT, KOTJa KOHKpPETHash TEXHOJOTHsS HauWHaeT
MOSBJISATHCS M KOTJ]a OHA CTAHOBUTCS PEJIEBAHTHOM ISl UBMEPEHUS B CTATUCTH-
YECKUX TEPMHHAX, TAKUX KaK «MHTEHCHUBHOCTBHY», «YPOBEHb FOTOBHOCTU TEXHO-
JIOTUM» «HAy4HAasl NPOyKTUBHOCThY», CO3/IaHUE, PACIIPOCTPAHEHNE U UCIIOJIb30-
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BaHWE TEXHOJIOTHUH, a TaK)Ke MPOU3BOJICTBO TEXHOJIOTHUECKUX TOBAPOB M YCIYT
(puc. 1).

- UcnonesoeaHue 014 N
/ -
:;':Z: | yeneu obuwjezo \‘
MOHMTOpUHIa I HasHavyeHua :
|
|  PyHKYUOHUpOBAHUEe Q‘ :
|
| . CTpyKTypHble BusHec- :
obcnepoeaHua
us
gﬂ Mccne,u,o:;gl:(ﬂps obnactn (BO3ACViCTBHE, :
"
Hogsnenue \ il pacnpocTpaHeHye, |
Vo TexHonormm1ieknan B MCNONb30BaHWe U T. A.)
. - vccnefoBaHmMA W 1
W pa3paboTku U Nnepesava 1
I TEXHO/MOTWiA) |
R Y 1
I‘I “‘\ "EPEXCIA OoT cneyuanbHOro MOHMTOPUWHIA K 06bI4HBIM HnccnefosaHUAM 7/
| ~ rd
v

BubnvomeTpua 1
NaTeHTHbIK aHanu3

(PesynbTatel HUOKP)

Puc. 1. Omanet popmuposanus Hogoti mexnonocuu

[TycTh B mporiecce MOHUTOPUHTA B 3aJJaHHOW TpeaMeTHOW obOsactu P,
BBIBJICHBI HAYAJIO UCCIIEIOBAHUY IO CO3aHNUIO HOBAWl TEXHOJIOTHUU cl-"j (i=1,1
). Just kaxnoit ¢ jONPE/ICIICHBI GyHKunoHanbHbIe HasHaueHus Dwuj' u chopmu-

poBaHkl 001acti npumeHenus O} .

Yacro Oymymiue TpeHabI BHAYaJIe MIPOSBIISIOTCS KaK TEXHOJOTHH BHYTPH
CYIICCTBYIOINUX TPEHIOB, IMOKa MX 3HAYMMOCTh HE OyJeT ycTaHOBJIeHa OoJjiee
omnpeaenaeHHo [8,9].

[Ipu 3TOM BO3HMKAET 3a/ia4ya- TEXHOJIOTHUS c S Cpm P, unu 31O TEX-

HOJIOTHSI HOBOTO TEXHOJIOTMYECKUN TPEH/T Cﬁm“.

Jlist petiieHust 3a/1a4u BBEJIEM CIICAYIOIINE xapaKTepHCTHKH:
1. CKOpOCTh POCTa HHTEHCUBHOCTH TEXHOJIOTHH | i

2. IHTEHCHBHOCTh pabOT MO CO3MaHHIO TEXHOJOTHH C;:; (KOJHUYECTBO

I.]’
MIPEANPUATHN, TTyOIUKAINH, TATEHTOB);

3. YpOBEHb FOTOBHOCTH TEXHOIIOTHH Cj};

4. IpuHanIexHOCTh K Knaccudukaropy (OF);
5. MHOXeCTBO 001acTeil MpUMEHEHHUS,

6. HanpaBnenus ucciienoBaHui B 3a1aHHOM IpeIMEeTHOM obactu [ 3 |

cj; > Oui - O} > Cy™ > By, (1)

7. Bec TexHo0TUM (METOJT aHAJIM3a UEPapXUi).
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Jlns 3a1aHHOM TIpeAMETHOM 00J1acTH alropuT™M (OpMHUPOBAHUS TPEH-
JI0B MOKHO MPEACTABUTH B BUJIE CJICAYIONIEH MOCICI0BATEIbHOCTH:

1. IlpoBeaenue ri00ambHOrO MOHHMTOpUHTA. [IpemyiokeHbl aaropUTMBI,
obecrieynBaroIIMe ONpe/IeICHUE OMOPHBIX TEM, OIICHKY PaHXUPOBAHUS U pelie-
BaHTHOCTH uHpopmatuu [10].

2. BoisiBIeHME HOBOM TE€XHOJIOTHH.

3. ®ukcanus napamMmeTpoB, ONMUCAHHBIX BHIIIE.

4. Onucanue W UHTEpHpeTanus. BeiaBiaeHue o0jacTu MPUMEHEHHUST OTHO-
CUTCS TEXHOJIOTHs, (YHKIIMOHATBHBIX HAa3HAYCHUH, KEM HCIIOJIb3yeTCs, Ha Ka-
KYI0 ayJIMTOPUIO pacCCUMTaHa, KaKUE 3aJ1aul peIlacT.

5. Knacrepuzanus. O0beIMHEHUE TIEPUMETPOB B OJTHOPOIHBIC TPYIIIIBI, KO-
TOPBIE TOBOPSAT O HAJTUUHUU KAKOTO-TO 3aMETHOTO u3MeHeHus [11].

6. Bepudukanus. J[octaTodHO M MHOI'O CHUTHAJOB, YTOOBI TOBOPHUTH O
CYIIECTBEHHOM M3MeHeHuH [12].

7. @opMyIMpPOBKa TPEHAa U UHTEPIIPETALIMSI.

BriBoabI

B pabote nipoBesieH aHau3 ¥ OMpe/IeIeHbl OCHOBHBIE 3a/1a4U IMPOBEICHUHT
r100aJbHOI0 MOHUTOPUHTA U ATaIbl (HOPMUPOBAHUS HOBBIX TEXHOJIOTHH.

[IpennoxkeHa cucremMa KputrepueB (HOPMHUPOBAHHS TEXHOJIOTHUYCCKOTO
TPeH]I Pazpaboran mepedeHb XapaKTEpPUCTHK aHaM3a TEXHOJIOTHYECKOTO
TpeHJa U aNropuT™ (HOPMHUPOBAHUS TPEHJIOB IS 3aJaHHOM MPEeIMETHOM 00Ja-
CTH.

Mertoauka omnpeneneHus W KiIacCH(MOUKAIMM HAyYHO-TEXHOJOTHUECKUX
(POHTOB M 3apOXKIAIOIIMXCS TEXHOJOTUM MOYKET OBITh MOJI0KEHA B OCHOBY aB-
TOMAaTH3allMd MOHUTOPHUHTAa M CTPATETHMYECKOro aHajau3a B HWH(POPMAITMOHHO
AHAJIMTHYECKUX KOMILIEKCaX.
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YK 621.396
KaprnoB AHTOH AJleKCaHApPOBUY

PA3PABOTKA U UCCJIIEJOBAHUE CUCTEMBI
AJAIITUBHOTI'O PEI'YJIMPOBAHUA AJIAA HIEPEXOJIHOI'O
IMMPOLHECCA DC-DC IIPEOBPA30OBATEJIA

B oannoti nayunoti nyoauxayuu paccmompen cnocod npumeneHusi a0anmueHo20
peaynsamopa 0as yayduulenus kauecmea nepexoonozo npoyecca DC-DC npeobpaszosa-
mens. B pezynomame npogedennozo ananuza DC-DC npeobpazosamens Ovli cocmag-
JIeH AN2OPUMM NO YIVHUEHUIO YCIMOUYUBOCTIU NEPEXOOH020 NPoyecca npu nepemet-
HbIX napamempax 6 oovexme ynpasienus. Ha ocnoeanuu paspabomannoeo aneopum-
Ma ynpasienus Oblia cOCMAgieHa NPUHYUNUAIbHASL CXeMd, YMO NO360JIsien nepetmu K
HeNnocpeoCmseeHHOU NPAKMUYECKol peanu3ayuu YCmpoucmad.

Adanmuenviil pezynsimop, NPUHYUNUATLHASL CXeMd, MUKPOKOHMPOJiep, al12o-
pumm, 06pamuas cés3b, HaAnpPsHCeHue.

Karpov Anton Alexandrovich

DEVELOPMENT AND RESEARCH OF ADAPTIVE CONTROL
SYSTEM FOR TRANSIENT PROCESS OF DC-DC CONVERTER

In this scientific publication, a method for using an adaptive controller to im-
prove the quality of the transient process of a DC-DC converter is considered. As a
result of the analysis of the DC-DC converter, an algorithm was compiled to improve
the stability of the transient process with variable parameters in the control object.
Based on the developed control algorithm, a schematic diagram was drawn up, which
allows us to proceed to the direct practical implementation of the device.

Adaptive regulator, principal diagram, microcontroller, algorithm, feedback,
voltage.

Beenenne

Ornenka 3pheKTUBHOCTH CHIIOBOM MpeoOpa3oBaTEIbHON TEXHUKHU BO MHO-
I'OM 3aBUCUT OT BO3MOKHOCTH MOJAEPKUBATH 3aJaHHBIA MTEPEXOIHBIN MPOLIECC
MIPU PA3IMYHBIX PEKUMaxX paOdoThl. B OONBIIMHCTBE CIyyaeB MPUMEHEHHUE CTaH-
naptaeix [TU][-perynaropoB ¢ MOCTOSHHBIMU KOA(D(GUIIMEHTaMU KOPPEKTHPY-
IOIMX 3BEHBEB BECbMA 3aTPYIHUTENBHO. JleJI0 B TOM, UTO JIJIsl CHUYKEHUS BEJIU-
YUHBI MyJbcalluid HanpsbkeHust Ha Harpy3ku, B DC-DC npeoOpaszoBarensix mpu-
MEHSIOT ceTeBble PUIbTPHI. 13-3a mpuMeHeHus CeTeBbIX (PUIBTPOB MEPEXOAHOMN
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MPOLIECC UMEET HEIIMHENHYIO 3aBUCHMOCTh MEXy BHEIIHMM BO3JICHCTBUEM Ha
0OBEKT yNpaBJICHUs U BBIXOJIHBIMHU MapaMeTpaMu ¢ 00beKTa ynpaiieHus. Eciu
Ha TaKoW OOBEKT YIPABJICHUS MO/1aBaTh MEPEMEHHYIO BEIMYMHY BHEITHETO BO3-
NEUCTBUA, KOTOpasi OyJeT U3MEHSTHCS B IIMPOKOM JIMAIa30HEe, TO PEryJsiTOp HE
CMOXET MOJEpKaTh 3aJaHHbIA MEPEXOIHBIA MPOLECC ¢ BHICOKONH TOYHOCTHIO.
[1]

OcHOBHasl YaCTh

OmHuM U3 ciocoOO0B MOAJAEPAKKUA 33aJJaHHOTO TMEPEXOJAHOr0 Mpoliecca MpH
NIEPEMEHHOM BHEIIHEM BO3IECHCTBHUM SABJISIETCA NPUMEHEHHUE aJallTUBHOTO PEry-
nsaropa. CylIHOCTh aJalTUBHOTO PETYJIMPOBAHUS 3aKIIOYAETCS B TOM, YTO Ia-
pametpsl [IU]] perynstopa He SABISIIOTCS NOCTOSIHHBIMU, @ U3MEHSIOTCS CO Bpe-
MEHEM OTHOCUTENLHO TEKYIIIET0 COCTOSTHUSL 00bEKTa yIpaBiacHus. [2]

Paccmorpum 6ii0k-cxeMy (GYHKIIMOHUPOBAHMS QJalTUBHOTO PETYIATOpa
s mormxkatromero DC-DC npeoGpazoBarens. OOmuii BU Takold OJI0K-CXEMBbI
npenacrasiieH Ha puc. 1. Kak cienyer U3 npeacTaBieHHONW CXeMbl, paboTa pery-
JATOpAa HAYMHAETCS NPU IOJAaye HANPSDKEHUS HA HaArpysky. B ciydae oTcyT-
CTBHUS BXOJHOTO HANpPsHKEHUS 3HaUY€HHUE KOI(PHUIIMEHTOB PETyIsTOpa PaBHO HY-
0. HamnpspkeHne Ha Harpy3Ky B TAKOM CIIy4ae TOXKE PABHO HYJIIO.

Ecnu nanpspkeHue Ha HArpy3Kd HE paBHO HYJIIO, TO HAYMHAET paboTaTth
[I1M perynsarop DC-DC npeobpazoBarens. Uepes LC dunptp mynbcupyromee
HaANPsHKEHUS TIPeoOpa3yeTcsi B MOCTOSIHHOE HAMPSHKEHUE, TTOCHE YeTro MOIaeTCs
Ha Harpy3Ky R,

MuKpOIpOLIECCOPHOE YCTPOUCTBO U3MEPSIET BEIMUUHY MAJCHUS HAIIPsKE-
HUSI HA HAarpy3ku R,,.. B Tom ciydae, ecnm BelmMunHA NEPEXOIHOrO mpouecca
HE COOTBETCTBYET YCTaBKM 3aJaHHOTO HAIPSKEHUS, MPOUCXOIUT U3MEHEHHUE
koaddumnmento [IN]] perynstopa. KoHTponupysi BelMunHy OTKIOHEHHS 3a-
JAHHOTO HaIPsKEHUs OT TEKYIIETO, TPOUCXOAUT OINPENCIICHUE BEJIMYUHBI Ia-
pameTrpoB agantuBHoro IIMJI peryistopa nisi KOHKPETHOTO MPOMEXKYTKA Bpe-
MEHU.
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Puc.1. Brox-cxema aoanmusrnoeo peeynsamopa ons pabomot DC-DC npeobpa3zo-
samens

N3mensiss mapametpsr [IM/] perynstopa MOXHO HM3MEHATH IIOJABAEMOE
HanpspKeHue Ha Harpy3ky Uy,.. IIponiecc namenenus napaMeTpoB aganTUBHOTO
[T perynsaropa OCYIIECTBISIETCS [0 TEX MOp, IOKAa BEIWYWHA MAJCHUS
HaIpsDKEHHUST Ha HArpy3ku R,,., HE CTaHET COOTBETCTBOBATh BEIMYMHE 3a/1aH-
HOM yCTaBKU NaJ€HUS HANPSHKEHUSI.

Taxum oOpazom, Ha Beixoge DC-DC mpeoOpazoBarensi Mbl MOTYyYUM Kade-
CTBEHHOE CTAaOMJIM3MPOBAHHOE MOCTOSIHHOE HampshkeHue. B ciayuae uameHeHus
BEJIMYMHBI YCTABKU BXOJHOTO HAIPSKEHUSI MPOUCXOIUT IMEepepacyeT mapamer-
poB IIN]I perymaropa, u npouecc peryjaupoBaHusl BEIWYMHOW HAIPSKEHUS Ha
Harpy3ku R, OyJieT CHOBa OBTOPSATHCS.

Ha ocHoBaHMM mpoBeIeHHOTO aHaIM3a OJIOK-CXEMbI aIalITUBHOTO PETYJIsi-
Topa ObUIa OCYIIECTBIIEHA pa3padOTKa MPUHIMIIHAAIBLHOW CXEMbI aIlallTUBHOTO
perymnsaropa anisa DC-DC npeobpasoBarens. O0muid Bu NPUHIUIIHATBEHON CXe-
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MBI aiantuBHoro peryisitopa st DC-DC npeoOpazoBaTesnsi NpUBEIEH Ha pUC.
2.
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Puc. 2. IIpunyunuanvuas cxema DC-DC npeobpazosamens ¢ adanmusrvim
pe2ynamopom

B npencraBneHHON MPUHLIHANHAIBHON CXEME NEPEMEHHBIMU MapameTpaMu
SABJISIFOTCS. BEJIMYMHA 3aaHHON YCTaBKHU Uy, @ TaK)KE BHELIHEE BO3MYIIAIOIIEE
BoszaeircTteue RL1. OCHOBOM cUCTEMBI aJANITUBHOTO YIPABJIEHUS SIBJISECTCS MUK-
pokonTposuiep cepun STM32F401VE. [3]

[IpuHuun paboThl NPeICTABICHHON NPUHIUITMATIBLHON CXEMbI 3aKI0YAETCS
B cienyromeM. Bayrpennui AL MUKpOKOHTpOJIIIEPA OCYILECTBIISIET KOHTPOJIb
HAaJl 33IaHHON BETMYMHON yCTaBKU Uyyg, @ TAKXKE pearupyeT Ha BEJIUYMHY Hafe-
HUsI HAIIPSDKEHUS HAa Harpy3ku R4.

AJTOPUTM MHUKPOKOHTpOJUIEpa paboTaeT Ha OCHOBAHUM 3apaHee ornpese-
JIEHHOM 3aBUCUMOCTH MEXK]y MCXOJHBIMHU JIaHHBIMU M HEOOXOAUMOM ISl 3TOTO
BenmuuHbl [T/l perynstopa. Onpenenenue 3apucumoctu mexy 1IN/ peryns-
TOPOM Y BEJIMYMHON BHELIHETO BO3ACHCTBUS OCYLIECTBISIECTCS MPU NOMOIIH 3a-
paHee MPOBEICHHBIX MAaTEMAaTHYECKUX PAaCUETOB M COOTBETCTBYIOIIMX PE3YIb-
TaTOB MOJICTUPOBAHUS O0OBEKTA YIPABICHHUS.

Paccuntannoe 3nauenue I[IM]J] perymnsitopa mpeoOpaszyercss B COOTBET-
crByrommii emy LM curnai, ynpasisroniee BO3AEHCTBUE KOTOPOTO NOAAETCS
Ha npaiiBep IR2104. JIpaiiBep ocyiiecTBisieT TpeoOpa3oBaHUE IIEKTPUUECKOTO
CUTHaja, KOTOpO€ HEOOXOIMMO JUIsl MOCJIENYIOIIEr0 yIpPaBIEHUS TPaH3UCTOp-
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HbIMHU KJtouamu. [loydeHHBIN CUTHAN ¢ TPaH3UCTOPHBIX KIIIOYEH CTaOWIIU3H-
pyeTcs uepe3 ceTeBoil GUIIbTP, M 3aTeM Mo1aeTCs Ha Harpy3ky R4.

Uepes BctpoeHHbIM ALl MUKPOKOHTPOJIIEP OCYIIECTBIISIET KOHTPOJIb Hall
naJieHueM HamnpsbKeHUs Ha Harpy3ku R4, oOpasys TeM cambIM OOpaTHYIO CBSI3b
c oObekToM ympaBiieHus. Eciu B Xojie Mocaeayomux KOMMYTallMi CUCTEMBI,
peryiupyemMasi BeTU4ruHa BHOBb HE Oy/JIeT COOTBETCTBYET 3aJIaHHBIM TpeOOBaHU-
SIM, TO ITUKJI AJITOPUTMA MUKPOKOHTpOJIIIEpa OyIeT MOBTOPSITCS, HO yKe ISl HO-
BbIX 3HaueHut [ ]] perymnsaropa.

BriBoabl

[IpeacraBieHHble pe3yiabTaThl PabOThl, MHOIO OyAyT MCIIOIB30BaHbI JIJIS
JanbHeHIen pa3padoTKy aJanTUBHOTO PETYJISITOPa, CHOCOOHOTO MOCP>KUBATh
3aanHbIi iepexoiHblil nmpouecc DC-DC npeobpaszoBaTesns pu pa3IuvHbIX pe-
xuMax padboTel. CHUKEHUE 3aBUCUMOCTH TIEPEXOJHOTO MPoliecca OT BHEIIHETO
BO3JICKCTBUS 1TO3BOJIMT caenaTh npumeHeHne DC-DC npeoOpa3oBareneit 6oiee
TMOKUM, YTO PACHIMPUT BO3ZMOXKHOCTH IO UX MPUMEHEHHE B CHUJIOBOM Mpeodpa-
30BaTEJIbHON TEXHUKE.
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